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Abstract. Many problems of foods safety had occurred in recent years, which resulted in public
panic. As a result, the government has made food safety a top priority. In the last few years, the rapid
development of the Internet of Things (IoT). How to make sure the security of food supply chain
with the help of emerging technology—IoT, has the important practical significance. lot is an
inevitable choice to improve food logistics, and compare the content networking technology
application before and after the food logistics management titer, thus must content networking
technology application in food logistics, to food logistics management titer have larger stimulative
effect. In this paper, we introduce a novel 10T architecture able to track and trace agriculture from
the field through the supply chain and in food processing environments, realizing the food supply
chain’s effective information identification and traceability.

Introduction

In the last few years, we have seen an increased interest in the internet of things (1oT). Everyone's
talking about 10T. Mostly, you hear how connecting sensor-enabled devices to the cloud can change
everyday lives. That's true—there are some pretty cool connected consumer devices on the market.
But the real value of the 10T lies in revolutionizing the way the world does business—and, in this
case, the way food supply chains operate [1].

China has been plagued by tainted milk, pork, rice and other foods that have endangered people’s
health in recent years. Food and agricultural products from production to consumption of the whole
process involves the production, processing, packing, transportation, storage, shelf display and
consumption, each link is likely to bring the unsafe factors [2]. There is an imperative need for
ensuring food quality across the supply chain. Achieving the objectives of food quality partly relies
on physical traceability throughout the chain. As a result, the management of the supply chain, more
significantly the cold chain related to the manufacture, distribution and sale of perishable, and
condition-sensitive products, are seen as high priority applications [3, 4].

The application of 10T in food supply chains (FSCs) is one of the promising killer applications.
Covering from precision agriculture, to food production, processing, storage, distribution, and
consuming, so-called farm-to-plate, 10T solutions provide promising potentials to address the
traceability, visibility and controllability challenges. Safer, more efficient, and sustainable FSCs are
expectable in the near future [5].
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The 10T enabled food supply chain in action

As shown in Table 1, definitions of 10T can be found in different researches, such as United States,
European, Japan, and China. Although definitions from different organizations are somehow
different, the requirements [6] for loT are essentially the same, such as being able to integrate
heterogeneous devices, ubiquitous data exchange, localization and tracking capabilities, and even
being able to make the simple decision by themselves [7].

Table 1 The definitions and standards of 10T

Organization

Web link

Massachusetts  Institute  of
Technology

http://www.autoidlabs.org/

EPCglobal

http://www.gs1.org/epcglobal

National Intelligence Council

http://www.fas.org/irp/nic/disruptive

European Commission

http://cordis.europa.eu/fp7/ict/enet/home_en.html

European Commission

http://www.smart-systems-integration.org/public/internet-of-things

Ubiquitous ID Center

http://www.uidcenter.org/

Internet of Things China

http://www.iotcn.org.cn/

The loT makes possible a

new cooperative between food producers, transportation and

hospitality/retail companies who can work together as never before to ensure efficient delivery and
food safety. With loT-based business solutions, companies across the supply chain gain the real-time
visibility and enable the automated, intelligent actions needed to ensure food is of the highest quality,
delivered on time and prepared in optimal settings.
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Figure. 1 A whole picture of food supply chains in the era of Internet-of-Things

For instance, food companies that use loT-connected testing equipment can confirm food quality
as it leaves the factory or warehouse. Fleet managers can then leverage the loT to make sure
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temperature sensitive, perishable goods don't go bad in transit through sensor enabled refrigeration
systems [8]. Any temperature fluctuations can trigger alerts that automatically adjust the truck's
refrigeration. If the system is not able to auto-correct, an alert can be sent to the food supplier, who
can replace bad goods before they arrive at the customer's dock. And by using an loT-based fleet
management solution to enable continual visibility into connected trucks, trucking managers can
optimize routing and ensure on-time delivery of the new goods via an alternate vehicle. In the end,
the customer receives quality goods on time and is never aware there was an issue. Plus, the
sensor-enabled refrigeration system can send alerts to the manufacturer, pinpointing the exact part
that broke down and facilitating faster replacement and fixes [9].

Today’s typical FSC is a distributed system with large geographical and temporal scale, complex
operation processes, and diverse technical requirements. It is impossible to map it into the virtual
world without classification and formalization. We have abstracted the real FSCs into 5 scenarios:
Produce, Store, Transport, Sell and Consume. A scenario is the abstraction of a class of similar
deployment environments. It is not always equal to one transaction step in real business process;
instead it may correspond to multiple transaction steps or a part of a single transaction step. Any real
FSC can be composed by all or a part of the 5 scenarios under certain orders and topology.

As shown in Fig. 1, a typical 10T solution for a FSC comprises: a series of field devices (WSN
nodes, RFID readers/tags, user interface terminals, etc.), a backbone system (databases, servers, and
many kinds of terminals connected by distributed computer networks, etc.); and a series of
heterogeneous wired and wireless communication infrastructures (WiFi, cellular, satellite, power line,
Ethernet, etc). Due to its ubiquitous connectivity, all physical entities of field devices and backbone
equipments can be distributed throughout the entire FSC. The vast amount of raw data is extracted
and fused into high level and directly usable information for decision support systems (DSS).
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Figure. 2 The food supply chain traceability system model based on Internet of things

The food supply chain traceability system model can be seen in Fig.2. We have developed a
platform that comprise three layers: sensing layer, communication layer and application layer.
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The sensing layer is designed to monitor the condition of crops and livestock on farms and in the
supply chain with different automatic identification and data capture technologies, based on
cost-effectiveness. RFID tags, for example, can be used to identify swine and cattle, as well as cases
of high-value meats and fruits [10]. Cases of low-cost fruits can be tracked using 1-D or 2-D bar
codes. Wireless sensor networks can monitor temperature, humidity, carbon dioxide, heavy metals
and other environmental conditions in fields, greenhouses and housing for swine and cattle, as well
as perishable items during transport.

The communication layer is designed to allow various stakeholders to access supply chain
information. We set up an loT architecture based on Object Name Service (ONS), so information can
be captured and stored on the Web. Currently, the system tracks by lot level, but it will be able to
manage goods at the item level using unique identifiers, such as a Serialized Global Trade Item
Number or Global Individual Asset Identifier.

The application layer provides the functionalities that are built on top of an implementation of 10T,
it will support applications and services that could be used by farmers, retailers, the government,
analysts and consumers. It includes a database containing China's food safety regulations. Supply
chain partners will be able to analyze data captured from the RFID tags and bar codes to determine
product quality and shelf life. Farmers will be able to build their own applications and services—
we've created some examples, including "my farm," "my crow house," "my supply chain," "tracking
and tracing system™ and "recall assistant. "Consumers will be able to check product expiration dates,
quality guarantee periods, test reports, electronic pedigrees, product photos and videos, and customer
evaluations.

The revolution of IoT technologies have brought out great potentials to make today’s food supply
chain safer, more effective and more sustainable.

Summary

In this paper, we introduce a novel 10T architecture able to track and trace agriculture from the field
through the supply chain and in food processing environments. We proposed to use the loT
technologies to build the food logistics safety tracking system, analyzed the working principles and
components of the system and through a series of calculation, obtained the positional, production,
and safety information concerning the target food products.
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