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Abstract—In addition to the security investment, security
information sharing among firms has been proved to be an
effective measure. In order to enhance the level of information
security and improve the social welfare, this paper studies how
to promote sharing through a certain reasonable incentive
mechanism. We adopt the repeated game theory to establish
incentive mechanism and analyze how similarity, isolation
period, discount factor, proportion of rational firms and so on
effect the efficiency of this incentive mechanism. We finally
conclude the conditions required by the effective mechanism.
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I.INTRODUCTION

In order to enhance the level of common information
security, we certainly should invest enough in our own
information security management. Besides  that,
strengthening the security information sharing with partners
is equally important. This has led China to set up a national
security vulnerabilities information sharing platform; U.S.
federal government has encouraged the establishment of
industry-based information sharing and analysis center to
facilitate the sharing of security information to enhance and
protect critical cyber infrastructures. A specific example of
security information sharing is the Information Technology
Information Sharing and Analysis Center (IT-ISAC)
(https://www.it-isac.org) which aims at facilitating the
sharing of information on cyber-security threats and
vulnerabilities. Platform-building is only the beginning. The
key problem is how to make the best use of the platform.
The performance of platform depends on the willingness of
members to share security information. In this context, our
paper will design an incentive mechanism based on
repeated game theory in order to enhance the willingness of
security information sharing and ultimately maximize the
effectiveness of sharing platform.

Questions on information sharing have been previously
studied in different context of organizations. Information
security is interdependent [1], security information is
treated as a hybrid between public and private goods [2-3]
and security strategies are divided into two components:
self-protection (e.g., firewall, IDS) and self-insurance (e.g.,
having good backups). Self-protection denotes the ability to
decrease the probability of successful attack by hackers
[4].To improve the efficiency of self-protection, it is an
effective way to share security information each other [5].
Designing incentive compatible mechanisms that lead to
efficient production of public goods has long been an
important topic in the theoretical literature on public
economics. Mutuswami and Winter (2004) propose two
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sequential mechanisms for efficient production of public
goods. As far as security information is concerned, Varian
[3]points out that during the period of security information
sharing the nature of information assets possessed by two
firms, either complementary or substitutable, plays a crucial
role in influencing decisions of sharing or not[6].So in order
to improve the efficiency of security information platform,
an incentive mechanism should be designed to promote the
willingness of sharing.

IL.INCENTIVE MECHANISM MODEL

In this model, we consider both the reputation factor and
punishment mechanism. Firms' reputation is influenced by
their strategies they choose, and the reputation will
determine whether firms can participate in the next phase of
sharing or not as well as the availability of sharing revenue.

Punishment Mechanism: Once firms have adopted a
strategy of not sharing, then their rights of access to sharing
revenue are cancelled. If they want to re-enter the shared
system, they need to experience an isolation period 7 .
During this isolation period they can only contribute sharing
but can’t share the contributions of other firms.

Reputation Mechanisms: we let the reputation
be g for each firm who participates in sharing system,

whereas g € [0,1]. The initial default value of g is 1.1fa

firm refuses to share security information in any stage, the
reputation g will switch to the value 0. Specific rules are

as following:
We set g;(t—1) to denote firm i's initial reputation

at stage ¢ and S,(f) to denote the strategy adopted by

the firm at this stage.
Stepl. If t=1, namely firm I first come to the sharing
platform, we assign the reputation of firm i is 1, i.e.

g, 0)=1 go Step2.
Ifg,(t—1)=1, whiles;(tf) = No, go to next step; and

Otherwise to next step;

while s, (t) = Co, its reputation keeps the same. Otherwise
go to stepd; Step3. If g, (/—1)=1, then g,(z)=0.

Otherwise firm i's reputation keeps the same.Stepd. At
this point firm 7 is still in the isolated state. If

S, (t)=No, then firm i's reputation keeps the same,
otherwise g, (1) =g, (t=1)+1/r.

If 7 = oo , it indicates that a firm will not be permitted to
share security information with the other forever who once



adopts the non-cooperative strategy. We name it the "cold
strategy”. If 7 =1, it means that the other firms' strategy is
exactly the same one as adopted by firm i in the last
round. We name it the "tit for tat strategy".

Discount Factor: This parameter mainly captures the
degree of patience of participants. If the game repeats
infinitely and everyone has enough patience, any income
from a short-term opportunistic behavior is negligible.
Participants are motivated to build up own reputations of

willingness to share. At same time, this parameter also
punishes opportunistic behaviors. We set a discount
factor 0,0 € (0,1). The greater O is, the more attention
of the firm to a long-term security benefits.

The best strategies adopted by firms in different phases

of repeated game and corresponding payoffs are shown in
Tabel 1.

Table 1 Strategies and Payoff

Phase Reputatlg n before strategies Expression of Value of payoff
decision payoff
Sharing I (Co,,Co,) U.(C) ay x, =,
J#i
No Sharing 1 (No,,Co,) U,(N) %,
' J#i
) 0 (CO,"NOJ‘) Ul(ll) —X;
Isolation
0 (No,, No,) U.(1,) 0

III.MODEL ANALYSIS

There are three different types of firms in the sharing
group, namely: irrational well-meant firms, irrational
malicious firms and rational firms. Irrational well-meant
firms will share security information all the time in spite of

other's strategies. We set its ratio be p, . Irrational malicious
firms are just opposite. They will share no security
information in any case and its ratio is p, . Rational firms
make their decision based on the principle of maximizing

the interests. Most firms fall into this type and its ratio is p,.

These three types cove all the which

means p, + p, + p, =1.
Let us assume the mechanism works and all rational

firms,

firms adopt sharing strategies in all stages. Firm ! seeks to
maximize the expected payoff from sharing. This expected
payoff at the stage t is given by

U,.<r):§[<1—pzxa2x,—x,.)—pz-m

J#i

(1)

If rational firm i does not share at the stage?, it has to
go through a period of no sharing, in other words, 7
periods of isolation. If firm I wants to regain the revenue
of security information from other rational firms, it must
provide free shared information throughout the » periods
but can’t obtain security information from the others. Firm
i's reputation g, will resume to 1 after the isolation

period. If firm i continues to adopt no sharing strategies
and then will suffer the isolation continually. This process is
repeatedly performed. But as we noted, there are still a
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proportion P, of irrational well-meant firms who still

provide security information sharing service all the time
even although firm i is in isolated period. Therefore when
rational firm i adopts no sharing strategy, its expected
return is given by:

U)=Y.8"(0-p, ra i, +8po ,—) ll_—é: :
| )

In order to constrain non-cooperative behavior of firmi,
it is clear that the conditionU, () >U/(f) should meet.

Further, we define U(¢) =U,(t)— Ui,(t) , which is
O{ijp3(§—5’”)—x,(1— 0)

_ J#i
v (1=5)1-5") ®
The incentive mechanism is efficient
itU@)=U,(t)-U/(t)>0.
fo 1-6
This yields that <“— > —(4)
X; ap; (5 = )

If the condition (4) satisfied, rational firms can get more
revenue when they choose sharing strategy than no sharing
strategy.

PROPOSITION 1: The firms who emphasis on the
long-term interest are more eager to participate in security
information sharing than those who emphasis on the
short-term interest.



oU (1)

We differentiate eq. (3) and obtain that >0

Which means U (#) is increasing with ¢ . The higher
the value of U(¢) is, the more willing of firms to share

their security information. As mentioned above ¢ is a
parameter reflecting how much importance firms attach to a
long-term interest, the greater O s, the more the
importance are.

PROPOSITION 2: We let isolation period 7 tend to
be 0 to obtain

. X.
IimU(t)=———=<0
r—o 1- 5

In this case the incentive mechanism becomes invalid.
This situation is similar to aforementioned “Prisoner's
Dilemma”. All rational firms will choose not to share. If

we let isolation 7 tend to infinite and derive

0(5p32xj -(1-9)x,

KmU(¢) = s
o 1-6
At this point incentive mechanism has reached the
EmU(f)> 0
maximum punishment. The condition of "=
X,
yields that 0 > —————.
ap,Y x, +x,
Jj#i
.. . . X;
So minimum of discount factor is —————.
ap, Z X, +x,
i

Otherwise the mechanism fails to work.
PROPOSITION 3: The higher similarity leads to the

more intense of share. We differentiate eq. (3) to
Ul(t
obtainJ> 0.
o
When firms apply same hardware, software,

management information system and so on, there is much
security problem in common. So sharing among them can
induce the spill-over effect. Obviously they are more
willing to share with others about security information.

PROPOSITION 4: The proportion of rational firms has
an impact on efficiency of the mechanism.

N . oU()
We differentiate eq. (3) to obtain >0.
dp;
And the condition U@)>0 yields
that p, > (1-0)x,
a 3 r+1 :
a(6-6") x,
J#i

The above results illustrate that rational firms’ impetus
of sharing is in increase with the proportion of rational firm.
Only in the case that proportion of rational firms is greater
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(1_5)xi
than a critical value, which is a(§_5"+1)z x. » the
J

Jj#i
mechanism we designed comes into effect.

IV.CONCLUSION

In order to improve efficiency of sharing we design an
incentive mechanism based on multi-stage game and
discuss the factors which influence the efficiency of
mechanism. Several main conclusions are drawn. First, the
proportion of rational firms plays a positive role on
incentive effect. Second, when isolation period tends to be
zero, the incentive mechanism fails to work. Only when
isolation period exceeds a certain critical value, the
mechanism can work. Third, the similarity level of firms
group also affects their sharing enthusiasm. Similarity
among firms can give rise to positive spillover effects. So
they are more willing to take the strategy of share. In
addition, firms’ patience which refers to their attention on
the future earning also impacts firms’ enthusiasm. Further,
this paper aims at studying the qualitative aspect of
incentive mechanism of security information share but
lacking of the quantitative empirical analysis. A specific
quantitative research on the mechanism is an interesting
future work to do.
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