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Abstract. With the increasing demands of copyright protection, digital water-
marking has being paid more and more attention. In the design of a watermarking
method, the modelling of signal by a general parametric family of statistical dis-
tributions plays an important role in many signal processing applications. Some
conventional methods based on Gaussian distribution to model the image coeffi-
cients in the transform domain. In this paper, I proposed to adopt the generalized
Gaussian distribution (GGD) for modelling the contourlet transform sub-band co-
efficients and for image watermarking scheme. The contourlet transform (perfect
reconstruction and directional selectivity) is considered. Its improved robustness
and imperceptibility are due to embedding in the directional subband with the
highest energy. In watermark detection, the Neyman-Pearson (NP) detector is used
to detect the watermark. Experimental results show that the effectiveness of the
presented watermarking method and its robustness against common image proc-
essing and some kinds of geometric attacks.

Keywords: Digital Watermarking; Generalized Gaussian distribution; Contourlet
transform.

1.1 Introduction

With the rapid development of computer technologies, it has improved the ease of
access to digital multimedia with the rapid development of information technolo-
gies, and it also leads to the problem of illegal copying and redistribution of mul-
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timedia in the internet '\, So it needs novel technologies for the purpose of copy-
right protection, data authentication and so forth. Digital watermarking is one of
the technologies of copyright protection.

It is well known that current methods for the watermarking of images can be
divided into two classifications; one is the spatial domain methods and the other is
the transform domain methods. Such as the Discrete Fourier Transform (DFT) ™,
Discrete Cosine Transform (DCT)™ Discrete Wavelet Transform (DWT)™ et al. It
is well known that the watermarking strategy based on transform domain has been
demonstrated to be more robust against most of attacks .

For watermark detection, it has been known that the correlation detector is
suboptimal for watermarking in the transform domain, several alternative opti-
mum and locally optimum decoders have been presented “".In [4] and [7], a ro-
bust optimum detector using the DCT and DWT. The distribution of high fre-
quency coefficients of DCT and DWT are modelled by generalized Gaussian
distribution. It also shows that the mid-frequency DCT coefficients can be mod-
elled by the family of symmetric alpha-stable distributions and a detector for
Cauchy distributed DCT coefficients is derived following the framework of [8].
But the both methods are based on the strong assumption that the watermark em-
bedding strength is known to the process of watermarking detection.

Based on the above analysis, in this paper, the host image is transformed by
the contourlet transform and the watermark data is embedded in the directional
subband with the highest energy inspired from [9]. The contourlet sub-band detail
coefficients are modelled by the distribution of generalized Gaussian density
8] First, the host image is segmented into non-overlapping blocks and the high
image energy blocks are chosen in the process of implementation. In each block,
we embedded the watermark data into the contourlet coefficients. For watermark
detection, the hypothesis test is utilized to detect the watermark without the origi-
nal image. Finally, the detection performance of the proposed watermarking
method is discussed.

1.2 The Coutourlet Transform

It is well known that the kernel of DWT is well suited for representing one-
dimensional discontinuities. However, when the dimension increases, wavelet
fails to represent singularities [9]. Implementing the idea of combining subband
decomposition with a directional transform, Do and Vetterli [10] introduced a
multidirectional and multiscale transform known as the contourlet transform,
which consists of two major stages: the subband decomposition and the directional
transform. The first stage is the Laplacian Pyramid (LP) filters and Directional Fil-
ter Banks (DFB) as the second stage. The process of contourlet transform is as fol-
lows. The detail of contourlet transform can be referred to [10].
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1.2.1 Watermark Embedding

The proposed watermarking algorithm performs the watermark embedding as the
following steps.

(1)Segment the original image into non-overlapping LxL blocks and choose
the n higher ranking blocks in estimated energy measure for watermarking purpos-
es. Then the two- pyramidal levels contourlet was applied to each selected image
block.

(2)Under each selected block was transformed by the contourlet. Thus one low-
pass subband image |, was obtained, and the band-pass directional sub-

bands I;"vk,k =1, 2,~-2"'71, j=1,2,---J ,where j denotes the j -th level of LP de-
composition, K denotes k -th bandpass directional image decomposed by a |;-th

level DFB. It is known that the energy distribution of these directional subband

images plays an important role for image processing. Therefore the average L.
norm was used to compute the energy as follows.

B =M_1[\|iZN:”|;{k(m'n)”2 M)

m=1 n=1

where M x N denotes the size of the subband image I;{k in each block, A larger
value of the average energy of subband image implies that this subband contains
more energy and should be treated as a significant subband in comparison with
other subbands. As a result, in order to improve the robustness of the watermark-
ing system, the watermark is embedded into the significant subband image with
largest average energy.
(3)Use the Pseudo-random Noise generator to generate a watermark data se-
quence, which value is {-1, 1}.
(4) Select the N higher ranking blocks in estimated energy measure for embedding
the watermark, the watermark embedding formula is as the following

y=X+4A-w 2)
where 1 is the watermark strength factor, X represents the host image block, Y is
the watermarked image block . w is the watermark, the watermark length is N, .
(5)Apply the inverse contourlet transform for each selected block to obtain the wa-
termarked image block.
(6) Combine the watermarked image blocks with the non-watermarked image
blocks to get the watermarked image.

1.2.1.1 Watermark Detection

The watermark detector does not need the host image. We performed the water-
mark detection as the following steps.
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(1) Segment the watermarked image into L x L non-overlapping blocks. Then the
two- pyramidal levels contourlet was applied to each selected block.

(2)Select the n high energy blocks as the same as the watermark embedding
process.

(3) With blind detection in mind, we assume that the host image acts as noise and
the contourlet transform coefficients of the image are modeled by the GGD. To
derive a hypothesis test, we assume that the contourlet transform coefficients
represent a random sample drawn from some underlying probability density func-
tion. To drive a watermark detector, a Likelihood-Ratio Test (LRT) is constructed
as the embedding function (2). We can formulate a two-sided parameter test as
follows.

{ H,:4=0,0 (no watermark) 3

H,:1#0,6 (watermarked)

where 6 denotes the vector of unknown parameters. H, denotes the null hypothe-
sis and H, denote the alternative hypothesis. According to noise model, € con-
tains the shape and scale parameter of the generalized Gaussian distribution. Giv-
enAand € , we can construct a Neyman-Pearson (NP) detector to decide the
alternative hypothesis H, , if

p(y; H,)
=—2 YT 4
AU |o(y;Ho)> @

where Yy denotes the received image, T denotes the detection threshold by exploit-
ing the NP criterion. The ratio p(Yy)is called the LRT.

(4) According the generalized Gaussian distribution model, we can get the LRT
statistics as follows.

p(y) = Ciﬂiqymf Y@ —Awt) )t =12, N, s)

where €, § denote the scale parameter and the shape parameter of the GGD model
respectively. Using the function (5) calculate the LRT statistic, and compare the
LRT with the detection threshold T to judge if the image was watermarked.

Experimental Results

We have performed several experiments to test the proposed method ,the 9-7 bior-
thogonal filters with two levels of pyramidal decomposition was utilized in the
multi-scale decomposition stage and the “PKVA” filters was used for the multidi-
rectional decomposition stage. The watermark data is embedded in the contourlet
coefficients of each high energy block.
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(c) Original image (d) Watermarked image
Fig. 1. Original test image and watermarked image by using the proposed method: Barbara

Peppers.

For each image, the left is the original image, the right one is the watermarked
image. In this section, we tested two standard images (Barbara and Peppes) of size
256 X256.The original test images and their watermarked image version using the
presented algorithm are shown in Fig.1. From the experimental tests, we can see
that the watermarking scheme has good invisibility without any attacks.

Robustness of watermarking

Apart from the invisibility of watermarking, the robustness test covers common
image processing and some kind of geometric distortion attacks. The watermark-
ing scheme should be robust common image processing which could be intention-
al or unintentional. To evaluate the robustness of the proposed watermarking, the
Bit Error Rate (BER) is applied for the performance of detection as follows.

%W:w*(i)@w(i)
BER(W,w") = 1N— (6)

w
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where w(i) and W* (i) denote the original watermark and the recovered watermark
respectively, N, denotes the size of the watermark.

Tablel.1 shows the experimental results after several attacks on the water-
marked image (Barbara and Peppers) covers Gaussian Filtering, median filtering,
Gaussian noise addition, JPEG compression, scaling and rotation attacks. From
Table 1.1, we can see that the proposed watermarking can be robust against the
common image processing and scaling and rotation attacks.

Without loss of generality, Tablel.2 illustrates the comparison of proposed
method with the method [11] by the BER value when against some attacks only
for Barbara image, including Gaussian Filtering, median filtering, Gaussian noise
addition, JPEG compression, scaling and rotation attacks. As can be see in Table
1.2, we can see that the proposed method has superior performance than [11]
when against the scaling and rotation attacks. The main reason covers two factors.
The first is that we took advantages of the contourlet transform. The contoulet
transform can capture much directional information of image edges. The second is
that we embed the watermark information into the high energy of image blocks in
the proposed watermarking method.

Table 1.1 The results under attacks

Image Barbara Peppers
Attack Parameters BER(%) Parameters BER(%)
Gaussian Fil- | 3 X3 window 3.85 3 x 3 window 3.91
tering
Gaussian Fil- | 5% 5 window 8.94 5% 5 window 9.19
tering
Median Fil- | 3 X3 window 5.77 3 x 3 window 5.34
tering
Median Filter- | 5x5 window 6.23 5% 5 window 6.78
ing
Gaussian noise | Density 0.05 10.16 Density 0.05 11.08
Gaussian noise | Density 0.1 16.29 Density 0.1 17.11
JPEG QF=70% 5.33 QF=70% 5.87
JPEG QF=50% 6.42 QF=50% 6.92
Scaling Factor=1.3 7.10 Factor=1.3 7.56
Scaling Factor=0.8 8.28 Factor=0.8 8.63
Rotation 10° 12.07 10 (Degree) 11.90
Rotation 30° 14.41 30 (Degree) 15.25
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Tablel.2 the comparison of proposed method with reference [11] by BER(%)

Attack Parameters Proposed Reference [11]
methed

Gaussian 5x 5 window 8.94 9.02

Median Filtering 5x 5 window 6.23 6.55

Gaussian noise Density 0.1 16.29 17.16

Gaussian noise Density 0.05 10.16 9.94
JPEG QF=50% 6.42 7.30
JPEG QF=40% 11.17 14.05
Scaling 1.3 7.10 8.53
Scaling 0.8 8.28 9.47
Scaling 0.5 12.34 15.49
Rotation 10° 12.07 13.01
Rotation 30° 14.41 17.86
Rotation 45° 20.85. 23.70

Detection Performance Analysis

Figure 2 shows the plots for the Likelihood Ratio Test detector using the method
of [12]. The shape parameter /3 of generalized Gaussian distribution model varies

from 0.02 to 4 in Fig.2. As can be see in Fig.2, the Y-axis is the probability of
false negative for the watermark detection that is also the probability of missing
watermark, and the probability of false positive was given 1.0 x e-6. For the Like-
lihood Ratio Test, according to the generalized Gaussian distribution model, the
text arrow is the ML (Maximum likelihood) estimate. It can be see that the peak
performance is missed by only a small margin from the results in Fig.2. From the
results of this experimental test, it has the conclusion that the generalized Gaus-
sian distribution model can well capture the marginal distribution of contourlet
coefficients and the watermark detector has good watermark detection perfor-
mance.
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Fig.2. Detection performance of watermarking, the Likelihood Ratio test method based on Gene-
ralized Gaussian Distribution as a function of shape parameter. (a) Barbara (b) Peppers.
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Conclusions

Contourlet transform has been successfully applied in many engineering
processing areas in recent years, such as image denoising, image restoration, im-
age fusion and image watermarking et al. The contourlet transform has good per-
fect reconstruction, sparse representation and good directional. In this paper, we
have introduced an image watermarking by using the high energy image block.
This algorithm embeds the watermark by modifying the contourlet coefficients of
the host image, and use the hypothesis test to develop the blind detector based on
the general Gaussian distribution model. The experimental results show superior
performance to common image processing attacks and some geometric attacks.
Further work concentrates on developing robust watermarking scheme by integrat-
ing human visual system against geometric distortions such as cropping attack.
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