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Abstract - Current technology advancement promotes 

borderless environment among individuals, organisations, global 

industries or public per se.  It is akin to having a home but a physical 

house that is not visible.  Looking at the present cybercrime trends, it 

cannot be disputed that information security is a key matter to 

observe in the rapid advancement of technology.  Information 

security can be achieved through not only technological and 

procedural aspects but also the people aspect of information security.  

An examination of individual’s self awareness of information 

security based on identified key computing areas is carried out 

through this study.  This study aims to provide evidence to 

organisation(s) in identifying individuals who can be effective 

defenders to man critical systems and be change agents / ambassadors 

to cultivate a more security aware community.  
Index Terms – Information security awareness, self awareness, 

five factors model (FFM), theory of planned behavior. 

1. Introduction 

The revolutionary growth of technology advancement 

encourages everyone, be it an individual, an organisation, 

government, a global industry player or community at large, to 

tap on the convenience, flexibility and ease-of-use features.  

Borderless environment promoted by technology has enabled 

information to be shared and transferred at a click on the 

keyboard or a touch on the monitor screen.  

A lay computer user can gain access to information via the 

Internet at any hour of the day.  Organisations and government 

can easily communicate their missions and directives across 

their domains with the help of reliable network systems.  

Community at large can ride on this advanced information 

technology to share and build up a network of common 

interests via social networks such as blogs, Facebook, Flicker, 

LinkedIn, MySpace, Twitter and YouTube.  

However, all the convenience, flexibility and ease-of-use 

features of technology do come with risks. The risks can be in 

terms of data losses, financial losses, reputation risks, 

intellectual property or legislation risks.   

2. Background 

  Information security is made up of technology, process 

and people elements.  Technological aspects of information 

security can be addressed by the implementation or 

introduction of latest security software, hardware, firewall, 

encryption methodology, network protection scheme or regular 

penetration test to system.  The procedural aspects of 

information security can be introduced or enforced through 

compliance to policies, regulatory requirements, checklists, 

standards or security certification process.  On the other hand, 

people aspect of information security is very subjective.  The 

current reviewed literatures indicated that there was a lack of a 

comprehensive review on information security from people 

aspect [1, 2].  

 

Fig. 1   Aspects on Information Security 

A few researchers [3-5] highlighted the notion that 

information security should be addressed from the people 

aspect as well and not solely be confined to procedural and 

technological aspects per se.  One of the major fallouts of 

information security management is the lack of information 

security awareness among computer users [6-7].  Even though 

an individual’s self awareness of information security is 

critical, it has been largely ignored as attested by Gehringer 

[8], Hayashi and Hong [9] and, Thomson and von Solms [10]. 

There were attempts made to analyse the people aspect of 

information security awareness from a conceptual view.  

However, most of these reviewed literatures [11-16] do not 

provide supporting theoretical backgrounds to the analyses.  

Most of existing literatures reviewed [17-22] are from 

organisations’ perspectives which dealt with their internal 

compliance requirements. Therefore, this study will restrict its 

application and discussion to the people aspect of information 

security awareness i.e. an individual’s self awareness of 

information security which is the obvious gap of the current 

situation.  

As a matter of fact, the nature of this study has not been 

explored in the Malaysia context before.  It is also the 

researcher’s first attempt to “generalize” this concept through 

this study although it is done in Malaysia.  Therefore, the 

results of this study will provide an insight and better 

understanding of individual’s self awareness of information 

security in view of the alarming trend of exposure and risks 

brought by technology advancement in Malaysia.   

Public policy makers and legislators can refer to the study 

for information to assist in the development of awareness and 
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training materials for their targeted audience.  This can be 

incorporated into the National Strategy for Cyber Security 

Acculturation and Capacity Building Program (NSACP) 

implementation monitored by CyberSecurity Malaysia (CSM) 

agency under Malaysia’s Ministry of Science, Technology and 

Innovation (MOSTI) [23].  

3. Proposed Methodology 

The broad problem is usually presented as an initiator to a 

research / study or by a management question [24, 25].  

Following the gap presented, the problem identified for this 

study is:  

‘What people aspect can be associated with an 

individual’s self awareness of information security?’ 

Morin’s self awareness model [26] has described both 

public self-information and private self-information of an 

individual as contributors to an individual’s self awareness on 

any particular matter or interest.  Morin defined private self-

information as a kind of conceptual or abstract information of 

self-aspects in relation to self awareness while public self-

information is a kind of perception or visible information of 

self-aspects like physical characteristics and behaviors [26]. 

Among the elements of private self-information, the 

popularity of personality traits among academicians, corporate 

figures and the general community at large cannot be denied 

[27].  These traits are also easily understood and commonly 

researched based on the extensive literature written about it 

[28-29].  On the other hand, behavior has been assumed by 

many researchers [30-35] as a key factor in mitigating 

information security exposure.  With these evidences, this 

study will be restricted to personality traits and behaviour in 

ascertaining an individual’s self awareness of information 

security.  However, this does not mean that the other elements 

mentioned in Morin’s self awareness model are ignored but 

will essentially be recommended for future study.  

A. Personality Traits - Five Factors Model (FFM) 

The FFM consists of Extraversion, Agreeableness, 

Conscientiousness, Neuroticism and Openness factors.  John 

[36] coined the first letter of the above mentioned factors to 

form the anagram O.C.E.A.N.  For the purpose of this study, 

the following conceptual definitions [37] will be referred to. 

There are two salient merits for choosing the FFM over 

other factors such as Myers-Briggs Type Indicator® (MBTI).  

One of the merits is these five factors demonstrated a high 

level of stability over a long period across many cultures [27] 

[38-39].  Secondly, the FFM also provides generalisability in 

its systematic methodology and approach to personality        

[40-41].  Therefore, the adoption of FFM for this study is 

suitable as its features permit use of the model across many 

cultures and languages of any country globally and across 

many disciplines, including those in IT and non-IT related 

fields. 

 

 

TABLE I    Five Factors’ Definition 

FACTOR DEFINITION 

Openness 
The breadth, depth, originality and complexity of an 

individual’s mental and experiential life 

Conscientiousness 

Socially prescribed impulse control that facilitates task 

and goal directed behavior, such as thinking before 

acting, delaying gratification, following norms and 

rules, and planning, organising and prioritizing tasks 

Extraversion 

Implies an energetic approach toward the social and 

material world and includes traits such as sociability, 

activity, assertiveness and positive emotionality. 

Agreeableness 

Contrasts a pro-social and communal orientation 

towards others with antagonism and includes traits such 

as altruism, tender-mindedness, trust and modesty 

Neuroticism 

Contrasts emotional stability and even-temperedness 

with negative emotionality, such as feeling anxious, 

nervous, sad and tense 

B. Behavior – Theory of Planned Behavior 

There are three key theories of behaviour widely promoted 

or considered by many scholars in relation to information 

security matters [34][42].  They are Theory of Reasoned 

Action (TRA), Technology Acceptance Model (TAM) and 

Theory of Planned Behavior (TPB).  

Even though both the TRA and TPB provide useful 

frameworks for predicting the individual’s intention to actual 

behaviour in a natural context [43-44], several researchers 

have suggested that TPB is a better predictive model as 

compared to TRA [45-50]. In order to have a better 

understanding of what influences the adoption and acceptance 

of the different information technology contexts, Benbasat and 

Barki [51] have suggested that researchers make reference to 

TPB to enable more useful and practical recommendations. 

It is also interesting to note that several studies [17],    

[52-53] have adopted TPB in their research approach on 

predicting the positioning of information security awareness 

from the perspectives of an individual’s behavior. Hence it is 

important to consider TPB to be more applicable for this 

intended study. 

C. Key Computing Areas of Interest 

The security threats currently facing the world have been 

categorised into four types in a white paper published by GFI 

[54].  The types are attacks on physical systems, authentication 

and privilege attacks, malicious internet content and denial of 

services.  In view of the limited time allocated for this study, 

only one key computing area from each category will be 

examined in the context of this study’s scope. 

 

Fig. 2    Security Threats Map and Key Computing Areas of Interest 
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The areas of interest are Workstation Security, Password 

Management, Malicious Software Protection and Email 

Management which mapped to the current identified categories 

of security threats. 

4. Development 

With reference to the problem and discussions presented 

above, a theoretical framework has been conceptualised for 

this study. The identified independent variables range from an 

individual’s planned behaviour on the proposed key computing 

areas and individual personality while the dependent variable 

identified is individual self awareness of information security. 

A survey was designed with reference to planned behavior 

on key computing areas, personality traits and level of self-

awareness questionnaires developed by Rahim, Cheo and 

Cheong [53], Goldberg [55] and Neisser [56] respectively. 

5. Participants 

Initially, 14 tertiary institutions in Malaysia were 

approached for this study.  However, only 11 of the tertiary 

institutions expressed interest to participate (a response rate of 

78.6 percent).  A total of 1250 questionnaires were distributed 

to the 11 identified tertiary institutions.  Thereafter, 606 

questionnaires (a response rate of 48.5 percent) were 

completed and returned to the researcher.  The overall number 

of usable questionnaires upon screening process of the 606 

returned questionnaires was 503 (an acceptance rate of 83 

percent).  

6. Conclusion 

From the academic viewpoint and journals publication, 

there was a lack of a comprehensive review on information 

security awareness from people element [1].  This is further 

stressed by Puhakainen [2] that there is a clear need of 

academic study in information security field which has been 

perceived to lean towards procedural and technological 

concern.  Despite aggressive promotion and campaign by 

organisations and government bodies around the world, the 

level of awareness among computer or internet users in general 

on information security is still low. This fact in Malaysia 

context is acknowledged by CyberSecurity Malaysia CEO, Lt-

Col (R) Prof Datuk Husin Jazri [57]. 

The analysis of the data collected for this study is still in 

progress.  Although there were no statistical results to be 

presented here, the researcher hopes that this paper provides a 

multi-dimension assessment of an individual’s information 

security awareness level and be of academic value in near 

future.  

On top of that, if the detailed analysis reveals that the 

multi-dimension assessment is a reliable indicator, then it may 

be possible to provide evidence to organisation(s) in 

identifying individuals that can be an effective defender profile 

to man high risk IT infrastructure. Effective change agent / 

ambassador to cultivate a more security aware environment 

and community can be identified as well based on the 

proposed assessment.  
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