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ABSTRACT
It is critical to develop secure software with long-term performance and capability to withstand and forestall the growing com-
petition in the software development industry. To enhance the potential of Confidentiality, Integrity, and Availability (CIA), a
mechanism is required to built in and secure the durability at the time of software development. Security of a software product is
durable if the software works efficiently for user’s satisfaction up to the expected duration. Despite the fact that focusing on secu-
rity which is durable enough considerably reduces maintenance cost, the work done on addressing security as well as durability
issues simultaneously during software development remains minimal. To achieve durable security, there is a need to fill the gap
between security and durability through identifying and establishing a relationship between security and durability attributes.
This article extends the concept of the life span of security services and assesses as well as prioritizes security durability attributes
by taking a real-time case study. While building durable security, security experts often face complicated decision problems.
Hence, multi-criteria decision-making techniques have been used to solve the issues of measuring conflicting tangible/intangi-
ble criteria. In addition, the fuzzy simple average method is used for finding out the rating of security durability attributes. The
work has been demonstrated by taking a case study. The results of the study would be useful for security developers to assure
the importance of attributes for improving the duration of security.

© 2019 The Authors. Published by Atlantis Press SARL.
This is an open access article distributed under the CC BY-NC 4.0 license (http://creativecommons.org/licenses/by-nc/4.0/).

1. INTRODUCTION

The development environment of software in the early 21st cen-
tury has created new challenges for all, including developers [1].
On one hand, exponential increase in fatal security attacks on soft-
ware have imposed the need for building security right from its
conception while on the other, a huge investment on software has
posed the demand for a durable software to justify Return on Invest-
ment (RoI). Hence, software security as well as software durability
both has become the propelling factors to drive software develop-
ment [2]. Unfortunately, development organizations spend a con-
siderable amount of money and effort on resolving security issues
during the early stage of secure software development [3] without
paying any attention to the longevity, that is, durability of the secu-
rity offered. Software security with restrictive durability is likely
to fail in a highly competitive market; therefore, software develop-
ment organizations should invest significant resources in realizing
the tenet of durable security. Durable security can be defined as the
longevity of the security of software.

In security perspective, software development includes security
attributes, security strategy, security design, security testing, and
security management. Earlier practices have shown that the secu-
rity of software is not as high as it could be. The reason behind this
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is that in addition to the increasing demand for secure software,
developers are facing new challenges to fulfill the customers’
requirements while developing the software [4]. In addition, orga-
nizations impose development constraints due to cost, time-to-
market requirements, productivity impact, customer satisfaction
concerns, and so on. The result is improperly developed secure soft-
ware with low durable security [5].

Further, NASA has presented a report on expenses on software
maintenance. This report describes that software maintenance has
invariably increased [4]. For reducing these expenses, there is
a need to develop software having security with durability. In
addition, a report has found that 60% of time and cost are being
consumed on security maintenance [5]. These multiple reports
on software maintenance focus on a single issue of nondurable
software. According to another report, the service life of work-
ing software affects durability during the former stage of software
development [2]. The report iterates that durability depends on the
dependability and trustworthiness of developed software and also
discusses the differences between durability, consistency, and sur-
vivability of software.

Maintenance cost is closely related to software durability. Low dura-
bility of software increases its maintenance cost. It has also been
found that if it is possible to assess the working life of the secure
software, the cost and time incurred for maintenance can be less-
ened [6]. During software development, identification of security
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durability attributes may optimize the maintenance issues and thus
decrease time and cost incurred on it [7,8]. Owing to this fact, dura-
bility has received a lot of attention in recent years [2]. Moreover,
security and durability both are drawing research interests but not
simultaneously. During the course of review, no literature has been
found addressing security as well as durability issues in software at
the same time during software development.

Software security with inhibitive durability is most likely to fail in
a market where demands for optimum returns from investments
in software development are becoming increasingly competitive.
Hence, it becomes imperative for the developers to pivot their atten-
tion on ensuring the durability of security of the software that they
develop. The authors have defined security durability as the time
period during which the software performs securely. To develop
cost-effective security durability, there is need to investigate the
connection between durability, its characteristics, and security [9].
Further, an assessment of security durability is important to help
industries know how far their software goes securely. Developing a
secure and durable software application is a complex concern and
security durability attributes must be considered as important tools
of longer security during the use of software [10,11]. To assess and
improve security durability, there is a need to fill the gap between
security and durability through their attributes.

For resolving the issues discussed above and for focusing on
the software durable security to enhance the working life of
the software, our contribution prioritizes security and durability
attributes. Security durability may be improved by measuring the
importance of attributes. And, hence the paper is evaluating the
importance of security durability attributes. The prioritization of
security durability attributes will help in focusing on most impor-
tant factors which contribute in increasing security durability of the
software. The problem of quantifying security durability attributes
is multiple decision-making problem. Hence, for quantifying the
security durability attributes, Multiple Criteria Decision-Making
(MCDM) technique is a significant problem-solving methodology.
MCDM can be used in areas including software, system, and many
more [12–15]. MCDM allows decision-makers to select alternatives
among different and conflicting criteria when experts are uncer-
tain about their choices [16–19]. The contentions in decisions of
experts’ motivated the authors to use fuzzy multi-criteria method-
ology as fuzzy systems help in evaluating vague and imprecise data
in linguistic forms. Here the simple fuzzy logic (Type 2) has been
used because fuzzy logic describes systems in terms of combination
of numeric and linguistic both [13,20].

The ratings of these attributes have been measured with the help of
fuzzy sets [21]. Also, this article is using the fuzzy Simple Average
Method (SAM) for rating of the security durability attributes to deal
with fuzziness or uncertainty. Entrance Examination Software of
BBA University (BBAU Software) has been taken as the case study.
The data has been collected in form of a rating questionnaire (The
Appendix A is shows the numeric data received from the experts).
Rating is divided into a scale of five linguistic values, which are fur-
ther fuzzified to use it for Fuzzy SAM methodology. Security design
of this software is both very crucial and integral. The data collates
sensitive information of online entrance exam and also demands
more maintenance time and cost [22]. Security developers are try-
ing to minimize the security maintenance cost and time by inte-
grating longer security [23]. In addition, the paper also provides

an extended methodology to evaluate the ratings at multiple levels.
These ratings help in developing guidelines to ensure security dura-
bility.

The remaining paper is organized as follows: A literature survey is
in Section 2. Section 3 discusses security durability. The procedure
to measure security durability is described in Section 4. Section 5
shows the sensitivity analysis. Validation through the SAM is pre-
sented in Section 6. Finally, discussion and conclusions are put forth
in Sections 7 and 8.

2. LITERATURE REVIEW

Over the years practitioners are trying to find out the causes of secu-
rity failures [10]. After going through literature survey it has been
found that security and durability attributes play a key role in decid-
ing the longevity of software security. CIA is the set of attributes
forming three pillars of security that play a key role in enhancing
security [6]. It has also been observed that several factors including
dependability, trustworthiness, and human trust have been ignored
which also play a key role for longer security during the software
development process. Further, security- and durability-related lit-
erature are discussed as follows: In 2019, H. Assal and S. Chiasson
have presented a survey report and discussed the security strate-
gies for prediction of life span for security services [24]. Develop-
ment companies are trying to develop secure and durable services
as per the users’ needs and market values. But continuous updating
of security is compelling the users to lose trust over software com-
panies.

In 2019, T. D. Oyetoyan et al., discussed the suitability of secu-
rity services [25]. They compared the life of security services to
improve the user’s satisfaction among different software appli-
cations. Authors established the relationship between the user’s
requirements and design properties with respect to complexity
and size. In 2016, E. V. Bartlett et al. have discussed the relation-
ship between durability and reliability with respect to user expe-
rience design [11]. Reliability and durability both are important
for the longer service life of software with user’s satisfaction. In
2015, Kluwer W. gave a mechanism for security assurance program
[26]. The study tried to fill the gap between security and durabil-
ity through the security assurance program. Unfortunately, there is
not a single work of assessment of security durability.

In 2015, Kelty C. et al. have described the role of software in com-
puter prices and how durable software affects the cost of the com-
puters [2]. They have suggested that the design process of software
still needs to be improved for better user experience. For the same
idea, in 1992, Parker D. B. has said that long security life span is
needed to improve user’s satisfaction related to protecting user’s
data [27]. He has also discussed that due to high-security mainte-
nance cost and time, practitioners are focusing on security design
during software development. In 1994, Ruth Thomas proposed the
concept of durable software [28]. He discussed about the need and
importance of durable and low-cost educational software. He has
given a concept to optimize the maintenance for cost-effectiveness.
According to his research, developers should focus on the secure
and durable design to achieve longer software services.

Practitioners must be involved to develop a durable security design
of software [29]. Measuring the importance of security durability
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attributes through rating evaluation is one of the best approaches
to develop longer security services. MCDM is the best tech-
nique to solve the uncertainty problem while selecting among
attributes to enhance the security durability of software [30,31].
Fuzzy in hybridization with a multi-criteria approach and weighted
average approach has been used several times in the literature.
Some of the pertinent work related to rating evaluation of different
case studies is discussed as follows: In 2018, Abbas Mardani et al.,
reviewed the fuzzy aggregation methods from 1986 to 2017 [32].
Authors evaluated the importance of fuzzy aggregation methods
during evaluation of rating. In this review, the authors have cov-
ered the literature of three decades and proposed a meta-analysis
method called PRISMA.

In 2015, S. K. Dubey et al. proposed a methodology for quantifying
the usability rating of software using a fuzzy multi-criteria weighted
average approach [33]. A case study of MS Word 2003 has been
taken to validate the feasibility of this approach. Rating of attributes
is evaluated in this paper to calculate the final usability of MS Word
2003. In 2007, L. Lin et al. assessed the rating of usability of MS Pow-
erPoint 2007 using fuzzy multi-criteria approach [34]. The model
described the five factors given in the ISO 9126-1 namely, attrac-
tiveness, operability, understandability, learnability, and usability
compliance and a detailed sub-factors structure on which these fac-
tors depend. In 2001, Yu-Ru Syau et al. described the credit rating in
linguistic terms, which were vague and difficult to put into precise
numerical values [22]. They focused on fuzzy set theory and han-
dled this vagueness of data. The case study used here was focused
on software related to commercial banks.

In 2000, S. Ammar et al. applied fuzzy set theory in performance
evaluation of three different applications that was evaluating state
governments, client satisfaction, and evaluating state funding agen-
cies [31]. The three applications described in this paper rely on sur-
vey data but are different in nature. Over the years, there has been
lot of work done related to durability as well as MCDM techniques
for evaluating the ratings of attributes. But, no work has been seen
relating to security durability assessment. After the thorough liter-
ature review, it has been concluded that the rating of security dura-
bility is instrumental in determining the longer security (long life
span of security) of working software. Hence, this article will deter-
mine the rating of security durability through extended fuzzy SAM
technique in the next sections.

3. SECURITY DURABILITY

Security of user’s information is at risk, as the increasing use of soft-
ware makes it important to use software in every field. Nowadays,
it is easy to build and use the software but to maintain its secu-
rity is not an easy task because organizations are facing numerous
issues related to security services of software. Amongst them is the
nodal issue of software security durability. Software security dura-
bility ensures the long life of secure services to the user. This intro-
duces an urgent need to address security issues as security failure
may lead to disastrous effects on human lives. Complex operations,
rising cost, resource constraint, and a future of strategic uncertainty
demand that software must deliver higher security with reducing
cost. This will help in building software that will actually be able to
defend itself from attacks despite being dependent upon any appli-
cation security software for its protection against threats. The basic

cause of the maximum of the security breaches is the absence of
security services when it is most needed. Software developers are
trying their best to achieve higher security durability of software.
But, security of software is still not at its best. In addition, organiza-
tions are demanding optimal maintenance of security during work-
ing life of software services.

Further, software durability can be defined as the predicted service
life span of software. As time passes, the use of software, the need for
updating security increases because new security threats are gener-
ated day by day [2,5]. If these threats get active then security will fail
and as a result, the software will crash. Authors have identified and
classified the security durability attributes in their previous work
[6,7]. There are numerous attributes of security durability including
dependability, trustworthiness, and human trust that are to be used
for improvement of security durability which is shown in Figure 1.

For the purpose of assessment, attributes of durable security at
level 1 are denoted as C1, C2, and C3 in Figure 1. Each of them is
described in the following section.

3.1. Dependability

A computer is called secure if the user can depend on it and
its software to work as expected [3,4]. This definition is con-
troversial as it implies that security exists in the user’s expecta-
tions of computer and software behavior. It is useful, however, in
underlining the importance of dependability in computer secu-
rity. Security durability is affected as well by dependability and
its other co-attributes [7]. Dependability refers to the ability to
deliver service that can justifiably be trusted [35]. While according
to dependability definition, it is inferred that user’s expectation of
secure software service life span is important. Hence, in these terms,
dependable or secure software helps to build durability of security
stronger. There are many attributes of dependability but only a few
are affected by security durability which is shown in Figure 2.

Figure 2 shows the attributes of dependability which are affecting
the life span of security services. The definition stresses the need
for justification of trust. Hence, it is directly related to security
attributes such as confidentiality, authentication, and reliability [7].
The alternate, quantitative definition that provides the criteria for
deciding if the service is dependable is its ability to avoid service fail-
ures (including security service failures) that are more frequent and
more severe than is acceptable to the user(s) [11]. The quantitative
definition formulates that dependability is also related to availabil-
ity and maintainability. For the purpose of assessment, attributes of
durable security with respect to dependability at level 2 and level
3 are denoted as C11⋯⋯C15 and C111⋯⋯⋯.C115, and so on,
which are shown in Figure 2.

Figure 1 Main attributes of security durability.
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Figure 2 Attributes of dependability affecting security durability.

3.2. Trustworthiness

The software possesses trustworthiness if it performs as intended
for a specific purpose, when needed, with new changes that have
been done recently, and without unwanted side effects, behaviors,
or exploitable vulnerabilities. Trustworthiness is the assurance that
the software will perform as expected [7]. There are many attributes
of trustworthiness but few affects security durability which is shown
in Figure 3.

Figure 3 shows the attributes of trustworthiness that are affecting
the life span of security services. Hence, according to its defini-
tion, trustworthiness depends on the availability, reliability, main-
tainability, accountability, and survivability [36]. Further, security
durability requires that the software at least works for a specified
time period by strengthening the maintainability of security of soft-
ware services, henceforth improving the trustworthiness of security.
The term operational resilience, which strengthens trustworthiness
of security, is a set of techniques that allows people, processes, and
informational systems to adapt to changing patterns [37]. This term
directly points out that the maintainability affects secure life span of

software. The quantitative definition formulates that trustworthi-
ness is also related to availability, reliability, accountability, and sur-
vivability [36]. For the purpose of assessment, attributes of durable
security with respect to trustworthiness at level 2 and level 3 are
denoted as C21⋯⋯C25 and C211⋯⋯⋯.C215, and so on, which
are shown in Figure 3.

3.3. Human Trust

In relation to human–human interaction, human trust is mostly
defined as a sensitive issue where the trusted party has a moral
responsibility to the trusting party [38]. In software terms, con-
sumer’s trust on the developers is identified as human trust.
Consumers’ trust, when using software, is dependent on the secu-
rity design of the software and that the software will work for an
expected duration and secure their data or information. Security
durability and human trust are the attributes that strengthen each
other [7]. There are many attributes of human trust but few are
affecting security durability, which is shown in Figure 4.

Figure 3 Attributes of trustworthiness affecting security durability.
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Figure 4 Attributes of human trust affecting security durability.

Figure 4 shows the attributes of human trust that are affecting the
life span of security services. Software with security durability will
perform to improve human trust and in turn will improve the con-
sumer’s reliability on an organization’s software services [6]. Human
trust is a willingness to rely on the software with confidence [38].
According to its definition, it is found that five security attributes
that may affect human trust include reliability, consumer integrity,
accountability, confidentiality, and authentication. Human trust
invariably depends on these factors [38]. Hence strength of these
five factors is important in building stronger human trust. For the
purpose of assessment, attributes of durable security with respect to
human trust at level 2 and level 3 are denoted as C31⋯⋯C35 and
C311⋯⋯⋯.C315, and so on, which are shown in Figure 4.

A considerable measure of research is accessible, trying to compre-
hend and characterize the manners by which the security of soft-
ware can be upgraded [6]. While there has consistently been a hole
among hypothesis and practice which is difficult to fill completely,
the lacunae can be bridged by building up a common terminology
and enhancing the availability of research results. With the investi-
gation of security and durability in this work, it has been attempted
to create a quantitative assessment of security durability attributes
for evaluating the importance. To assess security durability during
software development identified security durability attributes are
for measuring the impact of these attributes on the secure life span
of software. Assessment of security durability attributes may allow
decision-makers to make appropriate decisions as well as action
[39]. However, to be able to take appropriate action, decision-
makers are not only needed to know about security and durability
attributes but their mapping also. In this paper, authors are convert-
ing the security durability attributes (attributes are identified and
classified in previous work) into a hierarchy; the hierarchy is shown
in Figures 1–4.

Figures 1–4 show various attributes of durability affecting secu-
rity. For example, confidentiality affects software effectiveness,
user satisfaction, and operational controls; availability affects
auditability, feasibility, accessibility, software effectiveness eval-
uation, operational controls; reliability affects feasibility, time-
efficiency, user satisfaction, business continuity; maintainability
affects auditability, scalability, traceability, detectability, accessibil-
ity, time-efficiency, extensibility, effectiveness, flexibility; consumer

integrity affects psychological acceptability, user satisfaction, busi-
ness continuity; accountability affects software effectiveness eval-
uation; survivability affects detectability, extensibility, flexibility;
authentication affects user satisfaction, psychological acceptabil-
ity, software effectiveness evaluation, and operational controls.
Level wise full descriptions of the above hierarchy or mapping are
followed.

Figures 1–4 show the hierarchies of security durability which is fur-
ther classified in three levels. An attribute at one level affects one or
more attributes of the higher level but its effect is not the same on
them. It may vary. For example, reliability has an impact on depend-
ability, human trust, and trustworthiness as well, but its impact val-
ues are not same either [4,9]. The hierarchies of attributes help to
differentiate among the impacts of the same attributes to the oth-
ers attribute at a higher level. For the longer security, practitioners
need to understand and assess security durability during the soft-
ware development process.

There are eight attributes at level 2 which affect security durability
and defined as follows:

• Confidentiality: Confidentiality refers to allowing authorized
access to sensitive and secure data [3].

• Consumer Integrity: Consumer integrity is defined as the
attribute maintaining the consistency, accuracy, and
trustworthiness of consumer all over the life cycle of a software
product and its security [7].

• Authentication: Authentication is the factor which is
responsible for the identity of the user profile. It is the process
of determining whether a user is, in fact, who it is declared to
be [6].

• Reliability: Reliability is the ability of security to consistently
perform according to its specifications. It is considered to be
very important aspects while designing security [4].

• Maintainability: It is the probability that a system can be
repaired in the said environment or situations [2].

• Accountability: Accountability means that every individual user
who works with the software should have specific
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responsibilities for security assurance. These tasks include
individual responsibilities as part of the overall security plan
because software may become vulnerable by a responsible
person such as a developer [9].

• Survivability: Survivability is the ability of a system to fulfill its
mission, in a timely manner, in the presence of attacks, failures,
or accidents [6].

• Availability: Availability means the information is accessible by
only authorized users. Availability, in the context of a computer
system, refers to the ability of a user to access information or
resources for a specified duration [7].

There are fourteen attributes at level 3 that are defined as follows:
• Auditability: The capability of supporting a systematic and

independent security process for obtaining audit evidence and
evaluating it accurately to determine the extent to which audit
criteria are fulfilled [7].

• Scalability: Scalability is the measure of how well security can
grow to meet the increasing performance demands [6].

• Feasibility: A feasibility study is an analysis of how successful a
project can be completed, accounting for factors that affect
it such as economic, technological, legal, and scheduling
factors [4].

• Detectability: Detectability is responsible for the detection of
security failures or crashes in software for a particular duration
of time [7].

• Accessibility: Accessibility is the degree to which a software
security service or environment is available to as many people
as possible [7].

• Time-Efficiency: The capability to provide the appropriate
performance of security, relative to the number of resources
used in the understated conditions within specific time
duration [9].

• Extensibility: The ease with which security can be enhanced in
the future to meet changing security requirements or goals [5].

• Psychological Acceptability: Acceptance in human psychology is
a person’s assent to the reality of a situation, recognizing a
process or condition without attempting to change it,
protest it [1].

• User Satisfaction: User satisfaction is a degree of how secure
services provided by an organization meet the customer
expectation [6].

• Business Continuity: Business continuity encompasses a loosely
defined set of planning, preparation, and related activities for
software security which are intended to ensure that an
organization’s critical business functions will either continue to
operate within a period [7].

• Software Effectiveness Evaluation: Effectiveness is a degree to
which something is successful in producing the desired result;
success [6].

• Flexibility: The capability of secure software to respond to
potential internal or external changes affecting its value within
timely and cost-effective manner [7].

• Operational Controls: The most difficult task of management
pertains to monitoring the behavior of individuals, comparing
security performance to some standard, and providing rewards
as specified [7].

From the foregoing discussion, the researcher classified the secu-
rity durability attributes into three main levels, the first level, sec-
ond level, and third level attributes on which the security durability
depends, directly or indirectly. These attributes help the researchers
to assess the security durability of the software. There is no mech-
anism available to evaluate the importance of security durability
attributes. Security durability of software may be improved through
a well-planned, well-categorized, and well-manageable process dur-
ing the Software Development Life Cycle (SDLC). Without an
assessment of security durability, it is not possible to improve it.
Hence, the paper evaluates the rating of security durability through
a case study of BBAU software. For this, hybrid techniques includ-
ing fuzzy MCDM is used. Because fuzzy decision-making methods
have been developed to solve the problem of imprecision in assess-
ing the relative importance of attributes. Imprecision may arise
from a variety of various attributes of a different nature. Traditional
methods cannot effectively handle problems with such imprecise
information [40]. To resolve this difficulty, the fuzzy set theory has
been introduced by Zadeh [21]. Fuzzy with other methodologies
such as Neural, SAM, AHP, and so on, give precise results [39–41].

4. EVALUATING THE IMPORTANCE OF
SECURITY DURABILITY ATTRIBUTES

A rating is the evaluation or assessment of something, in terms of
quality, quantity, or some combination of both [21,22]. The paper is
using the fuzzy Simple Average Method (fuzzy SAM) for evaluating
the ratings of security durability attributes at different levels. The
FSAM methodology is applied in real-time application of entrance
software BBA University. It is one of the most popular techniques
of MCDM for evaluating the rating of the attributes [12,16]. After
the identification of durable security attributes, the authors pre-
pared a questionnaire about the BBAU software and took the opin-
ions of 50 practitioners. From which, 20 valid responses are used
in this research. With the help of the opinions for BBAU soft-
ware and its performance, authors gave the rating to security dura-
bility attributes which further can be helpful to assess security
durability. To overcome decision-maker’s uncertainty, fuzzy SAM
technique uses a choice of standard. Practitioners assigned scores
to the attributes affecting the values in a quantitative way according
to scale which is shown in Table 1.

Table 1 shows the rating scale of 0 to 1 in scale as 0.1 describes
Very Low (VL), 0.3 describes Low (L), and so on. The associated
fuzzy values are assigned to every data received from the expert. Let,

Table 1 Linguistic rating scale.

S. No. Linguistic Value Numeric Value of Ratings TFNs
1 VL 0.1 (0.0, 0.1, 0.3)
2 L 0.3 (0.1, 0.3, 0.5)
3 M 0.5 (0.3, 0.5, 0.7)
4 H 0.7 (0.5, 0.7, 0.9)
5 VH 0.9 (0.7, 0.9, 1.0)

TFNs, triangular fuzzy numbers; VL, very low; L, low; M, medium; H, high; VH, very high.
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triangular fuzzy numbers (TFNs) is equal to (bij, mij, uij)., where
bij, mij, uij, are the lower, medium, and upper limits of the TFN,
respectively.

4.1. Aggregate the TFNs

Data of level 1, level 2, and level 3 are collected. Various linguistic
data gets converted into quantitative data in terms of TFNs. To con-
fine the vagueness of the parameters which are related, alternatives
such as TFNs are used [16,21]. A fuzzy number M on F is called
TFN, if its membership function is given as follows:

𝜇a (x) = F → [0, 1] (1)

 

𝜇a (x) =

⎧
⎪
⎨
⎪
⎩

x
mi – b

– b
mi – b

x ∈ [b,mi]
x

mi – u – u
mi – u x ∈ [mi, u]

0 Otherwise

(2)

Here b, mi, and u are defined as a lower limit, middle limit, and
upper limit, respectively, in the triangular membership function.
Equations (3–5) help to aggregate TFN values. Consider two TFNs
M1 and M2, M1 = (b1, mi1, u1) and M2 = (b2, mi2, u2).

The rules of operations on them are as follows:

(b1,mi1, u1) + (b2,mi2, u2) = (b1 + b2,mi1 +mi2, u1 + u2) (3)

  (b1,mi1, u1) × (b2,mi2, u2) = (b1 × b2,mi1 ×mi2, u1 × u2) (4)

  (b1,mi1, u1)–1 =
(
1
u1
, 1
mi1

, 1
b1

)
(5)

It is based on the rationality of uncertainty due to imprecision. A
major contribution of fuzzy set theory is its capability of dealing
with uncertainty. Fuzzy SAM method is used in various research
areas for decision-making in different fields such as decision-
making, rating, and so on [21,22,39,40]. In the context of the present
paper, it has been used for the rating of security durability attributes.
To aggregate the TFN, the average method is used which is shown
in Equation (6).

R = (N1 + N2 + N3 + N3 … … … .NM) ÷M (6)

where N is the number of criteria and M is the total criteria.
Fuzzified average rating of different levels attributes is shown in
Table 2.

4.2. Defuzzification and Local Ratings

Different defuzzification methods are available in literature such
as centroid, the center of sums, alpha cut, and so on [39–41]. This
paper has adopted the alpha cut method for defuzzification of fuzzi-
fied rating. The equations of the alpha cut method are shown in
Equations (7–9).

𝛾𝛼,𝛽
(
ηij
)
= [𝛽.η𝛼

(
bij
)
+ (1 – 𝛽) .η𝛼

(
uij
)
] (7)

  where 0 ≤ 𝛼 ≤ 1 and 0 ≤ 𝛽 ≤ 1

Table 2 Fuzzified average ratings.

S. No. Characteristics of Level 1 Fuzzified Average Rating
1 Dependability 0.46, 0.62, 0.76
2 Trustworthiness 0.46, 0.63, 0.75
3 Human trust 0.44, 0.60, 0.74

Characteristics of Level 2
1 Reliability 0.53, 0.72, 0.87
2 Availability 0.46, 0.63, 0.78
3 Authentication 0.38, 0.55, 0.71
4 Maintainability 0.45, 0.64, 0.79
5 Confidentiality 0.56, 0.72, 0.84
6 Accountability 0.45, 0.62, 0.77
7 Consumer integrity 0.46, 0.64, 0.78
8 Survivability 0.50, 0.68, 0.83

Characteristics of Level 3
1 Software effectiveness evaluation 0.66, 0.60, 0.88
2 User satisfaction 0.64, 0.81, 0.94
3 Feasibility 0.49, 0.57, 0.84
4 Operational controls 0.75, 0.67, 0.99
5 Time-efficiency 0.35, 0.52, 0.77
6 Auditability 0.56, 0.6, 0.88
7 Psychological acceptability 0.43, 0.58, 0.90
8 Business continuity 0.42, 0.57, 0.91
9 Accessibility 0.49, 0.61, 0.80
10 Extensibility 0.44, 0.60, 0.89
11 Flexibility 0.50, 0.66, 0.84
12 Detectability 0.51, 0.56, 0.83
13 Scalability 0.46, 0.62, 0.90
14 Traceability 0.40, 0.57, 0.85

such that,

η𝛼
(
bij
)
=

(
miij – bij

)
.𝛼 + bij (8)

  η𝛼
(
uij
)
= uij –

(
uij – miij

)
.𝛼 (9)

In this context, 𝛼 and 𝛽 carry the meaning of preferences and risk
tolerance of participants. Particularly, 𝛼 and 𝛽 can be stable or in
a fluctuating condition. The range of uncertainty is greatest when
𝛼 = 0. Meanwhile, the value of 𝛼 comes to a stable state when it is
increasing particularly. Additionally, 𝛼 can be any number between
0 and 1, and analysis is normally set as the following 10 numbers,
0.1, 0.2, up to 1.0 for uncertainty emulation. Hence for being on a
particular stable state, we have taken the value of𝛼 and𝛽 as 0.5 both,
so that best results can be achieved [39]. Sensitivity analysis can be
done by making the fluctuations in values of 𝛼 and 𝛽 to know the
fluctuations in final ratings. Further, Table 3 describes the indepen-
dent or local ratings of the attributes of levels 1, 2, and 3.

4.3. Final Rating through the Hierarchy

Table 3 shows the independent ratings of every attribute at levels
1, 2, and 3. Next step in this row is to calculate the final ratings of
attributes according to their existence in the hierarchy (combina-
tion of Figures 1–4). For calculating the final ratings the lower level
ratings are multiplied to the higher level ratings.

Difference between local rating and the final rating is that the final
rating is achieved by putting the attributes according to hierarchy,
while local rating is an only a general rating of an attribute for secu-
rity durability of BBAU software. This can be better understood by
an example such as local rating of availability is 0.624 while the final
rating of availability is 0.379, which is achieved by the hierarchical
structure of security durability attributes.Pdf_Folio:633



634 R. Kumar et al. / International Journal of Computational Intelligence Systems 12(2) 627–642

Table 3 Independent ratings.

S. No. Characteristics of Level 1 Defuzzified Local Rating
1 Dependability 0.61
2 Trustworthiness 0.62
3 Human trust 0.60

Characteristics of Level 2
1 Reliability 0.71
2 Availability 0.63
3 Authentication 0.55
4 Maintainability 0.63
5 Confidentiality 0.71
6 Accountability 0.61
7 Consumer integrity 0.63
8 Survivability 0.67

Characteristics of Level 3
1 Software effectiveness evaluation 0.63
2 User satisfaction 0.80
3 Feasibility 0.62
4 Operational controls 0.77
5 Time-efficiency 0.54
6 Auditability 0.66
7 Psychological acceptability 0.62
8 Business continuity 0.60
9 Accessibility 0.63
10 Extensibility 0.64
11 Flexibility 0.67
12 Detectability 0.62
13 Scalability 0.65
14 Traceability 0.60

In Table 4, many attributes at level 2 and level 3 are repeated but
their impact on its higher level attributes is different. For bet-
ter understanding, aggregation is done to evaluate the ratings of
each level’s attribute. Ratings of different attributes at a different
level are shown in Tables 5–7 with their graphical structure repre-
senting their contribution towards durability rating. According to
Table 5 and Figure 5, the rating of dependability is 0.608, trustwor-
thiness is 0.619 and human trust is 0.595. Results show that the con-
tribution of trustworthiness is highest among all three attributes in
the first level.

Figure 5 Graphical representation of level 1.

After aggregating the ratings of the second level, attributes are
shown in Table 6 and Figure 6. The final rating of reliability is
0.4307, availability is 0.3825, authentication is 0.3385, maintainabil-
ity is 0.3840, confidentiality is 0.4265, accountability is 0.4230, con-
sumer integrity is 0.3740, and survivability is 0.4150. Among the all
attributes the result shows that the rating of reliability is highest on
level 2.

After aggregating the ratings of level 3, the results are shown in
Table 7 and Figure 7. Rating of software effective evaluation is

Figure 6 Graphical representation of level 2.

0.3068, user satisfaction is 0.3193, feasibility 0.2536, operational
controls 0.2931, time-efficiency is 0.2226, auditability is 0.2525,
psychological acceptability is 0.2183, business continuity is 0.2720,
accessibility is 0.2400, extensibility is 0.2497, flexibility is 0.2623,
detectability is 0.2423, scalability is 0.2490, and traceability is
0.2290. In all attributes of level 3, user satisfaction has the highest
rating among all.

5. SENSITIVITY ANALYSIS

Sensitivity analysis is defined as the technique used to determine
how different values of an independent variable will impact a partic-
ular dependent variable under a given set of assumptions [4]. Here,
we are assuming the threshold value (values of 𝛼 and 𝛽) is 0.5. Value
of 𝛼 and 𝛽 lies between 0 and 1. Variations due to values of 𝛼 and 𝛽
are shown in Tables 8–10. The graphical representations of the vari-
ation are shown in Figures 8–10. Variations are showing the negli-
gible difference between ratings of levels 1, 2, and 3, which gives the
most optimistic and generalized results.

Table 8 and Figure 8 are describing the variations in ratings of first
level attributes. The lesser variations are seen in the rating of human
trust as the value of 𝛼 and 𝛽 variations.

Table 9 and Figure 9 are showing the rating variations in second
level attributes of security durability through the values of 𝛼 and 𝛽.

Table 10 and Figure 10 represent the fluctuations in ratings of third
level attributes. It can be seen from the sensitivity analysis of ratings
of security durability attributes depend upon𝛼 and 𝛽 values and the
ratings are higher correlated.

6. VALIDATION

Fuzzy SAM and SAM methods are appropriate for assessment
of rating [30,31,34,35]. However, these two methods have some
advantages and disadvantages on application. When there are large
numbers of attributes in assessment, conflictions may arise [32].
Different methods provide different results on the same data;
decision-makers mostly use two methods to validate the model.
Hence in order to get the accuracy in the results, a comparative
study is needed. This work has also evaluated the ratings of secu-
rity durability attributes through SAM. Differences between results
of fuzzy SAM and SAM are negligible and have a higher correla-
tion (Pearson correlation) between the results which are shown in
Tables 11–13. The graphical representations of the difference are
shown in Figures 11–13.Pdf_Folio:634
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Table 4 Dependent ratings.

The First Level

The Ratings of
Durability Factors
of the First Level

The Second
Level

Attributes

Local Ratings
of the Second

Level

The Dependent
Ratings of the
Second Level

The Attributes
of the Third

Level

The Local
Ratings of the
Third Level

The Dependent
Ratings of the
Third Level

C111 0.66 0.25
C112 0.62 0.23

C11 0.63 0.38 C113 0.63 0.24
C114 0.78 0.30
C115 0.77 0.29
C121 0.62 0.27

C12 0.71 0.43 C122 0.54 0.23
C123 0.80 0.34
C124 0.62 0.27
C131 0.66 0.25
C132 0.65 0.25
C133 0.60 0.23

C1 0.61 C13 0.63 0.38 C134 0.62 0.23
C135 0.63 0.24
C136 0.67 0.25
C137 0.63 0.24
C138 0.54 0.21
C141 0.80 0.34

C14 0.71 0.43 C142 0.78 0.34
C143 0.77 0.33
C151 0.62 0.22

C15 0.58 0.35 C152 0.80 0.28
C153 0.78 0.27
C154 0.77 0.27
C211 0.66 0.25
C212 0.62 0.24

C21 0.62 0.39 C213 0.63 0.24
C214 0.78 0.30
C215 0.77 0.30
C221 0.62 0.27

C22 0.71 0.44 C222 0.54 0.24
C223 0.80 0.35
C224 0.62 0.27
C231 0.66 0.26
C232 0.65 0.25
C233 0.60 0.23

C2 0.62 C23 0.63 0.39 C234 0.62 0.24
C235 0.63 0.25
C236 0.67 0.26
C237 0.63 0.24
C238 0.54 0.21

C24 0.61 0.48 C241 0.78 0.38
C251 0.62 0.26

C25 0.67 0.42 C252 0.63 0.26
C253 0.67 0.28

C31 0.71 0.42 C311 0.62 0.26
C312 0.54 0.23
C313 0.80 0.34
C314 0.62 0.26

C32 0.63 0.37 C321 0.62 0.23
C322 0.80 0.30
C323 0.78 0.29
C324 0.77 0.29

C3 0.60 C33 0.61 0.36 C331 0.78 0.28
C341 0.80 0.34

C34 0.71 0.42 C342 0.78 0.33
C343 0.77 0.32

C35 0.55 0.33 C351 0.62 0.20
C352 0.80 0.26
C353 0.78 0.26
C354 0.80 0.25

Table 5 Rating of level 1 attributes.

S. No. Characteristics of Level 1 Fuzzy SAM
1 Dependability 0.6080 C1
2 Trustworthiness 0.6190 C2
3 Human trust 0.5950 C3

SAM, simple average method.

Tables 11–13 and Figures 11–13 show that rating evaluation of secu-
rity durability attributes of the first level are highly correlated. Fuzzy
SAM method gives better readings in comparison to the SAM.

Table 6 Rating of level 2 attributes.

S. No. Characteristics of Level 2 Fuzzy SAM
1 Reliability 0.4307 [C12 + C22 + C31]/3
2 Availability 0.3825 [C11 + C21]/2
3 Authentication 0.3385 [C15 + C35]/2
4 Maintainability 0.3840 [C13 + C23]/2
5 Confidentiality 0.4265 [C14 + C34]/2
6 Accountability 0.4230 [C24 + C33]/2
7 Consumer integrity 0.3740 C32
8 Survivability 0.4150 C25

SAM, simple average method.Pdf_Folio:635
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Table 7 Rating of level 3 attributes.

S. No.
Characteristics of
Level 3 Fuzzy SAM

1 Software effectiveness
evaluation

0.3068 [C114 + C142 + C153 + C214 + C241 + C331 + C342 + C353]/8

2 User satisfaction 0.3193 [C123 + C141 + C152 + C223 + C313 + C322 + C341 + C352]/8
3 Feasibility 0.2536 [C112 + C121 + C212 + C221 + C311]/5
4 Operational controls 0.2931 [C115 + C143 + C154 + C215 + C324 + C343 + C354]/7
5 Time-efficiency 0.2226 [C122 + C138 + C222 + C238 + C312]/5
6 Auditability 0.2525 [C111 + C131 + C211 + C231]/4
7 Psychological

acceptability
0.2183 [C151 + C321 + C351]/3

8 Business continuity 0.2720 [C124 + C224 + C314 + C323]/4
9 Accessibility 0.2400 [C113 + C137 + C213 + C237]/4
10 Extensibility 0.2497 [C135 + C235 + C252]/3
11 Flexibility 0.2623 [C136 + C236 + C253]/3
12 Detectability 0.2423 [C134 + C234 + C251]/3
13 Scalability 0.2490 [C132 + C232]/2
14 Traceability 0.2290 [C133 + C233]/2

SAM, simple average method.

Figure 7 Graphical representation of level 3.

Table 8 Variations in ratings of level 1 attributes.

Variation in Ratings
(Preferences of
Participants) 𝛼

0.5 0.5 0.5 0.5 0.5 0.1 0.3 0.7 0.9

(Risk Tolerance of
Participants) 𝛽

0.1 0.3 0.7 0.9 0.5 0.5 0.5 0.5 0.5

Characteristics of Level 1
Dependability 0.6700 0.6390 0.5770 0.5460 0.6080 0.6020 0.6050 0.6110 0.6140
Trustworthiness 0.6760 0.6470 0.5900 0.5620 0.6190 0.6020 0.6100 0.6270 0.6360
Human Trust 0.6550 0.6250 0.5650 0.5370 0.5950 0.5910 0.5930 0.5970 0.5990

Correlation coefficient between the both signifies that these val-
ues are highly related. Figures 11–13 clear that ratings by Fuzzy
SAM method are higher than the other. The accuracy of assessment
in the form of rating is best achieved by using Fuzzy with SAM.
Though SAM is already proved to be an accurate method but using
Fuzzy with it gives more precise results with multi-criteria decision-
making problems.

7. DISCUSSION

The assessment of software security durability attributes provides
ways to develop secure and durable software. This assessment

revealed many things including the most important attributes of
security durability to consider while developing a software security.
Quantitative evaluation of software security durability is helpful in
deciding the high order attributes to be considered for achieving
high durability of security services.

Security is one of the biggest concerns in the present era. Organi-
zations want more secure software with a long life span. Durable
security plays a key role in the service life of the software. Quan-
titative analysis of security durability is essential to measure the
contribution of it. A hierarchical structure helps to find out the
relation between the attributes which contribute to longer securityPdf_Folio:636
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Figure 8 Graphical representation of variations in level 1 attributes.

Table 9 Variations in ratings of level 2 attributes.

Variation in Ratings
(Preferences of
Participants) 𝛼

0.5 0.5 0.5 0.5 0.5 0.1 0.3 0.7 0.9

(Risk Tolerance of
Participants) 𝛽

0.1 0.3 0.7 0.9 0.5 0.5 0.5 0.5 0.5

Characteristics of Level 2
Reliability 0.5177 0.4727 0.3893 0.3523 0.4307 0.4187 0.4240 0.4363 0.4427
Availability 0.4620 0.4215 0.3455 0.3105 0.3825 0.3730 0.3775 0.3875 0.3930
Authentication 0.4065 0.3670 0.2940 0.2610 0.3385 0.3260 0.3275 0.3405 0.3335
Maintainability 0.4680 0.4250 0.3455 0.3085 0.3840 0.3730 0.3785 0.3900 0.3960
Confidentiality 0.5060 0.4650 0.3890 0.3540 0.4265 0.4175 0.4215 0.4310 0.4355
Accountability 0.5050 0.4630 0.3850 0.3490 0.4230 0.4215 0.4225 0.4230 0.4245
Consumer Integrity 0.4530 0.4130 0.3370 0.3030 0.3740 0.3680 0.3720 0.3770 0.3800
Survivability 0.4990 0.4560 0.3760 0.3390 0.4150 0.4000 0.4070 0.4230 0.4310

Figure 9 Graphical representation of variations in level 2 attributes.

during the software development process. In this paper, we have
taken a real-time case study of BBAU software and collected the
expert’s opinions about the contributing security factors of the par-
ticular software. Collected expert’s data is compiled by Fuzzy SAM

and further the results are validated by SAM method. The results
show that the rating of security durability attributes lies between 0
and 1 where 1 is the highest rating. Significance of the work can be
summarized as follows:

Pdf_Folio:637
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Table 10 Variations in ratings of level 3 attributes.

Variation in Ratings
(Preferences of
Participants) 𝛼

0.5 0.5 0.5 0.5 0.5 0.1 0.3 0.7 0.9

(Risk Tolerance of
Participants) 𝛽

0.1 0.3 0.7 0.9 0.5 0.5 0.5 0.5 0.5

Characteristics of Level 3
Software Effectiveness
Evaluation

0.3959 0.3486 0.2654 0.2294 0.3068 0.3098 0.3075 0.3041 0.2996

User Satisfaction 0.4109 0.3619 0.2789 0.2395 0.3193 0.3073 0.3120 0.3240 0.3279
Feasibility 0.3392 0.2944 0.2166 0.1836 0.2536 0.2612 0.2576 0.2494 0.2448
Operational Controls 0.3736 0.3303 0.2547 0.2233 0.2931 0.3150 0.3030 0.2807 0.2664
Time-efficiency 0.3104 0.2640 0.1852 0.1528 0.2226 0.2224 0.2224 0.2222 0.2220
Auditability 0.3355 0.2918 0.2165 0.1848 0.2525 0.2630 0.2575 0.2468 0.2413
Psychological Acceptability 0.2433 0.2560 0.1777 0.1453 0.2183 0.2210 0.2193 0.2133 0.2057
Business Continuity 0.3575 0.3040 0.2138 0.1763 0.2720 0.2650 0.2760 0.2520 0.2470
Accessibility 0.3195 0.2780 0.2060 0.1750 0.2400 0.2380 0.2395 0.2410 0.2418
Extensibility 0.3460 0.2950 0.2090 0.1730 0.2497 0.2517 0.2503 0.2483 0.2473
Flexibility 0.3503 0.3043 0.2247 0.1907 0.2623 0.2550 0.2587 0.2660 0.2693
Detectability 0.3247 0.2910 0.2073 0.1757 0.2423 0.2517 0.2473 0.2377 0.2327
Scalability 0.3445 0.2940 0.2090 0.1735 0.2490 0.2500 0.2500 0.2485 0.2475
Traceability 0.3205 0.2745 0.1910 0.1565 0.2290 0.2300 0.2300 0.2280 0.2270

Figure 10 Graphical representation of variations in level 3 attributes.

Table 11 Difference between ratings of level 1 attributes.

S. No.
Characteristics of

Level 1 Fuzzy SAM SAM
Correlation
Coefficient

1 Dependability 0.6080 0.6100
0.94632 Trustworthiness 0.6190 0.6400

3 Human trust 0.5950 0.6000
SAM, simple average method.

Table 12 Difference between ratings of level 2 attributes.

S. No.
Characteristics of

Level 2 Fuzzy SAM SAM
Correlation
Coefficient

1 Reliability 0.4307 0.4440

0.8160

2 Availability 0.3825 0.3935
3 Authentication 0.3385 0.3510
4 Maintainability 0.3840 0.3935
5 Confidentiality 0.4265 0.3845
6 Accountability 0.4230 0.4230
7 Consumer integrity 0.3740 0.3780
8 Survivability 0.4150 0.4350

SAM, simple average method.

Table 13 Difference between ratings of level 3 attributes.

S. No.
Characteristics of

Level 2 Fuzzy SAM SAM
Correlation
Coefficient

1 Software effectiveness
evaluation

0.3068 0.2911

0.9115

2 User satisfaction 0.3193 0.3220
3 Feasibility 0.2536 0.2416
4 Operational controls 0.2931 0.2521
5 Time-efficiency 0.2226 0.2206
6 Auditability 0.2525 0.2365
7 Psychological

acceptability
0.2183 0.2087

8 Business continuity 0.2720 0.2435
9 Accessibility 0.2400 0.2400
10 Extensibility 0.2497 0.2447
11 Flexibility 0.2623 0.2690
12 Detectability 0.2423 0.2283
13 Scalability 0.2490 0.2440
14 Traceability 0.2290 0.2245

SAM, simple average method.
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Figure 11 Difference between results of level 1 attributes.

Figure 12 Difference between the results of level 2 attributes.

Figure 13 Difference between results of level 3 attributes.

• Security durability depends on its attributes such as
dependability, human trust, and trustworthiness and it can be
assessed by quantifying its attributes and its hierarchical
sub-attributes.

• The findings of the work will help in improving security
durability of software by improving its life at user-end.

• The results will also help the developers to consider higher
prioritized attributes of security durability while developing
software so that users gets software whose security is longer.

• Also the results of this assessment would help to produce and
direct guidelines for developers to tackle the problem of
software durability and security.

• Sensitivity analysis has been done to show the variations
between results. This validates that the results are highly
dependent on its variable of defuzzification which 𝛼 and 𝛽.

• For statistical validation correlation coefficient is calculated. It
ranges near 1 and hence proves the strength of bond between
the results of Fuzzy SAM and SAM are negligible.

• The Fuzzy SAM used in this analysis may be improved by
attaching weights into it. Hence, further new methods can be
developed to assess software security durability in future.

• Further work can be done on improving usability with security
durability in software to improve the overall quality in
customer satisfaction.

The discussion and future work illustrates that assessment of soft-
ware security durability is significant and vital in its own way. Still
this assessment may have some limitations which can be controlled
in the future work. Limitations of the results are as follows:

• The data collected for the real-time application of BBAU
entrance software is small. The results may vary if the data is
large.

• There might be more security attributes other than those
identified in this work. Results of ratings may change as per the
number of attributes.

• The methodology proposed in this work is purely based on the
data collected from experts, which may be biased or may not be
the opinion of a large set of population. Hence, a large dataset
may help in giving more precise and accurate results.

8. CONCLUSION

In order to provide a significant and improved measurement of
security which lasts for the longer duration, it is required to cor-
relate security and durability attributes. It is evident from the
literature survey that there is no known, complete, and comprehen-
sive work that exists to assess security durability and its attributes
at an early stage of the development process. The proposed model,
for the quantitative assessment of security durability attributes in
the form of ratings, has been validated through statistical analy-
sis. It is apparent that this methodology can be used effectively in
assessing the life span of security and minimizing the cost and time
spent over maintenance of security and flaws occurring from time
to time. Statistical analysis has been made to strengthen the claim
that experts’ views are considerable while estimating the security
durability attributes in the proposed model.
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Appendix A

Table A1 Numeric data for level 1.

Attributes of Level 1/ Experts Opinion E1 E2 E3 E4 E5 E6 E7 E8 E9 E10 E11 E12 E13 E14 E15 E16 E17 E18 E19 E20
Dependability 0.3 1.0 0.7 0.1 1.0 0.3 0.9 0.7 0.9 0.7 0.3 0.1 0.9 0.7 0.3 1.0 0.9 0.7 0.1 0.7
Trustworthiness 0.7 0.9 0.3 0.7 0.9 0.7 0.1 0.3 1.0 0.3 0.9 0.7 1.0 0.3 0.9 0.3 0.7 0.3 0.9 0.9
Human Trust 0.1 0.3 0.9 0.3 0.7 0.9 1.0 0.9 0.3 0.1 1.0 0.3 0.7 0.1 0.7 0.1 1.0 0.9 0.7 1.0

Table A2 Numeric data for level 2.

Attributes of Level 3/ Experts Opinion E1 E2 E3 E4 E5 E6 E7 E8 E9 E10 E11 E12 E13 E14 E15 E16 E17 E18 E19 E20
Availability 0.3 0.1 0.7 1.0 0.3 1.0 0.7 0.9 0.7 1.0 0.7 0.3 0.9 0.1 0.7 0.9 0.3 1.0 0.7 0.3
Reliability 0.7 0.9 1.0 0.7 0.9 0.3 0.9 0.7 0.9 0.7 0.3 0.9 0.7 0.9 0.3 0.3 0.7 0.9 1.0 0.7
Maintainability 0.9 0.7 0.9 0.3 0.7 0.9 0.3 1.0 0.3 0.1 0.9 0.3 0.3 0.7 0.9 0.7 0.9 0.3 0.7 0.9
Confidentiality 1.0 0.3 0.7 0.7 0.9 0.1 1.0 0.9 1.0 0.9 0.7 0.1 1.0 0.3 1.0 0.9 0.3 0.7 0.9 1.0
Authentication 0.1 0.1 0.3 0.9 0.7 0.7 0.3 0.7 0.3 0.7 0.9 0.3 0.9 1.0 0.1 1.0 0.9 0.3 0.7 0.1
Accountability 0.3 1.0 0.7 1.0 0.9 0.9 0.7 0.9 0.7 0.1 0.3 0.7 0.1 0.7 0.3 0.7 1.0 0.1 0.3 0.9
Survivability 0.7 0.9 0.3 0.7 1.0 0.7 0.3 1.0 0.7 0.9 0.1 0.9 0.9 0.3 0.9 0.3 0.7 0.9 0.7 0.7
Consumer Integrity 1.0 0.7 0.9 0.3 0.7 0.3 0.9 0.3 0.1 1.0 0.7 1.0 0.7 0.9 0.7 0.1 0.3 0.9 0.9 0.3

Table A3 Numeric data for level 3.

Attributes of Level 2/ Experts Opinion E1 E2 E3 E4 E5 E6 E7 E8 E9 E10 E11 E12 E13 E14 E15 E16 E17 E18 E19 E20
Auditability 0.3 0.7 0.9 1.0 0.1 0.3 1.0 0.1 0.7 0.9 0.1 1.0 0.3 0.9 0.1 0.7 0.9 1.0 0.3 0.7
Feasibility 0.9 0.3 0.1 0.9 1.0 0.9 0.7 0.3 0.3 0.1 1.0 0.7 0.7 0.1 0.9 0.7 1.0 0.9 0.1 0.9
Accessibility 0.3 1.0 0.9 0.9 0.3 0.7 0.3 0.1 0.1 0.3 0.9 0.7 0.7 0.7 0.7 0.9 0.7 0.9 0.7 0.9
S/W Effective Evaluation 0.9 0.9 0.9 0.9 0.9 0.7 0.7 0.7 0.9 0.7 0.7 0.7 0.9 0.9 0.9 0.9 0.7 1.0 1.0 1.0
Operational Controls 1.0 1.0 0.9 0.9 1.0 0.9 1.0 0.9 0.7 0.9 0.7 0.9 1.0 1.0 0.7 0.9 0.9 0.9 1.0 1.0
Time-Efficiency 0.3 0.1 0.1 0.7 0.7 0.7 1.0 0.9 0.9 0.7 0.7 0.9 0.1 0.3 0.7 0.3 0.3 0.3 0.7 0.1
User Satisfaction 0.9 0.9 0.9 1.0 0.7 0.7 0.7 0.3 0.7 0.7 1.0 1.0 1.0 0.9 0.9 0.7 0.9 0.7 0.9 0.7
Business Continuity 0.7 0.7 0.3 0.1 0.1 0.7 0.7 0.1 0.1 0.3 0.3 0.7 0.7 1.0 1.0 0.7 0.7 0.9 0.9 0.7
Scalability 0.7 0.7 0.1 0.3 0.9 0.9 1.0 1.0 0.7 0.7 0.7 0.7 0.3 0.1 0.1 0.9 0.7 0.1 0.9 0.9
Traceability 0.7 0.7 0.1 0.1 0.3 0.3 0.7 0.7 0.9 0.7 0.7 0.9 0.7 0.9 0.1 0.3 0.7 0.3 0.7 0.9
Detectability 0.3 0.7 0.3 0.7 0.3 0.9 0.7 1.0 0.1 0.9 0.7 1.0 0.3 0.1 0.9 0.7 0.3 0.7 0.3 0.3
Extensibility 0.7 0.9 0.1 0.7 0.1 0.7 0.9 0.1 0.7 1.0 0.7 0.3 0.7 0.9 0.7 0.9 0.1 0.3 0.7 0.9
Flexibility 0.7 0.1 1.0 0.9 0.3 1.0 0.7 0.9 0.9 0.7 0.3 1.0 0.1 0.7 0.9 0.1 1.0 0.7 0.9 0.3
Psychological Acceptability 0.7 0.9 0.3 0.7 0.9 0.3 0.1 0.1 0.9 1.0 0.7 0.1 0.3 0.7 0.3 0.9 0.7 0.7 0.7 0.7
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