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Abstract—Digital economy is understood as the level of 

development of a social production system, involving the 

massive use of digital, information and communication 

technologies and allowing of fundamental modernization of the 

system of intersubjective interactions, while digital 

transformation is interpreted as a process of transition of 

socio-economic systems to this level of development. The global 

goal of digital transformation is to form a new information and 

technological continuum as a qualitatively different 

environment for social development. The system of local 

objectives of digital transformation reflects the set of directions 

for the appearance of the expected transformation effects. The 

digitalization of the economy generates not only positive, but 

also negative transformational effects associated with the 

negative consequences of the large-scale introduction of digital 

technologies in public life and digital expansion into all spheres 

of human activity. The article describes the range of tasks 

facing the state, business and individuals, the solution of which 

will allow minimizing the negative transformational effects and 
the consequences of the identified threats. 
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I. INTRODUCTION 

The evolution of socio-economic systems objectively 
implies periodic radical changes in the technical and 
technological base of the social reproduction system and the 
development of the system of economic and social relations. 
The change of technological structures allows the society to 
resolve the accumulating development controversies, to 
ensure the growth of labor productivity and the efficiency of 
the processes of the economic benefit production, necessary 
to meet the growing needs of society, to improve the living 
standards of the population, etc. High rates of scientific and 
technical progress ensured the formation of objective 
conditions for the mass transition to the technologies of the 
fifth technological stage (microelectronics, information and 
communication technologies, nanotechnologies, 
biotechnologies, genetic engineering, etc.) and the 
development of technologies that match the characteristics of 
the sixth stage (artificial intelligence technologies, mass 
robotic automation of the production processes, quantum 
technologies, molecular biology technologies and advanced 
genetic engineering, technologies of efficient use of 
renewable energy sources, etc.). Digital transformation of the 
economy is considered as one of the key technological 
directions of the development of society at the present stage. 
Digitalization of the economy as a form of technical and 
technological modernization of the processes of socio-

economic development and improvement of the system of 
social reproduction, as well as digital expansion in all 
spheres of human activity creates, along with positive 
effects, potential threats that negatively affect the quality of 
development of socio-economic systems and require not only 
awareness and identification, but also the rationale for tools 
to effectively combat their manifestations. 

II. RESEARCH OBJECTIVE AND TOOLS 

The objective is to study the effects arising from the 

digital transformation of the economy, and to identify 

problems that society may encounter in the process of 

digitalization. 

Research is based on the study and synthesis of scientific 
approaches to the study of the formation and development of 
the digital economy in the context of the emergence of 
heterogeneous transformation effects. 

III. RESEARCH RESULTS 

Without going into the discussion about the need to 
clarify the content of the category “digital economy” and to 
describe its minute properties, we will focus on defining the 
digital economy as the level of development of a social 
production system based on the massive use of digital and 
information and communication technologies and allowing 
of the fundamental modernization of the system of 
interaction between economic entities, while the process of 
transition of socio-economic systems to this level of 
development we will term as the digital transformation or 
digitalization [1-10]. 

The global nature of the transition to a new technological 
order objectively necessitates the implementation of the 
following basic provisions, which largely determine the 
success of the transition to a new model of social 
development: 

 The strategy of digital transformation should be 
consistent with the strategy of socio-economic 
development and respond to the challenges that set 
the vector of the social system movement and 
determine the totality of the issues facing society; 

 The scale of the digital transformation issues requires 
the active participation of the state as a macro-
regulator of digitalization processes, as an entity 
controlling a significant part of the national economy, 
as an entity providing a substantial amount of digital 
services; 
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 The strategy of digital transformation and the scale of 
the digitalization processes should be consistent with 
the economic development level as well as the 
financial potential of the country, regions, and 
business units; 

 The start of the large-scale digital transformation is 
impossible without achieving the required level of 
information infrastructure, ensuring the formation of 
the united information space and the possibility for 
deep modernization of the system of interaction 
between economic entities; 

 The integration into a single information space 
increases the requirements for ensuring the level of 
information security of the digital economy subjects 
and necessitates the formation of effective 
mechanisms to counter the cyber threats; 

 The efficiency of digital transformation processes is 
largely determined by the quality of the innovation 
system of society and its ability to generate and 
actually use the solutions that continuously improve 
the technical and technological basis of the system of 
social reproduction; 

 The implementation of the digital transformation 
strategy requires coordination and synchronization of 
the development of separated territories and industries 
and the prevention of the emergence of a 
technological gap between them that can dramatically 
reduce the performance efficiency of the entire 
macroeconomic system; 

 The massive introduction of digital technologies in all 
areas of activity requires the modernization of the 
domestic electronic industry, which forms the 
element basis of the digital economy and minimizes 
the level of technical and technological dependence 
on foreign countries; 

 The digital transformation objectively affects the 
growth of labor productivity in the real sector of the 
economy and the changes in the population’s 
employment structure, and thus requires the 
development of a strategy to minimize the 
consequences of a massive dismissal of employees in 
traditional sectors of production; 

 The massive transition to the use of digital 
technologies is impossible without the modernization 
of the vocational education system, associated with 
the significant change in the content of the workers’ 
competences at various levels and the need for their 
constant self-education and self-development; 

 High intensity of the digital transformation under the 
conditions of significant differentiation of territories 
in terms of economic development can enhance the 
existing and give rise to additional controversies 
associated with the deepening inequalities in access to 
digital benefits. 

According to the views of futurologists, the digital future 
is presented as the achievement of the level of society 
development, ensuring wiping out all physical and routine 
mental work (and creative one in some cases as well) by 
robots and artificial intelligence systems, orientation of 

production to the individual needs of each person, virtually 
unlimited communication capabilities for people and 
widespread use of bio-, nano- and other currently unavailable 
technologies. 

The scientific and technological groundwork created by 
society allows to build fairly optimistic forecasts, but also 
makes it necessary to critically evaluate the level of 
development of various socio-economic systems, their 
financial capacity, the readiness of society, economic units, 
and individuals for digital transformation, the state’s ability 
to provide the necessary level of information security and 
control over the actions of individual subjects and their 
groups in the information space. 

Obviously, the process of digital transformation will be 
long and uneven and will take place within the framework of 
a certain strategy of creating the digital society. It should be 
clearly understood that if the main task of informatization 
was to create the conditions necessary for the realization of 
the strategic goals of developing certain socio-economic 
systems based on the extensive use of information 
technologies, the beginning of digital transformation requires 
not only rethinking these goals, but also recognizing the 
global nature of the future changes. That is why the control 
of the digital transformation processes should be considered, 
first of all, as change management at the levels of the state, 
economic branches and spheres of activity, individual 
economic entities and individuals. Digital transformation is 
an alternative to the operational sustainability paradigm of 
the economic entity (through it should not to be confused 
with the sustainable development paradigm): if one wants to 
function effectively, one must change all the time according 
to changes in the technological basis of digital communities. 
Moreover, the pace of the technological change can be 
extremely high. 

A significant differentiation of economic sectors and 
fields of activity according to the existing level of 
informatization and the potential of digital development 
should be acknowledged. The IT industries, high-tech 
industries of the traditional sectors (chemical industry, 
metallurgy, some machine-building industries, etc.), the 
banking sector, communications and telecommunications, 
part of the service sector are potentially ready for radical 
digital modernization, but due to objective reasons, such 
sectors as agriculture or mining need to develop their own 
digital transformation programs, taking into account their 
sectoral features and difficulties in generating adequate 
information infrastructure. 

The global goal of the digital transformation, from the 
point of view of the society, is to form new information-
technological continuum as a qualitatively different 
environment of social development. 

The local objectives can be formulated as a set of 
guidelines and indicators of the society development: 

 Growth of labor productivity in the real sector of the 
economy, ensuring the satisfaction of growing social 
needs, and formation of new employment structure; 

 Formation of the digital sector of economy as a driver 
of the innovation development of socio-economic 
systems and modernization of the technical and 
technological basis of the entities generating 
economic benefits; 
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 Complete digitalization of public services and 
minimization of the support costs for the management 
apparatus of the society development control while 
increasing the efficiency of state and municipal 
government; 

 Minimization of expenses not directly related to the 
production of economic goods, and their 
redistribution in favor of industries and areas that 
ensure their generation; 

 Legalization of all types of economic activity, focus 
on the complete elimination of the shadow sector of 
the economy and the fight against corruption by 
means of transparency of interaction between the 
subjects of the digital economy;  

 Formation of a completely new system of 
intersubjective interaction within the single 
information space under the new paradigm of 
economic and social cooperation; 

 Digitalization of all information resources of the 
society and provision of their physical and economic 
accessibility, wide use of technologies for processing 
large data bodies;  

 Provision for the growth of the living standards due to 
digitalization of the environment and the 
implementation of models of individual consumer 
preferences; 

 Development of distance learning technologies, 
access to various information resources, providing 
opportunities for self-development and self-
realization of individuals; 

 Creating conditions for intensifying the processes of 
social self-organization and social globalization, 
changing the principles of forming social groups and 
their impact on social development processes, 
enhancing the role of civil society, etc. 

This range of issues generally reflects a set of 
heterogeneous positive effects expected by society from 
digital transformation, but it does not show the issues aimed 
at preventing the problems posed by the digitalization of 
various aspects of social development and bearing certain 
threats associated with the negative consequences of large-
scale introduction of digital technologies in public life the 
level of society, state, business structures, territorial entities, 
social groups and individuals. 

One of the main threats of the digital transformation is 
associated with the inevitable reduction of jobs in traditional 
industries and areas of activity and the need of employment 
of significant number of people or of ensuring their social 
welfare. According to the figurative expression of some 
researchers, this problem belongs to the category of “digital 
nightmares” and requires urgent awareness of its magnitude, 
since the cost of its solution can be quite comparable with the 
expected effects. This problem will be particularly acute in 
the territories where high-tech industries and areas of activity 
do not dominate the employment structure of the population. 

Along with the reduction in the number of employees, we 
should expect the simplification of labor functions and drop 
in the requirements for a person’s creative potential and 
interpersonal communication skills. With the spread of 

interpersonal communication technologies, there is the 
danger of degradation of the communication forms, social 
interaction and the exchange of non-formalized knowledge, 
loss of empathic ability, growth of the level of Internet 
addiction; and even the processes of de-socialization of 
individuals and their conscious withdrawal from social 
communities are possible. And all this will take place against 
the background of the growing level of information overload, 
informational stresses and the development of technologies 
for total control over the activities of individuals, various 
social groups, and society as a whole. 

The development of network forms of business and 
social communications and the expansion of information 
communities beyond territorial boundaries creates a threat to 
the state as a key macro-regulator of social development 
processes and the traditional institution for coordinating 
economic and social activities in local macroeconomic 
systems and requires modernization of the entire institutional 
environment. It is expected that the governing, coordinating 
and controlling role of the state will weaken in the case of 
emergence of supranational systems of economic, social and 
political process control and the wide dissemination of 
technologies that allow moving trading and financial 
activities outside the jurisdiction of individual states. 

The emergence of new markets and networking 
technologies determine the transformation of the competitive 
environment and traditional models of economic behavior of 
business entities, while the high speed of technological 
changes and the short life of competitive advantages make it 
necessary to constantly adapt the technical and technological 
base of the business units generating economic benefits 
along with their business models to the changes in the needs 
of elements forming the digital ecosystems. 

The existing differentiation of territorial entities in terms 
of economic, technological and informational development 
can intensify the digital inequality, form the gap in the speed 
and intensity of digital transformation, deepen the 
imbalances in the distribution of digital effects, provoke an 
increase in monopolization of the digital service market. It 
should be noted that the success of the digital transformation 
of individual industries and spheres under the significant 
technological lag of the other sectors of the economy may 
aggravate the contradictions between them, and the growing 
imbalance in development rates will significantly limit the 
size of the cumulative digital transformation effect across 
individual socio-economic systems. 

Besides, the large-scale integration of subjects at various 
levels into the united information space activates cybercrime, 
associated with obtaining economic benefits through 
unauthorized access to information, bank cards and e-wallets, 
bank accounts, and so on, illegal content, copyright and 
intellectual property infringement, cyber-terrorism, etc. 

IV. SUGGESTIONS 

Awareness of the problems of digital transformation 
allows not only to identify threats to social development, but 
also to understand the content of the issues aimed at 
minimizing their consequences. 

At the national level these issues may include the 
following: 

 Development of regulatory support of the digital 
transformation processes taking into account the 
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changes in the content of the social development 
paradigm and its information and technological 
continuum; 

 Development of the system of norms and standards 
ensuring the integrity of the information space and the 
integration of any subject into it; 

 Formation of the mechanisms to ensure transparency 
of the virtual economy and its legalization; 

 Development of the concept of providing 
employment for the population under the conditions 
of the expected job reduction in traditional industries 
and fields of activity, and its social welfare; 

 Development of information infrastructure and 
provision of economic and physical availability of 
information resources and digital benefits of all 
economic entities and units; 

 Development of the digitalization strategy for the 
state and municipal government system and its 
transformation in response to the challenges of the 
growing influence of supranational structures and 
network communities; 

 Formation of the system for countering cybercrime 
and ensuring the information security of the digital 
economy; 

 Modernization of the system of general and 
vocational education in order to form the 
competencies needed by individuals for comfortable 
integration into the processes of digital 
transformation. 

At the level of business structures the digitalization issues 
include the following: 

 Developing new business models ensuring integration 
into digital ecosystems, and diversify of the business; 

 Focus on individual preferences of the end users and 
mastering the technologies for direct interaction with 
them; 

 Building the potential for modernization of the 
technical and technological base of production and 
the need to introduce fundamentally new technologies 
to create economic benefits; 

 Mastering the new digital platforms providing for 
creation of the conditions of convergence between 
digital technologies and business models; 

 Introduction of new technologies and forms of inter-
subject interaction within digital ecosystems; 

 Use of new labor organization forms and 
improvement of the business social responsibility. 

Quite ambitious tasks of confronting the threats of digital 
transformation are facing individuals. The key ones among 
them are: 

 Formation of the competencies allowing of being a 
qualified digital platform user as well as participating 
in their design and development; 

 Understanding of the functionality of the existing and 
emerging digital services, the development of skills to 

work with digital technologies to meet personal 
information needs; 

 Formation of the ability for self-development and 
self-realization, readiness to use new forms of 
socialization and interpersonal communication; 

 Formation of skills to provide personal information 
security and privacy protection in the information 
space. 

The formation of effective mechanisms to counter 
potential threats is a necessary and incumbent condition for 
the success of digital transformation and obtaining 
significant effect sufficient to meet the interests of all 
subjects in the digital economy. 

V. CONCLUSION 

The scale of the digital transformation processes requires 
systematic assessment of the totality of possible 
transformation effects and awareness of the complexity of 
the tasks facing various subjects of the digital economy. 
With the country's technological lag compared to the world's 
leading economies, the main driver of Russia's transition to 
the digital economy should be the government, ready to 
ensure the creation of the necessary information 
infrastructure, adequate institutional environment, and 
security of integration into united information space for all 
economic units, both producing and consuming economic 
benefits. At the same time, the government should develop 
mechanisms to mitigate the negative social consequences of 
digital transformation by means of fair redistribution of 
digital dividends, from the point of view of public interests, 
and to prevent the deepening of digital inequality between 
individual sectors and areas of activity, territories and social 
groups. Objective differentiation of industries and territories 
in terms of the development level and quality of digital 
infrastructure requires, along with national projects and 
programs for the digitalization of the economy, the 
development of sectoral and territorial digital transformation 
strategies that ensure the necessary level of coordination and 
synchronization of the processes of digital economy 
formation throughout the macroeconomic system. 
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