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Abstract—Modern information society is characterized by
rapid and wide spread of the Internet in all spheres of human life.
Intellectualization of Internet technologies suggest that the
children's Internet sector is “younger” and younger
schoolchildren are active consumers of media content. The study
aims to assess the indicators of basic needs identified in
information requests, and the degree of popularity of Internet
technologies and Internet services among primary schoolchildren.
The data were collected by the survey method conducted for
primary schoolchildren aged from 7 to 10 years. 63 schoolchildren
participated in the survey. The questionnaires developed by the
author covered a range of issues related to the time and goals of
Internet content consumption, awareness of schoolchildren about
online risks and others. It was found that the Internet is used by
primary schoolchildren to study (50% on average), to search for
information (60%6), to communicate (about 50% of children aged
9-10 years). Primary schoolchildren actively use social networks:
on average, about 60% communicate in the social networks
Vkontakte (Vk). It was found that children start to realize the
online risks by the age of 10 years. The study confirmed the
hypothesis that the Internet has covered all the areas of interests
of primary schoolchildren — 100% of children use the Internet
daily. It is concluded that there is a need for comprehensive
protection of primary schoolchildren from possible online risks
associated with uncontrolled use of Internet services.
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I. INTRODUCTION

Modern level of development of the information society is
characterized by rapid development of media and
communication systems and technologies. The most important
of them is the Internet, the global information network, which
has become daily reality of most people. The Internet has a
significant impact not only on economic, but also on social
environment of the individual, primarily through the change
and rapid development of various forms of communication. As
shown in [1], <“..informatization, technologization,
computerization, information and communication revolution ...
are the factors that determine the basic transformations in
communications.” The Internet has been developed for almost
50 years from the medium of information exchange to
distributed high-tech artificial intelligence systems, which
undoubtedly increases its effect on various social groups and
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various aspects of life activity. As indicated in [2, p. 153],

the mentality of the global network is an internal part of the
individual, a new psychotype has formed ...”. Various concepts
are widely used in the scientific literature [3—7], such as "media
man", "media space”, and "media environment", which
indicates that the impact of media information on formation and
activity of the individual should be adequately estimated. In the
context of the above, researchers particularly focus on the
children's Internet segment [8, 9]. According to [10], the
average age of Internet access in Russia is 10 years.

Intellectualization of Internet technologies suggest that the
children's segment of the Internet is "younger" and younger
schoolchildren (aged 7-10 years) are also active consumers of
the media content. It is rather difficult to predict changes that
are caused by rapid emergence of innovations in this segment
of the Internet, especially when it comes to primary
schoolchildren. In the scientific literature, research data on
information needs of this age category, its social, physiological
and emotional characteristics related to media content
consumption are extremely fragmentary [11-15]. Apparently,
this is due to the conceptual complexity of psychological,
pedagogical and sociological studies of the issues related to the
use of the Internet environment by primary schoolchildren.
However, it should be noted that a negative informational and
psychological impact of the Internet on children and
adolescents is studied actively enough[16—18]. The papers note
that children and adolescents are the most vulnerable group of
Internet users [18, 20-22]. At this stage, the issues of Internet
consumption by primary schoolchildren and closely related
issues of the impact of information risks and online threats on
personal development of children need to be studied, and in
addition, science based management of these processes should
be provided [23-25]. It is important to reliably assess data on
online services that are popular among schoolchildren and the
goals of their using the Internet to identify the effects of
information consumption. In this regard, the study aims to
estimate the basic needs identified in information requests, and
the degree of popularity of Internet services among younger
schoolchildren. The study is of current relevance since data on
this issue are fragmentary and insufficient.
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Il. RESEARCH METHODS

Data were collected by sociological survey of primary
schoolchildren aged from 7 to 10 years. 63 schoolchildren
involved in the survey were divided into 3 groups: Group | —
age 7-8 years (2nd grade), 42%; Group Il — age 8-9 years (3rd
grade) —30%; Group Il — age 9-10 years (4th grade) — 28%.
Parents wrote consent for the survey. The survey was conducted
anonymously.

The developed questionnaires contained closed questions
with the most complete sets of all possible answers. This made
it possible to eliminate the ambiguity of the responds. Before
the survey conducted in the presence of teachers,
schoolchildren were given explanations on some terminological
aspects of the questions. Table 1 presents the questions and sets
of answers used in the survey.

TABLE I. QUESTIONS IN THE QUESTIONNAIRE FOR PRIMARY
SCHOOLCHILDREN
Question Question Possible responses
number
How much time do you * Up o2 hours
! use the Internet per day? * 2106 hours
e More than 6 hours
2 Do parents control your e Yes
use of the Internet? e NO
o For study
e To search for non-
academic information
3 For what purpose do you e For communication
use the Internet?
e For fun
e For creativity and self-
development
4 Do you use social e Yes
networks? o No
o VKontakte (VK)
If you use social * Classmates
5 networks, which ones? s Twittwr
e Facebook
e Instagram
If you play online .
6 games, list them. List by yourself
e Online Games
Identify the main cloud e Skype
7 services that you use o Electronic diary
most frequently. e Storage on network drives
e Not using
e A lot of unnecessary
information
e | communicate less with
8 What is dangerous about classmates and friends
the Internet? ¢ Internet addiction
e Time consuming
o Negative health effects
o Quarrels with parents

When the questionnaires were processed, the contingency
tables were constructed and the frequency analysis was
performed. The age groups of schoolchildren mentioned above
were used as a resultative attribute. Answers to the questions in
nominal scales were used as a factorial attribute. The statistical
significance of frequency indices for the groups of
schoolchildren surveyed was assessed using the Pearson
criterion (y2) with p <0.05. The resulting indicators were
calculated in percentages.

I11. RESULTS AND DISCUSSION

The results of the processed responses about time spent on
the Internet are presented in Fig. 1a. According to the above
data, the time spent by children on the Internet increases by the
age of 10 years, and the number of children who spend more
than 6 hours surfing the Internet increases by 10 years by 21%.
At the same time, control over the time spent by the child on the
Internet performed by parents increases on average by 45%
(Fig. 1 b).

100% Pastime of children on the
78% |ntefmt m Not more...
57%
50%
0%
Grade 2 (7-8 Grade3(8-9 Grade4(9-10
years) years) years)
(a)
Control parents spending their
children on the Internet
my..
100% 87% 3%
80%
60%
40%
20%
0%
Grade 2 (7-8 Grade3(8-9 Grade 4 (9-10
years) years) years)
(b)

Fig. 1. Pastime of children on the Internet (a) and control by parents (b)

The Internet and online services provide great opportunities
for studying, information retrieval, communication,
entertainment and creativity. Fig. 2 presents the results of
processed responses of schoolchildren for the target group of
respondents. According to the survey, the Internet is used by
13% of children at the age of 7-8 years, by 53% of children at
8-9 years, and 43% of children at 9-10 years (Fig. 2).

An average of 50% of the children surveyed in this age
category use online services for entertainment, including
children aged 7-8 years (57%), 8-9 years (47%), and 9-10
years (71%). For studying and searching for information,
children of 2nd and 3rd grades use the Internet more time — 65%
and 67%, respectively. An average of 23% of the children
surveyed in this age category use the Internet for creativity and
self-realization.
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For communication, children use mainly the social network
VKontakte (7-8 years old (43%), 9 years old (60%), 10 years
old (86%)), but by the age of 10 years they begin to
communicate more actively on Odnoklassniki (from 9% in 2d
grade to 43% in 4th grade). Such social networks as Twitter,
Instagram and Facebook were not mentioned in any of the
questionnaires.

Goals of using the Internet
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Fig. 2. Goals of using the Internet.

Cloud technologies that employ software and hardware
resources to provide the user with Internet services are currently
widely used. Examples of cloud technologies for young users
are online games, electronic diary, skype and storage on
network drives. The survey of children revealed that the
majority of primary schoolchildren actively use cloud
technologies but know nothing about them (88% of the
respondents). Based on the analysis performed in the study, it
was found that primary schoolchildren have the highest demand
for online games (on average, 70% of the respondents). These
are the most common online games: Avatar (on average, 28%
of the total number of respondents), Minecraft (on average
40%), and The Sims (on average 31%).

There is increasing interest in electronic diaries. Electronic
diary is used by 26% of respondents aged 7-8 years, 67% of
children aged 9 years and 57% of those aged 10 years old. An
average of 38% of respondents in the studied age group use
Skype (Fig. 3).

Modern computer technologies enable use of the mobile
Internet for communication, study, information retrieval, and
self-development. According to the results of the survey, about
40% of respondents aged 7-8 and 10 years, and 60% of children
aged 9 years actively use the mobile Internet.

The increasing popularity of the Internet shows negative
aspects of its use and parents' concern about the danger of
Internet addiction. About 50% of children aged 9 and 10 years
realize this danger, and 13% of children aged 8 years are aware
of the danger of Internet addiction (Fig. 4).

All children in the age group from 7 to 10 years are aware
of the online threats associated with the Internet, and by the age
of 10 years, schoolchildren are more aware of harmful effects
of the Internet in terms of health and quarrels with parents
caused by long time spent on the Internet (79%). on the average,

57% of respondents mention the possibility of Internet
addiction, and 29% of children state that the Internet can restrict
face-to-face communication. 47% of children aged 9 years
consider Internet addiction and a great waste of time spent
online to be the main threats. About 40% of children aged 9
years note negative effect of the Internet on health and vision,
and 20% of children indicate risks of being imposed
unnecessary and harmful information. Children aged 7-8 years
generally highlight risks associated with health (39%) and
significant waste of time (26%).

Use of "cloud services"
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Fig. 3. Use of cloud services by primary schoolchildren.
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Fig. 4. Analysis of the awareness of Internet threats by younger schoolchildren.

Based on the above, it can be concluded that children aged
from 7-8 years to 10 years are aware of online threats associated
with the Internet. At the same time, they consider that the
Internet is crucial for self-development and study.

Thus, the conducted study showed that 100% of children use
the Internet every day, and the time spent on the Internet
increases from 2 to 6 hours by 10 years, as noted by 42% of
respondents aged 10 years. In addition, parents’ control of time
spent on the Internet by 10-year-old children increases by 45%
compared to that for 7-8-year-old children. The Internet is used
by primary schoolchildren for educational purposes (50% on
average), information retrieval (60%), communication (about
50% of children aged 9-10 years and only 13% of children aged
7-8 years), entertainment (58%), creativity and self-realization
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only about 23% of the respondents. Primary schoolchildren
actively use social networks: on average, about 60% of
respondents communicate on the social network VKontakte. It
should be noted that all schoolchildren have not yet reached the
age of 14 years when they are permitted to register in social
networks. It was determined that the following cloud
technologies are in demand among primary schoolchildren;
online games (70% on average), electronic diary (about 50%),
and Skype (38%). The advent of the mobile Internet started its
active penetration into the life of primary schoolchildren. About
half of the respondents (50%) use the mobile Internet.

Along with huge opportunities of the Internet, a negative
impact of the Internet should not be neglected. All the
respondents noted harmful effect of the Internet on health and
vision, and by the age of 10, 79% of children are aware of its
danger. About 14% of respondents believe that the Internet
provides a lot of unnecessary and harmful information, 47% of
children aged 9 years, and 26% of children aged 8 years claim
that they spend a lot of time on the Internet. By the age of 10,
29% of children understand that Internet addiction leads to
restriction of face-to-face communication. About 79% of ten-
year-olds consider quarrels with their parents to be one of the
main risks of spending time on the Internet.

IV. CONCLUSION

Thus, it can be argued that the scientific hypothesis was
confirmed and the Internet has currently affected all the spheres
of interest of primary schoolchildren. The Internet provides
children with the opportunity to explore the world, make new
friends, communicate, educate, and have fun. However, risks of
using the Internet by children should not be ignored. Therefore,
it is necessary to protect primary schoolchildren from possible
risks imposed by the Internet. The risks of using the Internet by
primary schoolchildren can be eliminated, firstly, through
control by parents or close relatives. Secondly, this problem can
be solved through dissemination of knowledge about Internet
addiction by means of explanatory conversations, information
lectures and other activities conducted not only by teachers,
class teachers and psychologists of schools, but primarily by
parents.

The results of the study can be applied in children's
educational institutions to plan educational activities in
information security and information risk management.
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