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Abstract—To achieve the objectives of Industry 4.0
doctrine, it is necessary to create “smart factoring”.
Building information service profiles plays a supporting
role in making decisions on priority areas for the
development of information systems as part of “smart
factoring”. This article analyzes the current state of
research into the field of functional security
management of hardware and software complex. The
article also proposed an approach based on the concept
of service profiles, which allows you to look at the
system through the eyes of the user and evaluate the
reliability of the service using fuzzy logic. In this case,
the evaluation of reliability characteristics is carried out
on the basis of a comparison of the conformity of service
properties to  functional and  non-functional
requirements for software products. At the end of the
article, the limitations of the proposed approach and
possible ways of removing these limitations are
described.
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I. INTRODUCTION

Currently in the literature there is a stormy
discussion of the content, strategies for achieving the
global goals of Industry 4.0 doctrine, its position on
the doctrine of Society 5.0 [1-3], etc. At the same time,
in all literary sources there is no doubt about the need
to create smart productions (“smart factoring™), the
basis of which is ensuring sustainable development at
industrial enterprises of the digital ecosystem.

The basic position of Industry 4.0 doctrine is the
formation of a digital ecological environment, the
platform for which are distributed dynamic systems
for receiving, collecting, systematizing, processing,
storing data, accessing data, information and
knowledge. Thus, the problem of reliable and effective
functioning of such systems becomes urgent.
Currently, much attention is paid to the tasks of
information security related to countering external
attacks on information systems. On the contrary, due
attention is not paid to the tasks of functional safety
focused on the management of non-criminal defects
[19]. It should be noted that the results of information
system failures due to the presence of non-criminal
defects in software products can cause more damage
than the consequences of criminal defects caused by
targeted attacks [4, 5].
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The concept of "Information - computer system"
(ICS) [6] emphasizes the indivisible unity of the
processes of data transmission and processing. The
reliability of the components of distributed ICS is
determined by the reliability of both hardware and
software components. But, firstly, the ability to affect
the reliability of the hardware of the developers of the
ICS is less than the reliability of the software, and
secondly, the reliability of the hardware component of
the ICS is now higher than the software [18].
Therefore, if we consider the component of distributed
ICS as a whole, then it can be argued that the
reliability of this component acceptable from the point
of view of supporting the management of a complex
system is determined by the reliability of the software.

Until now, in the literature on the reliability of
software systems (SS), the approach focused on
finding defects in software codes has been invariant to
the environment in which this software will be used.
But it is important that the consumer is interested in
the reliability not of the program code, but of the
service that is provided to him. In [7] an approach to
the analysis of the reliability of SS, based on the use of
the concept of profiles, is described. The basis of this
approach is the maximum accounting at the initial
stages of designing all the features of the use of SS in
order to ensure that the reliability of services meets the
requirements of users.

The implementation of the provisions of Industry
4.0 doctrine, compared with the doctrine focused on
automation of production processes, implies the
replacement of a function-oriented approach to
building management information support systems
with a process-oriented one. This means a shift in
emphasis from the question "how to do" to the
question "what to do so that the customer is satisfied."”
The change of methodologies for building information
support systems as part of management systems for
complex technical objects makes it possible to single
out the management of information services reliability
as an independent task of managing functional safety
as an independent task [19].

This paper is devoted to a discussion of approaches
to the analysis of the reliability of information services
based on the concept of profiles.
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Il. ANALYSIS OF THE CURRENT STATE OF RESEARCH IN
THE FIELD OF FUNCTIONAL SAFETY MANAGEMENT OF
HARDWARE AND SOFTWARE SYSTEMS

The qualitative increase in the role of data
processing systems in the management of modern
distributed technical systems highlights the problem of
managing the functional safety of the hardware and
software complex (HSC). From the analysis of literary
sources [16, 26-28], it can be concluded that there are
differences in approaches to the management of
unintentionally admitted defects at different stages of
the life cycle, including the pre-design stage, due to
the difference in the factors causing the occurrence of
defects. At the initial stages of the life cycle, defects
prevail, due to the uncertainty of the environment of
use and the ambiguity of management objectives. As
we move from the initial stages of the life cycle to the
final stages, the emphasis is shifted to the area of
misuse of development guides, tools technology,
violation of the areas of applicability of models. The
methods used for defect management can be correlated
with proactive, active and reactive approaches to the
management of complex systems. At the same time,
approaches that correlate with active and reactive
approaches prevail, i.e. methods aimed at identifying
errors according to the results of specially organized
tests and studying historical data on the experience of
the operation of the HSC in order to establish patterns
in the manifestations of symptoms of defects, as well
as the causes of defects [17, 26 - 28]. This group of
methods, united by the concept of Root Couse
Analysis, is an adaptation of the provisions of the I-
TRIZ methodology [28] to the area of functional
safety management of the HSC, namely, methods
belonging to the class Anticipatory Failure
Determination - AFD-2. Another area that is being
actively developed at the present time as part of an
active approach to the management of functional
safety of the HSC includes methods that can be
combined by the concept of Error Propagation
Analysis [29-32]. The essence of these methods
consists in the early detection of manifestations of
defects and failures and the countering of these
phenomena.

The methods based on a proactive approach to
managing complex systems include, firstly, methods
focused on a comparative analysis of alternative
design solutions based on functional safety criteria
(Failure Mode and Effect Analysis - FMEA; Fault
Tree Analysis - FTA) [12, 13, 33]. It is also necessary
to single out a group of methods focused on the
prevention of defects caused by errors of a subjective
nature [23-25].

In the works [9, 10] it is emphasized that among
the critical factors that negatively affect the success of
the implementation of projects for the creation of the
HSC, are the insufficient quality of the functional and
non-functional requirements for consumer properties
of the systems. This, in particular, is due to the
complexity of forming a consolidated opinion of
various target user groups in the context of uncertainty
of the environment of use and the vagueness of the
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goals of complex systems [14, 34-36]. The work [34,
35] substantiates the need to develop approaches to the
development of consolidated solutions based on
convergent management methods and the development
of network technologies for coordinating the decisions
of various stakeholders. At the same time, in the
mentioned works the emphasis is placed on the “useful
functions” of the controlled systems. Outside the scope
of research, “harmful functions” remain, including
those caused by various kinds of errors and defects.

The results of a critical analysis of the possibilities
of using approaches to the design of technical systems
with embedded real-time HSC are presented in [20-
22]. It is noted that general-purpose software
development tools are of Ilimited use in the
development of data processing and real-time control
systems. In [22] it is noted that the existing tools for
supporting parallel processes (semaphores; priorities,
etc.) do not provide the necessary capabilities for
reliable and predictable behavior of distributed
technical systems with embedded software. It is noted
that objects that successfully pass the verification do
not guarantee stable and predictable behavior in the
conditions of instability and uncertainty of the external
environment. A special type of defects due to the
violation of restrictions on the allowable data
processing time is discussed (this type of defects is
also mentioned in [19]). In the works [20-22] the
conclusion is substantiated about the need to develop
new approaches to the design of distributed HSC,
taking into account the features of real-time control
tasks. Extrapolating this conclusion, it can be argued
that it is necessary to isolate new types of defects
characteristic of distributed complex technical systems
with real-time embedded software, and to study the
methodological, theoretical and applied aspects of
managing such defects.

The analysis of literature sources makes it possible
to conclude that research is dominant, firstly, aimed at
managing defects arising from the use of formalized
and formal procedures for designing general purpose
HSCs and having limited use in designing distributed
data processing and real-time control systems.
Secondly, the development of methods, models and
tools designed to detect defects in products, both
finished and intermediate, as a result of specially
organized tests, and the results of operation. These
studies, in essence, are based on the implementation of
a reactive approach to managing the state of complex
systems. At the same time, a much smaller number of
studies are focused on managing defects caused by the
subjective errors of right holders and developers
allowed at different stages of the life cycle of the HSC.
In other words, in the defectology of the agroindustrial
complex, the methodological, theoretical foundations,
methods, models and tools implementing the
provisions of a proactive approach to managing the
state of complex systems have not been sufficiently
developed.
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I1l. SERVICE PROFILE

The literature describes an approach to analyzing
the reliability of SS, the conceptual basis of which is
the desire to "... look at the reliability of software
systems through the eyes of the user" [38]. The object
of research is the reliability of the processes of
application of software systems (services SS). This
approach is fundamentally different from the
approaches, the focus of which is the search for
defects in software products and the processes of their
development at different stages of the SS life cycle.
The main idea of the approach aimed at managing the
reliability of services is to take into account, at the
initial stages of the design, of all the features of the use
of substations in order to ensure that the reliability of
services meets the requirements of users. The key
factors of the features mentioned are:

1) Transfer of accents in the study of the
reliability of software from estimating the reliability
of a program code (invariant to the conditions of
using software) to evaluating the reliability of
information services (the system behaves differently
in different conditions).

2) The dynamic nature of service reliability
assessments: the conditions of use of the system affect
the reliability estimate.

3) Subjectivism in assessing reliability: users
(subjects, hardware and software systems) using SS in
different ways have different ideas about its
reliability.

4) Differentiated approach to the selection of
reliability criteria, taking into account the different
value of different services for users.

The technological basis for the implementation of
an approach focused on managing the reliability of
services is the construction of profiles. “... A profile is
a full set of alternatives (for example, many alternative
categories of users, functions, etc.), for each of which
there is a certain probability of occurrence ...” [38].
The concept of profiles was first described in [7]. The
goals of building an information services profile are:

1) Evaluation of the degree of coverage of
business processes information services.

2) Determination of priority directions for the
development of a management information support
system.

3) Evaluation of the characteristics of stability
and uncertainty of the components of the information
system as a control object.

The conceptual basis for building information
services is taking into account the multidimensionality
property of a complex system, which is expressed in
the multiplicity of modes of its operation, business
processes and business tasks implemented by the
management  system. The implementation of
information service profiles, which are varieties of
models of a complex system, depends on the
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assumptions underlying their construction. The basis
for building the profile presented below (Fig. 1) is the
following assumptions:

1) Information services are an integral part of the
services implemented as part of business processes
associated with managing a complex system.

2) The implementation of a business process is
the implementation of logically related business tasks.

3) Each business problem can be assigned a set of
possible solution schemes, with each of the schemes
being an information service.

4) The implementation of a business task is
carried out in one workplace. At any one time, only
one of the possible schemes for solving a business
problem can be implemented in one workplace. In
other words, at any given time, only one of the
information services associated with a business task
can be used.

5) The composition of business problems and
their logical connectedness depend on the mode of
operation of a complex system.

6) Simultaneous implementation of multiple
services at different workplaces is possible, due to the
presence of several interacting control loops of a
complex system.

7) In different control loops, at the same time it is
possible to implement business tasks corresponding to
different modes of functioning of the components of a
complex system.

8) Subjectivism in evaluating the results of the
implementation of business objectives, which is also
reflected in the subjectivism of the assessment of
consumer properties of business services.

The basis of the study of the properties of the
profile of services is the apparatus of mathematical
statistics. Each service can be assigned a random value
- the time of service failure. The failure of the service
is due to the fact that with different sets of source data
different sections of codes are activated. Due to the
fact that data sets are formed at random times, the
service failure time is also a random value.

The rationale for the property of data homogeneity,
correlated with service failures, is that the
implementation of services is based on solving the
same set of applied tasks using data from a
predetermined structure, the same target groups of
users. Registration of failures is carried out according
to the same regulation, defined in the manual for the
information and computer system.

The rationale for the reproducibility of data
correlated with service failures is that it is possible, if
necessary, to repeatedly submit a data set to the
service input at which a service failure was registered.
As part of the above assumptions, the profile of
information services takes the form (Fig. 1).
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Fig. 1. Information services profile (multiple control loops of a complex system)

In the figure indicated: AG — applications that
together provide the implementation of business
processes necessary for the functioning of the system
in different modes; BT — business problems solved in
the workplace; 1S - information services; C -
information service consumers.

The model presented is a tree in which business
processes are the root and consumers P are leaves.
When moving from the root to the leaves, each node
of the graph in each layer corresponds to outgoing
edges. Each edge is assigned a weight (transition
probability), and for each node the normalization
condition is true:

> PP =1 (1)

| — layer sign; i - feature node in the layer; j - sign of
edge associated with a node.

Fig. 1 shows in solid lines applications, business
tasks and information services corresponding to the
current state of “smart factoring”; dashed - those that
will be in demand in the future, taking into account
changes in consumer preferences; solid and dotted -
corresponding to both the current and future state of
production.

Building a profile of services can be considered as
an informational component of the strategy of
transferring “smart factoring” from the current state
(“as is”) to the future (“to be”) and allows us to
quantify the extent to which business objectives are
covered by business services. So, for the i-th task of
the business-tasks layer, the degree of coverage is
determined:

o)
DC-(BT) — lSi
! 15415 ED
A A

@)

ISl.(') — the number of information services indicated
by solid and dashed lines (implemented
services);IS(B” — the number of information services

indicated Lby dotted lines (services to be
implemented).

Similar estimates can be obtained taking into
account the modes of operation of the enterprise.
Information services profile is a model of a complex
system. Taking into account the multiplicity of
approaches to the classification of complex systems
within the selected state space, it is possible to propose
a different classification of business processes (for
example, according to the signs of "basic", "auxiliary",
"supporting™ processes [8]). Or you can swap the
layers of the modes of operation and groups of
applications, etc. Or, to base the classification of the
functioning modes of symptoms caused by the
manifestation of defects of a different nature both in
the hardware and software complex and in its
environment [40]. From this it follows that “smart
factoring” can be associated with a set of profiles that
should be considered as complementary.

IV. EVALUATION OF INFORMATION SERVICES
RELIABILITY CHARACTERISTICS

Each simple path from the root of a tree to a leaf
can be viewed as an event E. Each simple path can be
matched with a metric characteristic (implicit profile
[38]) B. equal to the product of the weights of the arcs
in the simple path. An implicit profile characterizes
the probability of an event E. Each event E can be
associated with an estimate of the reliability Rel,
which characterizes the reliability of the information
service. In general, the system view model can be
assigned to different variants of service profiles:

<E, Pr, Rel> (3)
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E is the set of possible events; Pr is the set of
probability values (implicit profiles) corresponding to
each of the events; Rel is a variety of IS reliability
assessments.

A specific feature of evaluating the reliability
characteristics of software products in terms of the
implementation of non-functional requirements is
measuring data [19]. The peculiarities of evaluating
the reliability characteristics when evaluating the
compliance of the properties of software products with
functional requirements are expert evaluations [42].

By postulating a statement about the independence

of the reliability characteristics, correlated with
functional and non-functional requirements, the
resulting reliability assessment of Rs can be

represented as:
Rs = Rp * Ry 4
Ry — reliability characteristic correlated to functional

requirements; reliability ~ characteristic
correlated to non-functional requirements.

RNF -

To assess the characteristics of reliability based on
subjective assessments of experts, it is proposed to
use a well-known approach [37]. With this approach,
a set of linguistic scale values is formed, with each k-
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th value being assigned its own membership function,
defined on the axis of the values of the reliability
characteristics of the software product. Next, the
reference values are determined. In terms of the
linguistic scale, experts express their opinion on the
trait under study, and also indicate confidence in the
chosen value, expressed by the number y, € [0,1].
The cumulative reliability rating is determined based
on the ratio:

g ()
Ry = ==LA0 5
F Z?:lﬂl ( )
I is a sign of an expert; n is the total number of
experts.

As a linguistic analogue of the cumulative
assessment of the Ry attribute, the value of the
linguistic variable is taken, the reference value of
which r; is closest to R.. The degree of confidence in
the selected value of the linguistic variable is
determined by the value of the membership function
corresponding to a point on the reliability axis. In the
described approach, reliability assessment is based on
the formation of sets of linguistic variables correlated
with the axis of reliability. An example of a linguistic
scale with membership functions is shown in Fig. 2
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unreliable reliable reliable reliable
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Fig. 2. Linguistic scale membership function

Suppose three independent experts gave the
following estimates of the reliability of the i-th
information service:

1) Almost reliable (degree of confidence — 0.9).

2) Relatively reliable (degree of confidence —
0.3).

3) Almost reliable (degree of confidence — 0.6).

The reference value for the linguistic variable is
“almost reliable” - 0.7; the reference value for the
linguistic variable “relatively reliable” is 0.35 (middle

of the interval [0.3; 0.4]). The value of the Rg
estimate is:

_0.7%0.940.35%0.3+0.7 0.6 064
= 09+ 0.3+0.6 o

The reference value closest to the calculated Rg
value 1, = 0.7 and corresponds to the linguistic
variable “almost reliable”. The value of the
membership function corresponding to Ry = 0.64 is
0.7. Thus, according to the aggregate estimates of the
three experts, the i-th information service is “almost
reliable”, and the degree of confidence in such an
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assessment is 0.7. If it is determined that Ryz= 0.95,
then the final reliability rating of the service will be
Rc = 0.95 * 0.7 = 0.665 with a confidence level of
0.7.

A feature of the proposed approach to evaluating
the reliability characteristics of information services is
the ability to compare different information services
used to support business processes according to the
reliability criterion. In this case, the evaluation of
reliability characteristics is carried out on the basis of
a comparison of the conformity of service properties
to functional and non-functional requirements for
software products.

The limitations of the approach are:

1) The subjectivity of experts in the formation of a
set of linguistic variables,

2) Subjectivism in assessing the compliance of
information service properties with user expectations.
“Man’s satisfaction is a purely subjective factor ...
This factor eludes a rational, logical definition ...”
[34]

3) Subjectivism in the choice of membership
function.

A possible approach to resolving the identified
constraints is to use the provisions of the theory of
convergent control [34].
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