International Journal of Networked and Distributed Computing

Vol. 7(4); September (2019), pp. 158-166 Sermoureo

DOI: https://doi.org/10.2991/ijndc.k.190917.001; ISSN 2211-7938; eISSN 2211-7946
https://www.atlantis-press.com/journals/ijndc ]

ATLANTIS
PRESS

INTERNATIONAL
JOURNAL
OF NETWORKED

OMPUTING

Research Article

A Secure and Scalable Data Source for Emergency Medical

Care using Blockchain Technology

Shirin Hasavari’, Yeong-Tae Song

Department of Computer and Information Science, Towson University, 7800 York Road, Towson, MD 21117, USA

ARTICLE INFO

Article History

Received 25 March 2019
Accepted 10 May 2019

ABSTRACT

Keywords

Permissioned blockchain network
emergency medical care
scalable blockchain

high quality pre-hospital care.

1. INTRODUCTION

In a medical emergency, prior knowledge of a patient medical
record can make a difference especially in life or death situa-
tion. However, with current medical record setting, it is difficult
to access a patients medical history as caregivers who treat the
patient in emergency do not know where the patient emergency
data is located and even if they know where they are, they may
not have access to the relevant medical records. There have been
many attempts to resolve the issue, but no comprehensive solution
exists as some healthcare providers use trusted third-party solu-
tion to communicate and share patient data while others prefer to
use cloud-based medical data storage and sharing. Among others,
there has been an approach to use blockchain network as a medical
data-record management platform. In our approach, we use block-
chain technology as a potential solution for emergency medical
data management.

It is naive to think that the healthcare industry will discard today’s
solutions and re-implement its record keeping systems on a block-
chain architecture. Healthcare exists as a risk-adverse industry,
unlikely to readily accept the time and cost required to shift to a
new and unproven technology. To achieve high rates of Electronic
Health Records (EHR) adoption, the Centers for Medicare &
Medicaid Services have spent over US$30 billion since 2011 [1]. A
new approach for record keeping will need to respect this invest-
ment and work alongside the existing platform, not supplant it. The
institutions maintaining healthcare data in centralized systems per-
ceive patient data as a valuable asset, making it difficult to change
their way of thinking. While a blockchain-based solution may be
a full alternative option at some point in the future, the near-term
requires building a bridge to the blockchain platform. That is why
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A relationship exists between the emergency patient death rate and factors such as the failure to access a patient’s critical data
and the time it takes to arrive at hospitals. The ability for Paramedics to access a patient’s complete picture of emergency-relevant
medical data is critical and can significantly reduce the annual mortality rate. Today, the problem exists with a continuous
recording system of the patient data between healthcare providers. In this paper, we have introduced a blockchain-based solution
to record patient emergency relevant medical data as patient walks through from one medical facility to another, creating a
continuous footprint of patient as a secure and scalable data source. Therefore, ambulance crews can access and use it to provide
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our solution will use the secure file transfer tools/protocols as a
bridge to reach the blockchain.

Furthermore, this combination includes some innovative ideas to
reduce some concerns surrounding blockchain usage like scalabil-
ity or uncertainty about its adoption in the medical field, especially
emergency medical services that utilize emergency medical data
which consists of current problems, allergies, medications and
demographic information.

Today, some medical facilities use file transfer tools to send patients’
medication codes to insurance companies. Some regulatory bodies
such as the Department of Health and Human Services may decide
when and how to access or share the data. Therefore, they are famil-
iar how to use these tools.

In this approach, we are going to introduce a solution to touch
some major issues like fragmenting medical data, accessing the
data using an intermediary. We are also going to provide a sugges-
tion on how to handle data scalability that is an ongoing debate on
applying blockchain to healthcare domain.

2. BLOCKCHAIN TECHNOLOGY

Blockchain is a technology that has designed to focus on streamlin-
ing the appropriate flow of information in business networks and
to ensure that we can share the information that need to be shared
very easily and very rapidly in a manner that minimizes the amount
of time that people have to finding and correlating information
across business networks.

It is a comprehensive application of computer technology, which
combines encryption algorithm, P2P network, distributed storage,
consensus algorithm and smart contracts. The blockchain technology
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is a decentralized, transparent, traceable, and resistant platform but
still is further developed to be applied in more fields.

It can maintain unmodifiable and continuously growing data
records. Transaction is an important concept in blockchain, a
special database where transactions can be added to but not
deleted, and all the operations are recorded as transactions. The
basic data structure of blockchain exists as a linear linked list,
linked with blocks and each block contains information such
as the hash of pre-block, the hash and address of the block, the
information of transactions and other useful information. New
transactions should be added into a new block. All the nodes
should reach an agreement on the transactions by consensus
algorithm and then added to the blockchain. All the nodes can
check the validity of blocks by computing hash with a block-
chain being executed in a distributed peer-to-peer network.
Nodes in the blockchain network can interact with each other
without needing a trusted intermediary [2-6].

2.1. Selection of Blockchain Framework

Many frameworks for blockchain technology exist and depend-
ing on the participants, blockchain gets divided into public chain
or to the private chain. Only members of one institution can have
access to the private chain. Consortium chains can be jointly
maintained and used by several institutions. Bitcoin, Ethereum
and Hyperledger Fabric are the most popular frameworks. Bitcoin
and Ethereum belong to public chain and versions of permis-
sioned Ethereum are available. Hyperledger Fabric is the private/
permissioned model. We have chosen the Hyperledger Fabric for the
following requirements.

o Not reliance on intermediaries or third parties for data valida-
tion and access such as Health Information Service Providers
(HISPs).

o Data is replicated and distributed among participants, hence a
common view of the same transaction/data.

« Privacy and confidentiality of transactions through implementa-
tions of channels which is a subnet of network that all members
can privately distribute and share their data.

o Data is immutable which means that no updates or deletes
occurs in place. Updates and deletes are added to the previous
ones indicating new state. Hence, highly data breach/fraud
resilient.

o Participants must be identified/identifiable—and invited, hence
permissioned.

 Writes and read permissions are role-based and usually requires
consensus of several participants.

« Multiple algorithms are used for consensus and each organiza-
tion can create a customized consensus based on their unique
requirements.

« Modular and highly configurable architecture.
« Improve auditability.

Figure 1 depicts the Hyperledger Fabric platform.
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Figure 1 Hyperledger Fabric components.

2.1.1. Components functionality

The components of this platform cooperate to meet the cross-
organizational requirements. Hyperledger Fabric network requires
any healthcare provider or medical facility, which is going to trans-
fer their data to the network to go through the process of register-
ing with a trusted identity and enrolling to get access to network
resources. The following statements help us to understand these
components individual and mutual functionalities [7].

o The Fabric-CA component: Each participant registers with
proof of identity to the network membership services to gain
access to the network resources.

o Membership Service Provider: Provides services for managing
identity, privacy, confidentiality and auditability on the network.
All components use Membership Service Provider to authenti-
cate each other mutually to communicate and share resources.

o Peer node: The blockchain network is built up from the peers
owned and contributed by the different organizations. A node can
join the blockchain network as performing one or more functional-
ity related with endorsers, orderers and validators and committers.

« Endorsing node: Will simulate and sign or reject the transac-
tions. It creates a read/write set of the asset on which a trans-
action has been requested. A transaction is a request to read
or write on the ledger. New transactions are appended to the
blockchain as a new block and world state database is updated to
reflect the new state.

o Orderer or ordering peer: Runs the consensus algorithm on
the transactions and order these transactions appropriately in a
block based on their channel ID. It sends the blocks of transac-
tions to validating/leading peers.

o Validating peer: Checks transactions against endorsement
policy (i.e. n out of m endorsing peers need to simulate and sign
the transaction before it hands out to the orderer). It also per-
forms version control to ensure there is identical R/W () sets for
all peers. Then it sends the transaction to the committing peers.
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« Committing peer: Receive the block of transactions from vali-
dating/leading peer and appends it to the blocks and update their
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respective database (level DB or CouchDB).

o Ledger: Consists of two distinct, though related parts—block-

which these components within a blockchain network can com-
municate and transact privately.

 Smart contract: Defines the executable logic that generates new

chain and a word state database. A blockchain is an immutable

sequence of blocks, each of which contains a set of ordered trans-
actions. A world-state is a database that holds the current values

of a set of ledger states.

o Channel: A subset of the Fabric network through which peers
interact with each other, and with applications—a mechanism by

User Appl

facts that are added to the ledger.

For better grasping the inter-functionality concept between these
components, the Figure 2 depicts a transaction-flow sequence dia-

gram in the Hyperledger Fabric network.

To make the sequence diagram more precise, we did not include
failure points or false conditions in the network. Figure 3 depicts a
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Figure 2 Transaction-flow in Hyperledger Fabric.
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Figure 3 BPMN

Business Process Model and notation (BPMN) diagram, which pres-
ents a different view of the transaction flow through the network.

3. RELATED WORK

Envisioned as regional networks, Health Information Exchange
Service Providers (HIEs) connect the many disparate entities
interacting with patient data relevant to a patient’s condition.
Unfortunately, Emergency Medical Services (EMS) has been
involved in only a few HIEs nationally, either because of a lack of

of Hyperledger Fabric.

funding, technology or collaboration [8,9]. Another inefficiency
with HIEs is that it is an intermediary for sharing data of any kind.
It is not cost effective and it also would not come up with a holis-
tic view the way blockchain does. Another approach is EMS HIE
Integration, which uses Search, Alert, File, Reconcile system to aid
EMS providers in Health data exchange to follow the same concep-
tual and technical solution as with HISPs [10].

One solution suggests replacing EMS patient care reports with
electronic health records enabling them to interoperate with other
EHRs. Although, this seems a successful approach as some EHRs
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connect to each other and can communicate patient medical and
clinical information, a big part of the problem is exactly how many
EHR versions exist and the average number of platforms hospitals
run. Studies show that achieving interoperability among different
EHR platforms is very difficult [11].

A decentralized record management system to handle electronic
health records, MedRec uses Blockchain technology to manage
authentication, confidentiality, accountability and data sharing.
The platform utilizes Ethereun’s smart contracts to create the intel-
ligent representations of existing medical records to store them
within individual nodes on the network. So, more hashed point-
ers of medical records get stored on the blockchain than the raw
data itself [12]. MedRec is a record management system focusing
on Electronic Medical Records (EMRs) using smart contract but
raises privacy concerns [13].

Another solution suggests integrating the Hyperledger platform with
InterPlanetary File System Protocol (IPES), a peer-to-peer method
of storing and sharing media in a distributed file system, not a block-
chain, and this peer-to-peer file sharing system uses BitTorrent
technology [14]. The data itself gets stored on the ISPF and its hash
pointer on the blockchain. Therefore, we need two platform to store
and distribute data so it would cause delay to access data in emer-
gent situation. Additionally, it brings additional technical and eco-
nomic burdens on the client side. The Majority of Current solutions
for medical data sharing and distribution using permissioned block-
chain technology to rely on business process integration which cli-
ents runs codes on each node to go through certain processes until
they store the data on the ledger. This approach requires excessive

Offline Process

Hyperledger Fabric Certificate Authority

work on the Hyperledger client side. To solve this problem, we need
to extract the Emergency Medical data (EMS) generated by a health
care provider in place and transfer it, indicating that the processes
which have generated the medical data have finished.

4. OUR APPROACH

Health care settings and providers are reluctant to share their med-
ical data sources as a connection point to the external systems due
to security issues. So, they prefer to create files and transfer them
to the other systems using well-known tools with which they are
familiar. To reduce the workload on the client side the solution
offers a combination of Secure File Transfer Protocol (FTPS) to
securely transfer file and blockchain as an ultimate source of data.

Health Insurance Portability and Accountability Act (HIPPA)
requires encryption for privacy and security so we encrypt our data
with Transport Layer Security (TLS) between client (clinic/medical
facility) and servers (peer node on the Fabric network).

The permissioned blockchain working on a pre-defined consensus
and business logic, demands strong identity management, account-
ability, access control, and authorization. Before transferring data,
the health care provider needs to obtain an enrollment and transac-
tion certificate to connect to and access the resources on the Fabric
network. Eligible healthcare providers can use their own digital
certificate (X.509) as a trusted identity.

Figure 4 and the following statements explain the process.
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Figure 4 Member registration and enrollment, getting certificates.
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4.1. Registration and Enrollment Process

« Registration authority: Validates identity/role and issues reg-
istration credentials to enroll with Enrollment Certificate
Authority (ECA).

 Registration Certificate Authority = Registration Authority
itself (RCA): Creates and stores admin/user account in user
registry data source like Lightweight Access Directory Protocol
(LDAP) and assigns an ECA-Cert to the CA-client and sends it to
the admin/user so that admin/user can interact with CA-client as
a trusted anchor. RCA also issues User Identification (UID) and
Password and a Transaction Certificate to the admin/user.

o Admin/user: Uses UID and Pass to the CA-client so that CA-client
accept it as a trusted actor and interact with Enrollment-CA
and Transaction-CA on behalf of the user to enroll admin/user
and to issue the necessary certificates to the admin/user so the
admin/user can connect and have access to the Fabric resources.

o CA-client: Check the admin/user and verify it. Then, it is ready
to interact with Fabric-CA on behalf of the user. It, on behalf
of the user, sends a request to Enrollment-CA to receive an
Enrollment Certificate (ECert).

 Enrollment Certificate Authority: Issues ECert to admin/user
after validating the registration credentials. ECA also issues its
own ECA-Cert to the CA-client so that CA-client send it to the
Transaction-CA to prove that it has gotten the ECert from a
trusted source (Enrollment-CA).

o CA-client: Sends a request to Transaction-CA to get TLS-Cert to
submit transactions to the network and Transaction-CA finally
issues a TLS-Cert to CA-client and its own TLSCA-Cert.

After the registration and enrollment processes the healthcare pro-
vider get the necessary certificates to connect to, access and use the
Fabric network resources (peers, channels, ledgers, etc.).

As highlighted above our solution involves the use of a FTPS file
transfer protocol using an advanced tool to schedule and automate
the secure uploading of the patient emergency relevant to the med-
ical data on a TLS server residing on the Fabric blockchain. A Peer
node needs to be configured as a TLS Server to receive the data and
place it on a shared folder. A data format standard may apply to the
receiving of data either before or after the uploading to make the
data consistent and identifiable. Then a TLS server needs to com-
municate with the ordering node which builds the blocks of data
and distribute it among the other nodes. Nodes will validate the
data and will commit it to their ledger.

To reach a consensus, ordering nodes representing the members of a
subnet/channel need to follow strict algorithms. After the data is stored
on the ledger a previously scheduled task can remove the data from the
shared folder to prevent scalability issues in the shared folder.

Scalability on the ledgers can be controlled in a way that whenever
a patients EMR data gets updated by a healthcare provider then it
can be transferred to the TLS server on the Fabric network. In TLS
communication, the client application needs to provide its X.509
certificate as a trusted identity to the TLS server so that no mali-
cious third party can upload a fake medical data on the TLS server.

After exchanging certificates, everything gets performed inside the
Fabric network and the peer node configured as a TLS server needs
to get configured as a TLS client too to be eligible to request resources
inside the network. The TLS Server node acts as the TLS client now
to send transactions to the ordering node which performs the access
control against the TLS client to validate the request, ordering the
transactions, building the blocks of data and distributing them to
the validating peers residing on the subnet. Validating peers need
to verify the modifications approved by the ordering nodes indeed
satisfying the policies defined in the subnet/channel. After blocks get
added to the ledger on each organization’s peer, a notification gets
sent to the original client. Figure 5 depicts the process.

Figure 6 depicts a sequence diagram of our approach.
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Figure 5 Emergency-relevant medical data recording and access on the blockchain.



164
Shared peer node:
TLS server/(Client to the Orgl...n. Orgl..n.
User Appl Fabric peers) Poers ESCCs

‘ 1: Request server
cert/publick key

2:Cert/publick key

3Verifies the server ID

4Client certfkeys erifies the server ID

e:Acknowledge
7:Send data fil Verify the format,
storefileinthe
shared folder

< 9:Notification
[71D: Call a prescheduled
t3sk to create a TX proposal
out of the data, sign it

11:submit the
endorsement:
proposal

12:Verify proposal
Signature(using MSPs),
Simulate TX, ]
create R/W sets,

Sign the TX results

13:Call with propsal
and R/W sets

15:Return signed prop.
( hash of proposal,
R/W set

, Signature)

16:Send prop. result
(Response value,
= R/W sets, -
peers' signatures)

17:Check endorsement
policy, create
transaction

18:Broadcast TX proposal response
and er s

14:Endorse
processing

S. Hasavari and Y-T. Song / International Journal of Networked and Distributed Computing 7(4) 158-166

Orgl...n. leading
Peers

Orgl...n.
commiting Peers

Orderersl...k

(R/W sets, peers signatures, channel ID)

25:proposal
= 7T < response = — —
payload

> 19:Run consensus {
dlgorithm on the TXs, i
hannel ID(Order the H
IXs, Build blocks of TXs)

21:Validate endorsement
Policy (VSCC)

R/W sets’ version control
(MvcQ),

Gossip data dissemination

20:Send Blocks to Leading Peers

22:Distribute blocks

1apees |23:commit blocks
0ssip protocol |
(gasine ) |to blockehain,
|Update State DB

Figure 6 Data flow sequence diagram of our approach between clients and Hyperledger Fabric network.

As shown in the picture our approach keeps the end-user client/
organization platform as less as busy, so much of the work is per-
formed in the Fabric platform once organization transfer the data
and get the confirmation.

The latest version of the Hyperledger Fabric works based on exe-
cute-order-validate to avoid non-deterministic chaincode. In the
non-deterministic chaincode whatever R/W() sets that a specific
channel’s validating peers produce may not be identical, so this
cannot be appended to the blockchain as each peer can have differ-
ent version of the same (key, value) pairs which is not the goal of

this platform. That is why we have the endorsing nodes to simulate
the data and store the read() version temporarily. In the next step,
when leader peers or validating peers read the data from state DB,
they can compare it and do version control. They will send the result
to commit peers once to ensure there is identical R/'W() sets for all
peers. In our approach we have followed the same consensus solution.

We may develop a customized consensus solution to keep
the interaction across the network short to save the time.
Hyperledger Fabric is an open source platform allow developers
to customize it based on the organizations’ unique requirements.
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5. DATA STANDARDS

For taking care of semantic aspect of medical data stored on the
ledger, we can follow the existing data standards. For example,
the International Statistical Classification of Diseases and Heath
Related Problems (ICD-10) for diseases and RxNorm for medi-
cations or prescribed drugs. When committing data, these codes
along with their names can be stored on the ledger. This data later
can be used for communicating with insurance entities as well.

6. PATIENT IDENTITY ON THE LEDGER

A challenging part of patient data query in any system is that how
to identify a patient in a deterministic way and which attributes
need to be used while requesting a certain patient data. As a matter
of fact, different healthcare providers like hospitals, clinics, physi-
cian offices and other medical facilities may define and store their
patients” identification in a different format. So, we need to make
sure that our system provides a consistent way to record and iden-
tify a patient uniquely. A fundamental component of safe patient
care is ensuring that the “right” patient receives the care that was
intended. This expectation is most clearly defined in the Joint
Commission’s first National Patient Safety Goal [15]. Although
there are strategies for improving the safety of patient’s identifi-
cation, but it is still probabilistic and not deterministic. In most
emergency cases, patients themselves cannot be a reliable source
to providing information about their medical data or even for their
identity due to their extreme condition. The patient maybe uncon-
scious or he/she is not able to remember the medications they are
taking. Health technology assessment information service special
report has discussed and introduced patient identification errors
issues [16].

Identifying patient in emergency is not subject of our approach. It
is another project in and of itself. We only deal with the part of as
to how to register a patient identity in our system while recording
their respective data coming from a certain medical facility and
how an external application like ambulances Electronic Patient
Care Reporting System (eCPR) can query it. Current solution in
Hyperledger is distributed framework for patient digital identities,
which uses private and public identifiers secured through cryptog-
raphy, creates a singular, more secure method of protecting patient
identity. For example, in other approaches like HIE—master patient
index challenges arise from the need to synchronize multiple patient
identifiers between systems while securing patient privacy.

Additionally, we are going to borrow the recently developed meth-
ods of how we can look up a certain patient data across many
blockchain-based networks, such as Hyperledger quilt—an imple-
mentation of the inter-ledger Protocol for inter-ledger interop-
erability. The objective of this initiative is the advancement of
cross-industry collaboration through the development of block-
chains and distributed ledgers [17].

7. PARAMEDICS ACCESS TO THE DATA
SOURCE ON FABRIC NETWORK

The ambulance software application/App user may or may not be
a member of the Fabric network to be eligible to access the data.

If not a member, the blockchain will look up the national registry
database in which the paramedic is registered with a trusted iden-
tity like X.509, to provide authentication. Client App like ePCR
will be using Rest Application Programming Interface (API) to
connect, authenticate and query the EMR data. The detail will be
further discussed in the next paper.

8. CONCLUSION

In this paper we have proposed a solution to create a consistent,
scalable and secure data source for healthcare providers such as
paramedics or ER doctors to access patient’s emergency clinical
data for better care of the patient. In our approach, we combined
FTPS-based file transfer tools and Hyperledger Fabric blockchain
for creating a secure and holistic view of emergency medical data
on the ledger. When patients move from one clinic/medical facil-
ity to another, their medical data can be recorded by creating a
chain of blocks, which provide a consistent perspective of the
patient health situation.

This way, the original data gets replicated and distributed to any
other members of the network based on the policies they agreed
upon. We also have proposed a simple practice to control the
scalability which is currently an ongoing debate on obtaining
the blockchain for the healthcare. The practice suggests that no
data gets transferred and recorded on the ledger unless it has
been updated by healthcare providers such as doctors or any
relevant clinicians. Thus, the amount of data committed on the
ledger can be reduced.

9. FUTURE WORK

In the next step we are going to create a prototype of the blockchain
applications which involves creating a prototype of a blockchain
network with all its components and a prototype of client-side’s
front-end app/tools and client’s backend storage with actual or vir-
tual patient data. All functions discussed above will be performing
by this new system. Further research can be done on patient identi-
fication mechanism and find out as how to develop a deterministic
patient identification among different Hyperledger Fabric networks.
Indeed, participants in two or more different Hyperledger block-
chain networks can transfer value between themselves using
Hyperledger Quilt to achieve interoperability across the networks.
It is based on inter-ledger protocol.
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