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Abstract — The development of modern information technol-
ogies in medicine allowed to introduce an information system of
motion monitoring, which makes it possible to track each pack-
age of drug products. In Russia alone, more than 7 billion
packages of drug products are produced and imported from oth-
er countries, which must be taken into account in more than 350
thousand subjects of circulation in a large territory. The article
formulates the main tasks of the monitoring system.  The ex-
pected participants of interaction within this information system
are defined, and also their quantitative structure is defined. The
list of departmental information systems of key participants of
the labeling process is given, the analysis of costs for the devel-
opment, implementation and operation of the system is made.
Possible methods of automatic identification of drug product
packages are given and their main characteristics are deter-
mined.
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I. INTRODUCTION

The quality of treatment and preventive care to the popu-
lation is largely determined by the availability of drug prod-
ucts.  The variety of tasks in the uninterrupted supply of
medicines to the population and the complexity of their solu-
tion put this problem among the most difficult ones facing
public health service. At the same time medicine provision is
one of the elements guaranteeing the national security of Rus-
sia.

The priority of the state policy of the Russian Federation
in the field of the circulation of medicines is quality assurance,
effectiveness and safety. The improvement of the state con-
trol and licensing system in the field of the movement of drug
products, which is carried out by strengthening control at all
stages of circulation, organizing the production, storage,
transportation, dispensing, destruction of drug products, etc.
play a critical part in this [1].

Current requirements for the medicine provision system
throughout the country imply the use of latest information, the

receipt of which is possible as part of the operation of an au-
tomated information system for monitoring the movement of
drug products.  The movement monitoring information sys-
tem (information system) is designed to organize continuous
monitoring of the movement of drug products from the manu-
facturer to the final consumer using individual (group) coded
labeling and identification of drug product packages ensuring
effective quality control of the movement of drug products and
fight against falsification [2]. Its introduction will allow
solving the following tasks on a new level:

e -« protecting the population from substandard and
counterfeit drug products that can cause damage to
health;

e providing an unlimited circle of consumers with the
opportunity to verify the legality of registered drug
products in civil circulation;

e « ensuring supply transparency and developing fair
competition in the pharmaceutical market.

If earlier the drug product package of one production
batch was identical, then with the introduction of this system a
control identification mark on each packaging not only allows
distinguishing between each drug product package, but also
monitoring it in the subjects of the movement of drug products
in co-operation with the information system.

The main tasks the information system confronts are:
e -« strengthening drug products safety of the population;

e e significantly reducing the threat to life and health of
the population when counterfeit and substandard drug
products enter the market;

e - creating a system for tracking drug products at all
stages of promotion from the manufacturer to the final
consumer, as well as the creation of on-line monitoring
of individual segments of the pharmaceutical market
(volume, sales, stocks, etc.) that create a coherent pic-
ture of the drug products supply of the population and
allowing it to optimize planning processes;
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e -« transparent monitoring of the availability of drug in-
ventory purchased at the expense of the federal budget
of the Russian Federation by medical organizations and
their movement;

e - providing informational support to executive authori-
ties in their activities to counter the circulation of falsi-
fied, unregistered or substandard drug products;

e+ consumer control over the distribution of counterfeit,
unregistered, substandard drug products, which ensures
active participation of the population in monitoring the
movement of drug products;

e -« increase in the effectiveness of federal state supervi-
sion in the field of drug product circulation.

The main participants in the interaction within the infor-
mation system (subjects of circulation) are:

e+ Ministry of Health of the Russian Federation;
e« Ministry of Finance of the Russian Federation;

e« Ministry of Industry and Trade of the Russian Feder-
ation;

e« Ministry of Communications and Mass Media of the
Russian Federation;

e+ Ministry of Economic Development of the Russian
Federation;

e  Federal Service for Supervision in the Sphere of
Health Care;

e ¢ Federal Customs Service;
e ¢ Federal Tax Service;
e e« manufacturers of drug products;

e « organizations involved in the wholesale trade of
medicines, including those importing the latter into the
Russian Federation;

e +pharmacy organizations;
e e« medical organizations;

e  organizations engaged in the destruction of drug
products;

e+ drug products consumers (patients).

Table 1 presents quantitative characteristics of the sub-
jects of the movement of drug products.

TABLE I. QUANTITATIVE CHARACTERISTICS OF SUBJECTS OF
CIRCULATION OF MEDICINES IN THE RUSSIAN FEDERATION

Name of the subject of Number Source of information
treatment

Russian manufacturers of 210 3]

drug products

Foreign manufacturers of 500 [3]
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drug products

The organizations of whole-

sale trade in drug products,

including carrying out their 2321 [3]

import to the Russian Feder-

ation

Pharmacy organizations 117,600 [3]

Hospital organizations 5300 [4]

Qutpatient organizations 20 200 [4]
Organizations engaged in

the destruction of drug prod- | 2 094 [5]

ucts

The information system is integrated with such depart-
mental information systems of key participants in the labeling
process [6,7] as:

e -+ aunified register of drug product manufacturing au-
thorization;

e -+ a unified register of licenses, including licenses is-
sued by state authorities of the constituent entities of
the Russian Federation in accordance with the trans-
ferred authority to license certain types of health care
activities;

e - a unified state information system in the field of
healthcare;

e < aunified state register of legal entities;
e e aunified state register of individual entrepreneurs;

e - state register of accredited branches, representative
offices of foreign legal entities;

e e« automated information system of the Federal Service
for Supervision in the Sphere of Health Care;

e -« a single automated information system of customs
authorities;

e - information systems of drug products circulation en-
tities.

According to the estimations of the Presidential Council
for Strategic Development and Priority Projects [9], the infor-
mation system for monitoring the movement of drug products
from the manufacturer to the final consumer [9] includes more
than 350 thousand participants in the system — subjects of
drug products circulation, and it is planned to track more than
7 billion packages of drug products per year.

Table 2 presents total cost of the organizational, technical,
methodological, informational and other measures necessary
to achieve the stated goals of regulation.

The following methods were considered for automatic
identification of packages of drug products in the information
system:

e + a method for automatic identification of objects, in
which data stored in so-called transponders or RFID
tags are read or written by means of radio signals;
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e + a bar code (a sequence of black and white stripes)
applied to the packaging of the drug product, allowing
reading by technical means;

e + a matrix bar code, which differs from a conventional
bar code by reading technology and a large amount of
information per print area unit.

Table 3 presents main characteristics of these methods for
automatic identification of objects.

Table 3 shows that RFID tags by any definition compare
favorably with other identification methods. However, the
widespread use of glass, foil and other materials capable of
shielding a radio signal in the manufacture of pharmaceutical
packaging makes it impossible to fully utilize all the ad-
vantages of radio frequency technology. Bar coding does not
allow a sufficient amount of information about the identifica-
tion object to be placed in the control and identification mark,
therefore, a two-dimensional QR code is used in the infor-
mation system for monitoring the movement of drug products
from the manufacturer to the consumer. It is applied to the
packaging of the drug products using the ECC-200 error cor-
rection method [10] and applied with a quality class level of at
least C [11].

TABLE II. THE TOTAL AMOUNT OF EXPENSES FOR ORGANIZATIONAL,
TECHNICAL, METHODOLOGICAL, INFORMATION AND OTHER MEASURES
NECESSARY TO ACHIEVE THE STATED OBJECTIVES OF REGULATION

Advances in Economics, Business and Management Research, volume 105

The information contained in the drug product packaging
identification tool has the following structure (Fig. 1):

e« DataMatrix Symbol - a symbol with code 232 in the
ASCII character table;

e < the first data group is the global identification num-
ber of the trade unit, consisting of 14 digital symbols,
which is preceded by the application identifier (01);

e  «the second data group is the individual serial number
of the trading unit, consisting of 13 characters of a digi-
tal or alphanumeric order (Latin alphabet), which is
preceded by the application identifier (21).  The ter-
minating character for this data group is a special de-
limiting character with code 29 in the ASCII character
table;

e - the third group of data is the verification key provid-
ed to the issuers of identification means by the operator
of the monitoring system as part of the verification
code in accordance with this Regulation [9], consisting
of 4 characters (numbers, lowercase and capital letters
of the Latin alphabet), preceded by the application
identifier (91).  The terminating character for this da-
ta group is a special delimiting character with code 29
in the ASCII character table;

e« the fourth group of data is an electronic signature
provided to issuers of identification by the operator of

the monitoring system as part of the verification code
Activities required . Amount of in accordance with this Regulation [9], consisting of 88
- . Description of the | .. - Source of
to achieve objec- expected result financing financing characters (numbers, lowercase and uppercase letters of
tives of regulation (RUB) the Latin alphabet, as well as special characters), which
| - is preceded by the application identifier (92).
Development o
acts of the Govern- ;Ii-gﬁ s?'osé':?ufgfga' 0 Federal
ment of the Russian re ulpated budget TABLE III. THE MAIN CHARACTERISTICS OF METHODS FOR AUTOMATIC
Federation 9 IDENTIFICATION OF OBJECTS
The development of - - -
information systems ;I;he commisston- 846 691 750 Esgegl Characteris- RFID tag A (rjnatrlx bar Bar code
(commissioning) 9 9 tics code
Ensuring the func- The System oper- Federal
tioning of the sys- ates in normal 273 438 350 budaet
tem mode Y Appearance =
Equipping work- = 41607099'091375
places at the level Workplaces are Budget of
of state and munici- P subjects of Practical
ey connected to the 1574 936 000 . :
pal participants of svstem the Russian reading speed > 500 5_10 5_10
the subjects of the Y Federation (midrange /
Russian Federation sec)
Service of stateand |\ o ion with Budget of Theneed for | imoortant Important Important
municipal partici- the svstem occurs subiects of line of sight
pants of subjects of | . Y 567 497 600 J6Cts ¢ The orienta-
: in the normal the Russian -
the Russian Federa- - tion of the .
. mode Federation . Not important Important Important
tion object when
The connection of reading
the commercial All participants The possibil-
participants of the are connected. Private ity of simul- . . .
interaction and Production mod- 7400835 180 investment taneous Possible Impossible Impossible
modernization of ernized. reading
production Resistance to
Servi Interaction with mechanical Sustainable Unstable Unstable
ervice of commer- the system occurs Private stress
fr:fér‘;iﬁg:r:pams of in the normal 228 566 320 investment The possibil-
mode ity of code Impossible Possible Possible
Source: consolidated report on the regulatory impact assessment of the draft regulatory act [3]. forgery
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In addition, at the discretion of the issuer of identification
tools, the following groups are allowed in the two-dimensional
bar code up to the third and fourth data groups:

e < the fifth data group - the batch number of the drug
product, consisting of no more than 20 characters of a
digital or alphanumeric order (Latin alphabet), which is
preceded by the application identifier (10). The termi-
nating character for this data group is a delimiting
character with code 29 in the ASCII character table;

o < the sixth data group - expiration date preceded by an
application identifier (17). The record of numerical
characters for the expiration date of a medicinal prod-
uct consists of 6 characters in the format "year - month
- day" ("YYMMDD").

FNC1

Q. first (01) **14*** global identification number of the trading units
g second (21) **13* individual serial number of the trading unit
[T ETGA . e Generated  for  each  global
Bo third (91) **4 verification key identification number of the trading
© FNC1 unit during the entie period "of
&= fourth (92) **88* electronic signature operation of the monitoring system
© fifth (10) **20"* the batch number of the medicinal product
© FNC1

sixth (17)YYMMDD  expiration date

Fig. 1. Fig. 1. The structure information of the identification means

In those instances where the exact value of the expiration
date in days (“DD”) is not established on the production date,
the issuer of identification means indicates the date value on
the first or last day of the month in accordance with the expi-
ration date approved by the regulatory documentation for the
medicinal product.

Along with the two-dimensional code in the information
system a group code is used, which is generated and applied to
the transport (tertiary) packaging of the medicinal product by
printing or labeling methods.

The group code is generated on the basis of the interstate
standard [11], which is approved by the order of the Federal
Agency for Technical Regulation and Metrology, and contains
the following data structure:

e e application identifier;
e e« group code extension character;

e o registration number of the subject of movement of
drug products obtained in the information resource that
provides for the accounting and storage of reliable data
on goods for the relevant commodity nomenclature;

e e individual serial number of a trade unit;

e+ checksum (a number calculated using a special algo-
rithm from the previous digits and used to guarantee
data integrity).

The information in the group code may be duplicated in
the form of readable printed text.
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Il. CONCLUSION

Creating an information system should lead to the follow-
ing results:

e« significant reduction of threats to life and health of
the population of the Russian Federation that may be
caused by falsified, counterfeit and substandard drug
products;

e+ anew mechanism for monitoring the targeted move-
ment of drug products, followed by operational regula-
tion of the availability of drug products in medical or-
ganizations;

e« continuous operational control of the market and its
individual segments (volume, sales, stocks, etc.), on the
basis of which it is possible to increase the effective-
ness of drug products provision planning;

e - the possibility of developing mechanisms for prompt
recall of drug products from circulation throughout the
Russian Federation;

e e increase in the effectiveness of federal state supervi-
sion in the field of drug product circulation.

The introduction of the system will make it possible to
achieve an economic effect in the form of improved planning
in the provision of drug products, the possibility of a detailed
market assessment and effective stock management through-
out the country.  Adequate provision of the population with
drug products of good quality will improve the effectiveness
of treatment, safety when using drug products in medical or-
ganizations and in the process of outpatient treatment.  Speci-
fying the targeted delivery of drug products for preferential
categories is not only of medical importance, but also reduces
social stress.  Control over the movement of drug products
and accurate inventory records will allow quick response in
case of epidemiological situations.

The introduction of such a system is primarily a transpar-
ent market for the pharmaceutical industry, the ability to
quickly see the costs of promoting their finished products.
Disappearance of counterfeit products from the market will
play a positive role for manufacturers.

The marking system allows providing access to an unlim-
ited circle of persons to the database. The consumer can
personally verify the legality of finding drug products in circu-
lation, so everyone will feel the advantage of introducing this
system.
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