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1. INTRODUCTION

Supervisory Control and Data Acquisition (SCADA) system [1] 
is now widely used in many critical infrastructures. With the 
development of technology, SCADA system has becoming highly 
intelligent, many devices and instruments can be controlled by 
machine. For the security of the system, it is particularly import-
ant to guard against external network attacks [2]. Nowadays, many 
preventive mechanisms have been developed [3–5]. However, 
these methods are usually only effective for external attackers, but 
they cannot be effectively used for internal attacks, so this study 
is to propose effective methods to prevent internal attacks. Most 
of the industrial control systems in the world isolate the internal 
network from outside. It is for the purpose to prevent attacks from 
external hackers. However, the internal defense is still very weak. 
If the hacker invades the internal network through the internal 
computer, the system could be attacked [6,7], such as Modifying 
the sensor data will cause the device to be judged to be normal 
under overload conditions, causing the device to continue to oper-
ate abnormally, resulting in damage to the device. In this case, if 
there is no effective defense mechanism, it will cause great losses.

In order to prevent internal attacks and reduce the chance of 
equipment being attacked, a honeynet system is built in the inter-
nal network, and a large number of honeypots are disguised as 
Programmable Logic Controllers (hereinafter referred to as PLCs), 
and a large number of modifications can be made in the installation. 

Numerically simulate the sensor and use the web page to moni-
tor the condition of all sensors. When attacked by an attacker, the 
honeypot records the attack information and sends it to the mon-
itoring page, allowing the user to immediately discover it and use 
the analog sensor to modify the value to trick the attacker. If the 
attacker attacks the real PLC and modifies the sensor data, there is a 
certain probability that the analog sensor will be attacked. The user 
can find out from the monitoring page that the value of the analog 
sensor is different from the preset analog sensor. It is possible to 
judge the attack and immediately respond.

2. LITERATURE REVIEW

2.1. Honeypot Introduction

Honeypot is a system that, like honey captures insects to induce 
an attacker to detect and attack. The purpose is to deploy a fake 
system that allows attackers to capture, and record and observe 
while being invaded, so that the attack behavior can be tracked 
or a new attack mode can be discovered [8]. From a defensive 
perspective, when we deploy the honeypot to the real host, it 
increases the time cost of the attacker’s detection system host, 
which in turn increases the buffer space for administrators to 
react. In addition, before the attacker conducts an attack, it usu-
ally performs a scanning action to find the weak point host as 
the starting point of the attack, and the trapping system can also 
record the scan [9], so that the manager can find out early and 
respond to the effectiveness of early warning.
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A B S T R AC T
Under the trend of intelligent industrial control systems, it is very important to prevent network hackers from invading the 
system to attack devices. In particular, today’s hackers have multiple attacks and the number of attacks has increased year-by-
year. How to stop hackers from attacking the system has become the main goal of this research. In this study, we explore how 
to build and evaluate Arduino and Raspberry Pi were used as real-world programmable logic controllers and camouflaged 
honeypots to simulate the honeymap of the industrial control system. And simulate the common sensors of industrial control 
systems, such as temperature, humidity, pressure sensors, to send the same type of signal as the real sensors to deceive the 
hacker, so the hacker will attack the simulated sensor with a high probability. After receiving the hacker’s attack signal, returns 
the spoofed attack result, which makes the hacker mistakenly think that the attack is successful, and no longer causes further 
damage to the system, and achieves the purpose of protecting the system. At the same time, record the attack means by honeypot 
to prevention other similar attacks.
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Table 1 | DHT22 sensor specifications

Power supply (V) DC 3.3–5.5
Humidity measure range 0–99.9% RH
Temperature measure range (°C) −40 to 80
Humidity measure accuracy ±1% RH
Temperature measure accuracy (°C) ±0.2

Table 2 | DHT22 sensor module joint angle

Temperature 
and humidity 
sensor module

Development board pin Comment

DAT Arduino digital Input pin 2 DHT22 data output pin
5 V Arduino pin 5 V 5 V anode pin
GND Arduino pin GND Common ground pin

2.2. Industrial Control Honeypot

Conpot is a low-interaction honeypot built on the server side, 
designed for use in industrial control systems. It features easy 
deployment, modification, and the ability to simulate complex pro-
grammable logic controllers such as the SIMATIC S7 series. It also 
provides a custom human interface service and a complete com-
munication terminal to improve the ability to spoof. Compared 
with the highly interactive honeypot, although Conpot can achieve 
less complete information on the attack, compared with the highly 
interactive honeypot, the actual system simulation is required. 
Conpot is simulated by the program, and its deployment risk is 
very low. In this experiment, Conpot was used to deploy honeypots 
for industrial control [10].

3. EVALUATION AND BUILD TO RESULTS

3.1.  Temperature and Humidity  
Module—DHT22

The temperature and humidity sensor contains a calibrated digital 
signal output. It devoted to digital module acquisition technology 
and temperature and humidity sensing technology to guarantee 
high reliability and excellent sustainable stability. Therefore, the 
product has the advantages of excellent quality, ultra-fast response, 
strong anti-interference ability and high cost performance. Each 
sensor is calibrated in an extremely accurate humidity calibration 
chamber. The calibration coefficients are stored in the One-time 
Password (OTP) memory as a program, and these calibration coef-
ficients are called internally during the processing of the detection 
signal. The single- wire serial interface makes system integration 
quick and easy. Ultra-small size, extremely low power consump-
tion, and signal transmission distances of up to 20 m make it the 
best choice for even the most demanding applications. The product 
is available in a four-pin single-row lead package. For example, the 
DHT22 sensor specifications are shown in Table 1. The specified 
range is power, temperature, Humidity measurement range, tem-
perature, humidity measurement accuracy and output signal, etc., 
will have certain specifications [11]. Table 2 shows the requirements 
of the DHT22 sensor module connector corner, which defines how 
each different development version of the pin is connected and as a 
means of transmission.

3.2. Pressure Sensor—FlexiForce

The Flexiforce Sensor is a piezoresistive type of pressure sensor. Its 
advantages include a highly linear relationship between load and 
resistance change. The sensor body is very thin (0.127 mm) and 
flexible, belonging to a thin-film sense. Measuring component. 
The main sensing area is located in a circular area with a front end 
diameter of 9.53 mm. The FlexiForce has a very high linearity when 
paired with the circuit shown below, so FlexiForce is used in this 
study as a sensor for measuring pressure and for simulation.

3.3. Setting Industrial Control Honeypot

This research used Ubuntu Mate 16.04 LTS operating system as the 
Linux environment built by Conpot, and referenced github.com/
mushorg/conpot [5] for Conpot construction. After the Ubuntu 
Mate 16.04 LTS operating system is installed, to open the Ubuntu 
terminal, you first need to add a new multipath to the /etc/apt/
sources.list file. After the installation is complete, enter the follow-
ing command to execute the conpot. If the installation is successful, 
you can see the Conpot icon, that is, its masquerading device model 
appears on the terminal. In this study, the Siemens-S7-200 was used 
as the device for Conpot masquerading, and the following instruc-
tions were executed. As shown in Figure 1, the post- execution 
screen was completed. When the Conpot was successfully exe-
cuted, the honeypot was deployed.

After Conpot is installed, it is preset that the attack source will not be 
recorded. Therefore, it is necessary to modify its profile and enable 
its record function. Therefore, the attack behavior captured during 
Conpot execution will be recorded in the Conpot.json file. Among 
them, after completing the modification of the above profile and cre-
ating a new log file, you can try to attack the Conpot. In this study, 
the socket is connected to the S7Comm port opened by Conpot and 
the string is transmitted. The result is shown in Figure 2.

4. IMITATE SCADA SYSTEM METHODS

In most industrial control systems, the use of internal and external 
domain segmentation as a mechanism to prevent attackers from 
intruding, this method can make it difficult for attackers to invade 
the internal domain from the external domain [12], thus achieving 
protection. The purpose of the device, but if the attacker has invaded 
the internal domain, the device in the internal domain does not have 
any further defense capability to protect itself. Therefore, in the study, 
the internal network is added with the honey network to protect the 
internal network. The security of the device under the domain, and 
because the attacker has the opportunity to directly attack the real 
device, modify the data of the actual sensor. Therefore, the simulated 
sensor signal is added to the real device in the experiment to confuse 
the attacker, to further protect the safety of system equipment.

In the system architecture, an Arduino is used to simulate a real pro-
grammable logic controller, receive the signal from the sensor, and 
build a Conpot on the Raspberry Pi to deploy the honeypot to dis-
guise the common programmable logic on the market. Controller to 
capture malicious sources. And use another Arduino to simulate the 
actual sensor signal such as temperature and pressure, and transmit 
the plausible data to the programmable logic controller, so that the 
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hacker can hardly distinguish the signal generated by the real device, 
which will cause harm to the system, as shown in Figure 3.

5. CONCLUSION

The number of attacks per year is gradually increasing. However, 
how to stop hackers from attacking industrial control systems 
becomes the main goal of this research. This research will explore 
how to build and evaluate Arduino and Raspberry Pi as real-world 
programmable logic controllers and camouflaged honeypots to 

simulate the common sensing devices of industrial control systems, 
such as temperature, humidity, pressure sensors, to deceive the 
attacker through the analog mode and the model of the real sens-
ing device, so that the attacker mistakenly thinks that the attack 
is successful when attacking the device. To achieve the purpose 
of protecting the system, use the honeypot to record the attacker, 
and predict that future attackers may use those attack methods to 
achieve the effect of preventing the attack.
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