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Abstract—Ensuring information security in the modern 

conditions of establishing digital economy is one of the primary 

objectives both at the state level and at the level of individual 

organizations. This article is devoted to the issues of 

information security in the context of digital economy. The 

purpose of the article is to analyze the existing issues in the field 

of information security and to consider measures for the 

solution of this problem, including those ones based on the 

study of foreign experience in this field. The main trends in the 

Russian information security market, formed under the 

influence of Russian legislation and changes in the spectrum of 
internal and external threats, are highlighted. 
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I. INTRODUCTION 

The process of formation of the global information 
society is developing at a steadily increasing pace. Today we 
are witnessing the widespread introduction of fundamentally 
new tools for managing economic systems both at the level 
of separate countries and on a global scale. There even 
appeared a  new term ―digital economy‖, implying the use of 
modern information and communication technologies (ICT) 
in securing of the economic system functioning. On the other 
hand, digital economy, basing on the concept of artificial 
intelligence, also means the implementation of decision-
making support systems, grounded upon a wide range of 
digital predictive models. 

When introducing the digital economy, the problem of 
information security becomes very critical, since our country 
has a poorly developed legislative framework on this issue, 
and software, including the Russian one, is insufficiently 
developed. Leakage of any information can cost any 
enterprise dearly, for this reason it is necessary to strengthen 
information security. The positive effect of implementing the 
processes of economy digitalization is possible only in a 
secure information environment. Otherwise, the 
consequences of such ―digitalization‖ can be merely 
disastrous. 

II. RESEARCH METHODOLOGY 

The transition to digital technologies has fundamentally 
changed the attitude to information, to data storage devices, 

what has significantly modified the relation to economic 
security, shifting priorities from the physical protection of 
the personality and property to ensuring sustainable 
progressive development. The digital economy is extensively 
replacing the old pattern in many areas of activity. This 
increases the efficiency of all industries, because the use of 
modern information technologies actively contributes to this. 
Private life and workplaces are transformed, new professions 
and tools of interaction appear. In the era of large-scale 
transformations, the problem of information security in 
organizations is becoming increasingly urgent. 

Information security as one of the most important 
components of general security determines economic and 
general security at all levels [1]. 

Nowadays, active development of information 
technologies in the field of information transmission and 
processing has made information the most valuable resource. 
Today, information has a unique value; one can even say that 
it is one of the most critical resources.  

Information security of the country in the 21st century 
has become the most important component of the modern 
digital economy of any state. Its development and 
strengthening is possible only in the context of using the 
most relevant IT-technologies and complex measures 
concerning the education of the population in terms of main 
threats that lie in wait for the uninformed participants of the 
cyberspace [3]. 

In 2017, the Government Committee on the use of 
information technology approved the action plan for the line 
of ―Information security‖ of the program ―Digital economy 
of the Russian Federation over a period of 2018-2024‖ in 
order to improve the quality of life and business 
environment. The plan contains measures that allow to 
prevent cybercrimes at the modern technological level. This 
concerns not only the security in the information space, but 
also legal protection in the age of digital economy. One of 
the main objectives of this plan is first of all to improve the 
skillfulness of users when surfing Internet and network 
information resources. 

Information security in the program ―Digital economy‖ 
is allocated in a separate – fifth section, which is nowadays 
actively discussed in expert groups [2]. 
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Information security is the practice of preventing 
unauthorized access, use, disclosure, misrepresentation, 
alteration, research, recording or destruction of information. 
It covers many industries, one way or another related to 
information technology. 

Development and implementation of the Program 
activities are based on the following principles of 
information security: availability, integrity and 
confidentiality of information and its reduction processes 
should be ensured through the use of Russian technologies; 
preferential use of domestic software and equipment; use of 
Russian standards for cryptographic protection of 
information. 

All this testifies to a special importance of solving the 
problems of information security in the era of digital 
economy. 

The digital economy will not be able to exist without 
information security, which means that information security 
is not a matter of domain anti-hacker specialists, but the 
concern of all stakeholders: architects, designers, developers, 
testers and users themselves. Information security needs to 
be strengthened at the legislative level, as well as through the 
training of young professionals in this area, because in the 
age of internet technologies and hacker attacks, information 
can be expensive.  

As the technological process develops, information 
becomes the most valuable resource. In this regard, the 
problem of information security as a guarantee of social and 
economic stability of society during the transition to the 
digital economy is actualized. 

III. RESULTS 

In today’s context, the work of any large company is 
based on information. Computers have almost replaced the 
human brain. That is why computers are becoming a tasty 
morsel for competing organizations and attackers who earn 
living by information theft. Recently, the number of targeted 
hacker attacks has increased significantly, as well as the use 
of spyware has become more frequent. Espionage moves to 
the industrial level, and the modern world is seized by a 
wave of cybercrime. Creating and improving Trojans, virus 
programs, systems of simplified penetration hackers seek to 
improve the quality of their products. The number of hacks 
in the future is likely to decrease, but it won’t be possible to 
track them. 

Now information is used as an auxiliary link for making 
important strategic decisions, in the future much depends on 
how reliable it will be and how relevant it will be. Disclosure 
or loss of confidential commercial information may cause 
significant losses to the company, including financial 
damage as well as a negative impact on the company’s 
reputation. The loss of one or more links of information 
resources can permanently stop the activity of the whole 
enterprise. Therefore, it becomes obvious that the issues of 
information security will always be the key problems of 
doing business. 

The traditional model of information security, which 
has long been based on confidentiality, integrity and 
accessibility, is gradually transforming into a model focused 
on accessibility and cyber resistance. The ability of 
companies to resist information threats and recover quickly 
in case of their implementation comes to the fore. There is a 
shift in emphasis towards risk-based security and protection 
against various threats. 

According to McAfee experts, the global damage from 
cybercrimes in 2017 alone is estimated at about $ 600 

billion, which is 0,8% of world GDP. Compared to 2014, the 
amount of damage increased by about 35%. The main factors 
contributing to the growth were hacker attacks, the 
expansion of the market for cybercriminal services and the 
spread of crypto currencies. So, in 2017, hackers stole 172 
billion dollars from 978 million consumers in 20 countries, 
having proved in practice that online users are overconfident 
in matters of cyber security [2]. 

The targets of most attacks are financial sector 
companies. According to experts of Russian Sberbank, the 
global damage from cyber attacks in 2018 amounted to $ 1 
trillion, and in 2022 this amount is expected to grow up to $ 
8 trillion [5]. Herewith, more than 80% of hacker attacks are 
based on social engineering methods. Still, only 20% of 
incidents become public, as companies try not to disclose 
this information. Among all the most famous cyber threats in 
the world, we can mention viruses-cryptographers such as 
WannaCry [5]. 

In the event of an information security incident, the 
amount of damage depends largely on the readiness of the 
company to respond to it in a timely and adequate manner 
and on the correctness of the employees’ actions. However, a 
study conducted by workers of Positive Technologies 
showed that in practice companies rarely use specialized 
security tools. For example, web application firewalls 
(WAF) are used by only 23% of all the surveyed industrial 
companies, only 17% apply security information and event 
management systems (SIEM) and only 13% of industrial 
companies regularly conduct penetration tests. 33% of 
companies have never carried out inventory and control over 
the appearance of unsafe resources within the perimeter of 
the enterprise network. 40% of companies have never 
analyzed the security of corporate wireless networks; 23% of 
surveyed companies do not control the installation of 
software updates, and regular training of employees in terms 
of information security basics is carried out by only 23% of 
companies [2]. 

Companies’ awareness of the cyber threats danger 
contributes to more effective security strategy planning. 
Therefore, at the level of companies, the role of information 
security as part of the overall corporate business strategy is 
currently being re-thought and the costs of protecting 
information resources are increasing.  

Another tendency that can be traced in the information 
security market is involvement of the top management of 
enterprises in information security issues. This is caused by 
the law “About security of critical information infrastructure 
of the Russian Federation”, which introduced criminal 
liability for non-compliance with information security 
requirements, if it entailed serious consequences [4]. 

Channels through which corporate information is 
transmitted are constantly appearing and becoming more 
difficult to control. However, the most unpredictable source 
of threats to information security is human. Therefore, the 
focus of developers’ interest shifts to the personality. As a 
result, there is a trend in the information security market to 
create technologies that prevent incidents by analyzing the 
user’s behavior, identifying abnormalities in his actions. 
Such technologies are already used by Sberbank of Russia. 

Development of the digital economy of Russia is 
accompanied by strengthening of the information 
technologies role. There is a growing need to protect 
information resources and critical information infrastructure. 
In recent years, much has been done in the Russian 
Federation to develop the domestic information security 
market; the leading consumers of its services are 
organizations that process large amounts of personal data and 
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financial information. Trends in the information security 
market, formed over the last years under the influence of 
Russian legislation and a variety of information threats, 
indicate the increasing role of information security in the 
digital economy. 

In the conditions of digital economy development, the 
issues of information protection should be considered not 
only at the level of separate organizations, but also at the 
country level.  

Initially, it is necessary to form a group of experts at the 
state level, which will develop an information security policy 
through cross-industry cooperation. The result of such work 
should be an information security strategy with clear targets, 
objectives and action plan for its effective implementation; 
the developed strategy should take into account various 
specific aspects of economic sectors. The state strategy 
should also include regulations on the risks assessment in the 
field of information security in order to optimally respond to 
their occurrence in various areas. Moreover, a separate 
element of the strategy should be a critical information 
infrastructure, on which the national security of the state 
depends. 

The next step is to improve the legal and regulatory 
support for information security, as well as to develop new 
legal rules for certain cases of fraud that are not covered by 
existing laws. This stage of information security should 
become a continuous process of updating the regulatory 
framework, as every day there appear new threats to the data 
safety, which previously the society has not faced, or they 
have not demonstrated themselves on such a large scale. 

Further, on the basis of the adopted strategy and the 
updated regulatory framework in the field of information 
security, it is necessary to develop and approve industry 
standards for information security. It is also important to 
establish reliable data collection on cases of data security 
violations: at present, the population and organizations 
cannot always confidently say that they came up with 
information leakage, so it is necessary to create conditions 
for effective cooperation between the state and other 
business units. Moreover, education policy is also related to 
information security: in the modern conditions of digital 
technology development, the amount of information 
collected and analyzed is constantly increasing, which 
creates new threats that require special professional skills to 
combat. Therefore, the development of country’s human 
resources is an important element of maintaining information 
security at all levels of the economy. 

IV. CONCLUSION 

Thus, the digital transformation, carried out in many 
sectors of the economy, has led to the change in the scale of 
activity of economic entities and appearance of new risks 
and threats, which the world has not faced before. The 
formation of the digital economy largely depends on 
ensuring information security: the emergence of threats to 
the safety of digital data becomes one of the main areas of 
security protection, both at the state level and at the level of 
individual organizations and citizens. Currently, attacks on 
data storage systems are becoming more complex and 
frequent, that is why information security issues should be a 
top target for maintenance of the economy resilience. 
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