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Abstract—The research identifies the main problems of 

the domestic software introduction in the interests of 

public authorities. First of all, in addition to consumer 

qualities, there is an acute issue of reliability and safety of 

foreign products which will be used. Import substitution in 

this case goes in two directions: full import substitution in 

departmental and state information systems and partial 

import substitution of separate elements of systems, in 

particular, import substitution of office software. 
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I.  INTRODUCTION  

The Russian state policy of import substitution is 
inherently protectionist. It consists of deliberately restricting 
imports with a use of various financial and administrative 
instruments [1]. It should be noted that many developed 
countries have elements of protectionism in their politics, and 
in this matter Russian Federation politic strategy is not 
original. For example, in the United States since 1933, the so-
called “Buy American Law” [2], requiring federal funds to 
purchase only American-made goods, has been in force. In 
Brazil the state program “T1 Mayug” was adopted in 2012. It 
was designed to support national software developers 
financially through the government procurement system and it 
did not allow the participation of foreign companies [3]. 
Similar measures were taken in China: Art. 10 of the "Law on 
Public Procurement in the People's Republic of China", 
adopted on June 29, 2002, obliges government agencies to buy 
only Chinese goods and services [4]. 

On the one hand, such a policy stimulates the national 
producer, allowing start-ups to get on their feet, and for 
mature companies to get a share of domestic demand easily. 
But on the other hand, there is a considerable danger in it: in 
the absence of natural competition with world market 
participants, based exclusively on the goods quality struggle, 
the national producer does not invest in innovations and 
simply “parasitizes” on state subsidies.  

The topic of import substitution is not new to Russia. 
According to a number of researchers [5,6,7], the country 
gained some positive experience after the 1998 crisis. The 
depreciation of the ruble and the multiple increase in prices for 

imported goods caused an increase in the volume and range of 
domestic production, followed by the consumption 
reorientation to Russian goods. In 2008-2009 The ruble 
devaluation became the catalyst for import substitution again. 
A feature of this stage was the localization of foreign 
production capacities in Russia in a number of industries. 
Currently, the next wave of import substitution is caused by 
economic sanctions and geopolitical risks. Today, the level of 
this task relevance has reached its maximum, since its solution 
affects various aspects of the internal and external security of 
Russia, which is based on information technologies as in other 
modern countries. Although large foreign developers, such as 
Microsoft, provide Russian government departments with 
access to the source codes of their programs, there is a risk of 
having undocumented “bookmarks” in their compiled 
versions. Such "bookmarks" are hidden from the user and 
provide an attacker with unauthorized access to the computer 
on which this program is used, and, accordingly, to the 
information stored on it. 

The importance of IT for the economy is also confirmed 
by statistics. From 2000 to 2018 the global software market 
has grown almost 20 times: according to various estimates, 
today it ranges from 1-2 trillion dollars. USA [8, 9, 10]. The 
share of Russian exports in the market is extremely small - 
only 0.5%. At the same time, the dependence on imports is 
enormous: the share of foreign software and hardware used in 
Russian Federation varies from 60 to 95% in various 
industries. According to some reports [10], annually large 
foreign IT companies receive through license fees more than 
40% of the Russian IT market total volume. In this share about 
30% are state-owned organizations. As a result, the total cost 
of software ownership can be 5-6 times higher than the initial 
cost of its implementation. 

In the spotlight of the foregoing, it is appropriate to study 
the problems of import substitution of software in the field of 
public procurement, to find out ways of reducing the imported 
software suppliers‟ dependence, to determine the role of the 
state in this problem solving. This article assesses the import-
substituting state policy, analyzes the state and problems of 
import substitution software in the field of public 
procurement. 
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II. RESEARCH METHODOLOGY

The Russian Federation paid special attention to the import 
substitution strategy in 2014. The main reason for this was the 
simultaneous introduction of economic sanctions by a large 
number of states against Russian legal entities and 
individuals., Import substitution began to grow faster after the 
imposition of sanctions, as political leaders were faced with 
the task of increasing the national and economic security of 
the state., Regulatory legal acts and decisions in the field of 
import substitution began to be worked out intensively, and 
amendments to existing federal laws were introduced. [11] 
Since public procurement is one of the most powerful tools to 
stimulate production, political and economic processes, the 
state political leaders decided to support the import 
substitution strategy by turning to this instrument. The main 
reasons for this decision were:  

- transparency of bidding,

- a unified information system in the field of
procurement,

- open and accessible for viewing by the population,
and, accordingly, publicity.

On January 1, 2016, the Federal Law of June 29, 2015 No. 
188-FZ “On Amendments to the Federal Law of July 27, 2006
N 149-FZ “On Information, Information Technologies and the
Protection of Information” and article 14 of the Federal Law
of 05.04.2013 N 44-ФЗ “On the contract system in the field of
procurement of goods, work, services to meet state and
municipal needs” came into force. The process of public
procurement of goods, works, and services underwent serious
changes after the introduction of the aforementioned Federal
Law [3]. All state and municipal bodies, state corporations
“Rosatom” and “Roskosmos”, governing bodies of the state
extra-budgetary funds, as well as state and budget institutions,
must carry out procurement in accordance with the
requirements described in Article 3 of the Federal Law dated
05.04.2013 N 44-FZ [12]. From January 1, 2016, for public
procurement it is necessary to use domestic software, mainly
included in the unified register of Russian programs for
electronic computers and databases (hereinafter referred to as
the Russian software register), in accordance with the Decree
of the Russian Federation Government from November 16,
2015, N1236 [13]. The Ministry of Telecom and Mass
Communications of the Russian Federation is the authorized
federal executive body for creation and formation of the
register. The Russian software register is a classified list of
software products. At the beginning of 2019 the register
included 5082 software tools.

III. RESULTS

When making public procurement, the customer has the 
right not to establish a ban on the admission of foreign 
software in two cases (according to [13]): 

- when there is no information in the unified registry about
software that corresponds to the same class of software as the 
software planned for purchase; 

- when the software, information about which is included
in the register and which corresponds to the same class of 
software as the software planned for purchase, in terms of its 
functional, technical and (or) operational characteristics does 
not meet the requirements for the software planned for 
purchase established by the customer. [13] 

If domestic software from the register does not fit the state 
customer for its functional, technical and (or) operational 
characteristics, then it is necessary to prepare the rationale for 
the foreign software use further and to place it in a single 
procurement information system at the same time as posting a 
notice on the procurement. 

The procedure for preparing the justification was also 
approved by [13]. The justification should fully comply with 
the structure approved by the Government Decree, and the 
arguments given should be supported, if necessary, by 
references to the documentation for the requested software, 
otherwise the state customer may arise questions from the 
Federal Antimonopoly Service, and also requests for 
clarification may be formed. In other cases, complaints may be 
submitted in a single information system in the field of 
procurement from individuals and legal entities. Complaints 
will be further dealt with by the Federal Antimonopoly 
Service. The complaint may be considered unfounded, 
substantiated, partially substantiated. If the Federal 
Antimonopoly Service of Russia determines that the complaint 
is partially substantiated or justified, the order is issued to the 
customer to amend the procurement documentation, and the 
responsible persons on the part of the state customer who are 
responsible for the commission of this illegal action are 
brought to administrative responsibility. 

IV. DISCUSSION

What are the main difficulties a state customer may 
encounter while forming a technical task for the acquisition of 
any services, including services for the creation of state 
information systems? Particular attention in the process of a 
technical task formation is paid to the compatibility of system-
wide and special software, including information security 
software [14]. 

For example, the most commonly used operating system is 
the Windows operating system, and, accordingly, the software 
for creating and editing various documents is Microsoft 
Office. Microsoft Office is an imported software and, 
accordingly, is not included in the register, though in this 
register there is another software that corresponds to the same 
class as the above - My office. But it does not meet the 
requirements and functional characteristics for the software of 
this class, the user cannot fulfill all the tasks assigned to it in 
it, not all the required special software is compatible with this 
software package. "My office" requires serious improvements 
from the developers. In addition, the state customer often has 
to buy equipment for previously purchased equipment, in 
accordance with which the software purchased as part of 
public procurement should be compatible with the software 
installed on previously purchased equipment. 
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Despite the policy of import substitution of software 
declared by the state, the dynamics of changes in this area was 
extremely weak. Let's look at some statistics [10, 15]. 

In 2017, like two years ago, the most popular database 
management system (DBMS) in the public sector are 
Microsoft and Oracle products. The leader in this market was 
Microsoft SQL Server, which underlies 131 federal state 
information systems (FSIS) from 339, that is, it is used in 
38.6% of cases. In 2015, 132 FSIS, that is 41.1%, were based 
on this DBMS, since the total number of federal systems was 
then smaller and amounted to 321. Oracle Database ranks 
second - it was used in 86 federal systems, which is 25.4% of 
cases. At the same time, this DBMS was the most demanded 
in the segment of large FSIS, which has more than 1 thousand 
users. There are 118 such systems in total. In 2015, 90 of 321 
systems, that is 28%, were based on Oracle Database. 

Despite all the difficulties of the of IT import substitution 
process, a number of experts still notice positive 
developments. More and more successful Russian IT solutions 
are appearing; the attitude towards domestic developments is 
changing for the better. The list of the largest and most 
prominent among the projects in the field of it-import 
substitution is presented in Table I. 

V. CONCLUSIONS

* Having examined the above examples, we can conclude
that the main advantages of import substitution of software in 

the field of public procurement is to ensure the economic 
security of the state, stimulate scientific and technological 
progress, and increase the competitiveness of the domestic 
companies’ development. The improvement of the domestic 
developments competitiveness is achieved due to the lower 
cost of acquiring domestic software in comparison with 
foreign counterparts, and its better adaptation to Russian 
realities [16]. For example, a domestic developer will respond 
to the amendments and update the software version more 
quickly, when the legislation of the Russian Federation is 
changing. Russian developer not only provides technical 
support for his software in the quickest manner, but also takes 
into account the wishes of the state customer, that is, changes 
initiated by the customer can be made to the developed 
product. It is worth noting that those developed companies 
that set goals for the software development, spent more 
resources and resources before amendments to the law had 
received the necessary competitive advantages and can now 
compete with foreign developers at the high level. [10] 

We should note the following disadvantages in software 
import substitution in the field of public procurement. There 
are no Russian products alternatives with comparable 
functional characteristics for all classes of software, not all 
special software is compatible with system-wide domestic 
software, there are risks of failures of various customer 
systems due to the use of raw Russian products.  

TABLE I.  IMPORT SUBSTITUTION PROJECTS LAUNCHED IN 2015-2019 

Customer Contractor Foreign IT solution 
replaced 

Domestic or open source solution replaced the foreign Project 
budget, mln 

rubles 

Year of 
project 

start 
Moscow City 
Court 

Krok No data  Aquarius Servers, Postgre SQL DBMS, WSO2 
integration bus, Kaspersky antivirus Krok application 
subsystems, Optima-V planetary scanners (manufactured 
in Irkutsk) 

2468 2015 

Moscow Region 
Government 

Softline Depo, Basalt SPO, 
TONK Group of 
Companies, etc. MS 
Windows, MS Office,  

OS Alt 

1820 2017 

Federal Tax 
Service of 
Russia  

GNIVTS Federal Tax 
Serv, IBS, Elvis-Plus, 
Basalt SPO and others 

MS Windows OS Alt 
982 2017 

Transneft  Galaxy SAP ERP “Galaxy”, Galaxy EAM and Galaxy AMM 
917 2017 

Rosreestr AT Consulting, 
Transdata 

Oracle DBMS (IS EGRP 
and AIS GKN) 

DBMS PostgreSQL (EGRON, second and third turn) 
365 2015 

The Post of 
Russia  

Binom Microsoft Office MyOffice 
358 2019 

Russian 
Railways 

Servionica VMware Horizon, Citrix 
Xen Desktop 

RUSTEC 
348.5 2017 

An important factor complicating the transition to 
domestic software systems is also the need for personnel 
retraining to work with a domestic software, which is far from 
always easier to use than the foreign alternative.  

In addition, it is not economically profitable for Russian 
companies to invest resources into the development or 

refinement of all software classes, because there are popular 
foreign counterparts on the market that users are used to and 
who they trust. In such cases, only top-level political decisions 
can have an effect. 

The main reasons of the sluggish dynamics of import 
substitution: 
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1) IT executives in government agencies are afraid to
switch to domestic DBMSs and server operating systems. The 
reason for the fear is that migration to a new product is a 
process that takes months and is fraught with failures. 

2) The transition to a new solution requires financial
resources. IT managers are not always able to convincingly 
argue why the department should migrate from one product 
that suits them perfectly to another, completely similar. If we 
ignore the policy of import substitution, this is simply a costs 
doubling of resolving the same issue - at least that is how the 
Accounts Chamber and other control bodies can assess the 
situation. 

3) The problem is complicated by the fact that in some
cases the replacement of basic software will lead to the need to 
process the entire federal state information system. This will 
entail re-testing, integration, staff training, etc. 

4) No less important is that in the information field there
are practically no examples of successful projects related to 
the replacement of foreign software with Russian. There is no 
public experience that IT executives could focus on. 

The results from the current state policy of import 
substitution cover the emerging disadvantages, but, 
nevertheless, they cannot be left unattended while future 
decisions developing in the field of creation and 
implementation of domestic software at the level of state 
authorities and business. It will take a lot of time, 
accumulation of investment resources, and most importantly, 
the chosen course continuation of the import substitution state 
economic policy in the field of information technology. All of 
the above measures used in a single complex will allow to 
achieve the necessary level of information sovereignty and 
information security of the state. 
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