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Abstract. The paper validates the fitness of taking a game-theoretic approach to modeling the 

process of executive decision-making in the economy in the context of the third information 

situation, when the probability values of the economic environment states are unknown and 

must be in line with the corresponding linear ordering relations. Using the problem of funds 

allocation between the assets of an enterprise as an example, the paper analyzes the changes in 

the decision depending on the selection of sequences, which determine the probability 

distribution and comply with a certain ordering relation. To estimate the probabilities, 

weighting systems were selected with regard to nonstrict and strengthened nonstrict ranking, 

which were built using the increasing generalized arithmetic Fishburn progression and the 

sequence generated by Fermat numbers, respectively. The paper accentuates the role of the 

decision-making body when selecting the estimate of distribution of the economic environment 

states.  

Advances in Economics, Business and Management Research, volume 128

International Scientific Conference "Far East Con" (ISCFEC 2020)

Copyright © 2020 The Authors. Published by Atlantis Press SARL.
This is an open access article distributed under the CC BY-NC 4.0 license -http://creativecommons.org/licenses/by-nc/4.0/. 2733

1. Introduction

The special features of economic and social systems call for a development of such a game-theoretic

approach to modeling the executive decision-making process in the economy, which would make it

possible to account for the ambiguity, random nature and incompleteness of information. These

features of the economy result in a situation where in the game-theoretic modeling of the economy not

all exact and true values of the payoff matrix entries are known or they may be absolutely unknown,

however, the law that can be applied to find them is established (or can be identified). In such

circumstances, it is necessary to apply neoclassical zero-sum games. Furthermore, to extend the scope

of zero-sum games application in economic and mathematical modeling, it is worth to use them in

combination with statistical games, as well as with probability theory, mathematical statistics, and the

theory of stochastic processes.

2. Relevance

In [1], the author goes into the details of the concept of combined application of statistical and zero-

sum games for executive decision-making in the economy. This concept has widespread application in

various spheres of executive decision-making, being used for the optimal allocation of available

resources between different assets, evaluation of the investment projects implementation, etc. Among

other things, both Russian and foreign scientists consider the application of the game-theoretic

approach to assess information security risks. One way of looking at information protection is in terms



 

 

 

 

 

 

of optimizing the volume of expenses associated with information security [2] (allocation of monetary 

resources), the other – is in terms of optimizing resources spent on maintaining health of the network 

attack protection system [3] (allocation of system resources – system power). In these and other 

studies, the authors consider game-theoretic models based on the application of an estimate of the 

economic environment probability values. A set of sequences assessing the distribution of the 

economic environment states will allow the decision maker to have greater flexibility when analyzing 

various economic systems. In the monograph [4], in-depth consideration is given to the application of 

Fishburn formulas and their generalizations (Fishburn sequences and, particularly, generalized 

Fishburn progressions) in the modern portfolio theory for a proper modeling of the task of selecting an 

efficient portfolio in the field of various information situations. 

3.  Problem statement 

The game-theoretic approach to modeling the executive decision-making process in the economy 

should account for the ambiguity, random nature and incompleteness of information. In game-

theoretic models, probability values of the economic environment (EE) probable states should be taken 

into account. Estimates of the unknown probability values can be acquired by expertise or proposed by 

the decision maker based on the available information, his or her preferences and goals. Correctness 

and adequacy of the probability values estimate impact the resulting model indicators, analysis quality 

and management process outcomes based on the application of such a model. To make an estimate of 

probability values, it is proposed to use Fishburn sequences [4] and second-order Fishburn sequences 

[5] complying with a simple and partially strengthened nonstrict linear ordering relation (e.g. see [4, 

pp. 96-97]) of factors. The purpose of the article is to consider the potential for using Fishburn 

sequences in game-theoretic models. 

4.  Theoretical 

The first step to take prior to applying the games theory for executive decision-making in the economy 

is to construct a payoff matrix, which is generally the most time-consuming phase. Whereas in the 

game-theoretic modeling of the economy not all exact and true values of the payoff matrix entries are 

known or they may be absolutely unknown, the law that can be applied to find them is established (or 

can be identified). The process of finding the unknown members is based on applying the estimate of 

the economic environment probability values. Let us consider a case when nothing is known for the 

probability values of the economic environment states, except that they are governed by a certain type 

of an ordering relation. According to a classification of information situations (IS) by R.I. Trukhaev 

[6, p. 13], this is the case of a third IS. In the third IS field, the unknown probability values of the 

economic environment state must be in accord with the given set of constraints or a certain ordering 

relation. These ordering relations have been studied comprehensively by P. Fishburn [7-9] and are 

discussed, for example, in the monograph by R. I. Trukhaev [1-21]. R. I. Trukhaev presents the main 

point estimates of the prior probability distribution of the economic environment states in the third IS 

field. In his monograph, R.I. Trukhaev refers to these estimates of the prior probability distribution of 

the economic environment states as Fishburn point estimates. Fishburn formulas provide for a simple 

and natural way of defining the estimates of the probability values of the economic environment states, 

when any given priority vector is set for these probabilities, i.e. one or another ordering relation. The 

article [10] introduces a concept of Fishburn progressions:  Fishburn arithmetic progression and 

Fishburn geometric progression; their properties were also discussed in [11], [12]. Fishburn 

progressions are often used in the literature on mathematical modeling of decision making under 

ambiguity, for example, in [13-20]. The concept and main properties of the generalized Fishburn 

progressions are stated, for example, in the monograph [1-21]. In [5], the concept of Fishburn 

sequences of the first and second orders is considered in depth. Let us consider the potential for using 

Fishburn sequences in game-theoretic models.  
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5. Practical significance 

We shall exemplify the proposed method application by establishing the information security budget 

of an enterprise. Today, information systems for both business and state-owned enterprises are an 

important component of the entire management system, therefore, the enterprise makes certain 

investments to ensure efficient protection against network attacks depending on the security level 

estimate. To identify any deficiencies in the information protection system, a cyber-security (CS) audit 

is carried out, e.g. an expert security audit based on the expertise of the involved auditors. An 

information system is comprised of several subsystems, either of which is meant to perform its 

function: maintenance support (computers; data collection and storage devices, data processors and 

communication units; office equipment), software support (systemic and applied), information support 

(databases, data classification systems, and documentation systems), organizational and legal support. 

The enterprise seeks to mitigate any damage while maximizing the probability of blocking an attack. 

Suppose that four assets (subsystems) are in danger of an attack against the information system and the 

enterprise plans to allocate 40 MU to ensure cyber security. The probability of the attack causing 

damage can be represented as a product of the attack probability by the probability that the attack was 

successful and impaired the enterprise. When calculating the attack probability values and the 

probability of damage the attack caused, statistical methods and peer reviews are used. Statistical 

methods rely on the analysis of historical data on actual information security incidents. Due to the lack 

of statistical data, statistical methods are not always practicable. Assume that during the cyber security 

audit, the probability values of damage due to a network-level attack are obtained based upon 

statistical data. Expert opinions were the same about the ranking of attacks on subsystems, though, 

were different about the number of probable attacks. In view of the decision to estimate the attack 

probability, weighting systems were selected for four subsystems with regard to nonstrict and 

strengthened nonstrict ranking, which were built using the increasing generalized arithmetic Fishburn 

progression and the sequence generated by Fermat numbers, respectively. Depending on the expert 

opinion, the following data for the probability of the attack causing damage were acquired (table 1). 

Table 1. Probability of the Attack Causing Damage to the Enterprise Subsystems According to the 

Opinion of Two Expert Groups. 

 Enterprise Subsystems 

1 2 3 4 

Damage Probability 0.1 0.05 0.03 0.1 

Attack 

Probability 
1st gr. of experts 83

 
82

 
82

 
81

 

2nd gr. of experts 3017
 

305
 

305
 

303
 

Probability of 

the Attack 

Causing Damage 

1st gr. of experts 0.0375 0.0125 0.0075 0.0125 

2nd gr. of experts 0.0567 0.0083 0.005 0.01 

 

The possible allocation of funds for secondary protection of the information system can be done 

using the strategies provided in Table 2. The probability of blocking an attack on the j-th subsystem, 

which received the jir
 funds can be taken as equal (e.g. see [2]): 

 
  jir

jji qa  11
, 

ki ,1
, 

nj ,1
 (1) 

In this case, it was hypothesized that the higher the probability of the attack causing damage, the 

more advanced the used standardized safety devices, therefore, the subsystem requires less resources 

to remove security deficiencies. 
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Using a formula (1), two probability matrices of the subsystem cyber security maintenance can be 

obtained, according to the expert opinions. By applying the game theory, we can find a saddle point. 

Should there be none (as in this case), we proceed to finding mixed strategies.  

Table 2. Allocation of Funds per Enterprise Subsystems. 

Strategy No. 
Enterprise Subsystems 

1 2 3 4 

1 5 10 5 20 

2 5 7 10 18 

3 10 13 13 4 

4 12 5 10 13 

5 15 10 10 5 

Probability of 

the Attack 

Causing 

Damage 

1st gr.  

of experts 
0.0375 0.0125 0.0075 0.0125 

2nd gr.  

of experts 
0.0567 0.0083 0.005 0.01 

 

To find the mixed strategies, we should solve linear programming problems; the coefficients at 

variables are defined using a formula (1), respectively for the two expert opinions that we consider. 

Solution of games in mixed strategies yields the following results for the first and the second case, 

respectively:  0;0;7466.0;2534.0;01 


p  and  0;0;8312.0;1688.0;02 


p . At that, the 

recommended amounts of subsystems financing are:  5479.7;2397.12;4795.11;7329.8  and 

 3634.6;4936.12;9871.11;1559.9 . 

6. Conclusion 

The process of building a payoff matrix is one of the most important and complex phases of game-

theoretic modeling. The problem of information incompleteness makes it possible, in some ways, to 

take into account and overcome the use of neoclassical zero-sum games, which are two-person zero-

sum games defined by the partially known payoff matrices. The eventual outcomes obviously depend 

on the selected estimate of distribution of the economic environment states. The decision should be 

made by the decision-making body based on the available information, experience, 

competence and professional intuition. 

7. Acknowledgments 

The study was supported by the Russian Foundation for Basic Research as part of a scientific project 

№ 18-010-00688. 

8. References 

[1] Seagal A V 2017 Game theory and its economic applications Textbook (Simferopol: IP 

Kornienko A A) 414 p 

[2] Yuryev V N 2015 Game approach to risk assessment and budgeting of information security of 

an enterprise Applied Informatics T 10 2(56) pp 121–126 

[3] Basalova G V 2017 Application of game theory methods in intrusion detection systems Bulletin 

of the Tula State University. Technical science (Tula) 10 pp 207–216 

[4] Seagal A V 2018 Fishburn sequences and their application in modern portfolio theory: 

monograph (Simferopol: Kornienko A.A.) 204 p 

[5] Seagal A V 2019 Estimation of the vector of weight coefficients System analysis and 

information technology Proceedings of the Eighth International Conference SAIT-2019 (July 8–

Advances in Economics, Business and Management Research, volume 128

2736



 

 

 

 

 

 

14, 2019, Irkutsk-Listvyanka, Russia) pp 478-486 

[6] Trukhaev R I 1981 Models of decision making in conditions of uncertainty (M.: Nauka) 258 p 

[7] Fishburn P C 1965 Analysis of Decisions with Incomplete Knowledge of Probabilities 

Operations Research vol 13 2 pp 217-237 

[8] Fishburn P C 1964 Decision and Value Theory (N. Y.: John Wiley & Sons) 437 p 

[9] Fishburn P C 1965 Independence in Utility Theory with Whole Product Sets Operations 

Research vol 13 1 pp 28-45 

[10] Sigal A V 2015 Generalized Fishburn progressions Analysis, modeling, management, 

development of socio-economic systems (AMUR-2015): Sat. scientific tr I X Int. school-

symposium AMUR-2015 (Sevastopol, September 12-21, 2015) (Simferopol: KFU im. V.I. 

Vernadsky) pp 343-350 

[11] Sigal A V 2017 On the reduction of the generalized Markowitz model in the field of the third 

information situation to the classical Markowitz model System analysis and information 

technologies: Proceedings of the Seventh International Conference SAIT-2017 (June 13–18, 

2017, Svetlogorsk ) (M.: FITZ IU RAS) pp 159–167 

[12] Sigal A V 2015 On sequences satisfying a simple and partially strengthened linear order relation 

Modeling and analysis of safety and risk in complex systems: proceedings of the Intern. 

scientific School MA BR-2015 (St. Petersburg, November 17–19, 2015) (SPb. : SUAI) pp 77–

84 

[13] Makarova I L 2015 Analysis of methods for determining weight coefficients in the integral 

indicator of public health International scientific journal "Symbol of Science" (Ufa) 7 pp 87–94 

[14] Somov V L 2017 Methods for determining the weighting coefficients of dynamic integral 

indicators Statistics Information and Publishing Center "Statistics of Russia" (Moscow) 6 pp 

74–79 

[15] Tyutyukina E B 2014 Determination of priority areas and investment support for the 

development of the Russian economy Economic analysis: theory and practice (Moscow) 

38(389) pp 2–11 

[16] Nedosekin A O 2003 Methodological foundations of modeling financial activities using fuzzy-

multiple descriptions: author. ... doctors econ. Sciences: 08.00.13 "Mathematical and 

instrumental methods of economics" (St. Petersburg) 37 p 

[17] Abdulaeva Z I, Nedosekin A O 2013 Strategic analysis of innovative risks: a monograph (SPb .: 

Publishing house of the Polytechnic. University) 145 p 

[18] Potapov D K On the methods for determining the weight coefficients in the problem of 

assessing the reliability of commercial banks http://www.ibl.ru/konf/041208/60.pdf 

[19] Sazonov A E 2013 Using the method of expert relations of preference to assess the level of 

excellence of the safety management system of a marine vessel Bulletin of the State University 

of the Sea and River Fleet named after Admiral S.O. Makarov 3(19) pp 94–104 

[20] Korovkina N L, Fay M S 2014 Justification of investments in information technology based on 

a tree of business drivers Business informatics 3(29) pp 57-68 

[21] Antonenko D V, Kiushkina V R, Solovev D B 2018 Rang Analysis of Distributed Electricity 

Consumers of Decentralized Energy Zones of the North and Arctic Regions of the Russian 

Federation 2018 International Multi-Conference on Industrial Engineering and Modern 

Technologies (FarEastCon), International Conference on. [Online]. Available: 

http://dx.doi.org/10.1109/FarEastCon.2018.8602483 

Advances in Economics, Business and Management Research, volume 128

2737

http://dx.doi.org/10.1109/FarEastCon.2018.8602483

