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ABSTRACT

The main attention is paid to the review of prospects in the field of legal regulation of such new financial
instruments as cryptocurrencies as a type of electronic money. A number of bills and laws governing the
public relations in question are analyzed. The problems that the Russian legislator is required to solve in order
to ensure adequate legal regulation of new public relations are highlighted. The experience of some foreign
countries in the field of legal regulation of cryptocurrencies is analyzed. It is concluded that today the
development of the legal regime of new financial instruments, cryptocurrencies, is an urgent need. The lack of
state regulation in the Russian Federation of electronic payments made in payment systems that use
cryptocurrency as a means of transactions introduces confusion into society making the use of digital
financial assets in the Russian Federation doubtful, which seems like a denial of world technology.

Ultimately, the development of the Russian state depends on the fastest solution to this problem.
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1. INTRODUCTION

Over the past few years, in the Russian Federation, an
object such as cryptocurrency has caused legal dissonance
regarding its nature and determination of its property.
Article 128 of the Civil Code of the Russian Federation
contains a list of objects of civil rights, the circulation of
which is regulated in the state. They include:

e items, including cash and documentary securities;

e other property, including cashless funds,
uncertificated securities, property rights, digital rights;

e results of work and provision of services;

e protected results of intellectual activity and
equivalent means of individualization (intellectual
property); and

e intangible values [1].

However, cryptocurrency does not possess the signs of any
particular object from those specified in Article 128 of the
Civil Code of the Russian Federation. Due to the fact that
the legislative definition of a cryptocurrency or an object
possessing its attributes is not enshrined, this raises many
questions in the economic and legal fields, for example, is
it possible to use such an object by any person (without
giving the subject special status); is such an object
recognized as a means of payment; whether
cryptocurrency is subject to accounting; does tax
legislation apply to such an object and many other
questions.

Statistics on the use of various types of cryptocurrencies in
the world (2018)

2. RESEARCH METHODOLOGY

This study is an analysis of the standards of Russian
information law that regulate current problems against the
background of the growing role of information technology
in the modern world.
The study analyzed more than 20 sources of various levels
on the development and implementation of state regulation
of the legal nature of cryptocurrency as a type of electronic
money.
The authors used the following research methods:
e formal-legal, when indicating signs and analyzing
the definition of “cryptocurrency” and “electronic money”;
e comparative method, when comparing the legal
regulation of access to this type of information and its use;
e structural analysis method, when studying an
object, its specific features are analyzed as a structural
element included in a more general concept (a more
general concept with respect to the concept of
“cryptocurrency” is the concept of “electronic money”).
Using this method, the authors proposed an introduction of
the concept of "cryptocurrency" to Russian legislation; and
e information approach, when studying any object,
process, or phenomenon in nature or society; the first goal
is to identify and analyze the most specific information
aspects that substantially determine their current state and
development.
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3. RESEARCH RESULTS

The following authors tried to determine the legal nature
of cryptocurrency in their papers, L.A. Novosyolova, A.L
Saveliyev, R.M. Yankovsky, and others.

L.A. Novosyolova in her paper cited the main
characteristics of Bitcoin, to which the following were
attributed:

e Bitcoin exists in the form of an electronic record;

e its value is determined by the market;

e distributed way of storing information (there is no
centralized storage);

e Bitcoin is issued as a result of mining;

e this is an exhaustible resource (it is possible to
issue only 21 million coins);

e transactions are not subject to cancellation;

e division of one unit to one hundred-millionth part;

e open registry of actions; and

e low transaction costs, in comparison with other

payment systems [2].
Any cryptocurrency possesses the listed features, possibly,
with the exception of limited quantity and such a small
division. Trying to correlate the selected features with the
features of existing objects of civil rights, the following
result was obtained:

e this is not an item since it does not have a tangible
form of presentation;

e this is not money (such a definition of
cryptocurrency would be contrary to Article 27 of the Law
on the Central Bank, which states that the ruble is
recognized as the official currency in the Russian
Federation and the introduction of other currency units is
not allowed [3]);

e this is not a paperless security since it does not
meet the general provisions on a paperless security
contained in Article 149 of the Civil Code of the Russian
Federation; in addition, according to Clause 2 of Article
142 of the Civil Code of the Russian Federation, a security
may only be recognized as an object that is named as such
in the law or recognized as such in the manner prescribed
by law [4];

e this is not the results of work and provision of
services since there is no obligation between the
participants in the system;

e these are not protected results of intellectual
activity and equivalent means of individualization
(intellectual property) since all operations are performed
using technical software protocols and there is no creative
component; and

e they are not intangible values since they do not
relate to objects that are closely related to the person.

Due to the complexity of determining the legal nature and
the lack of mention of cryptocurrencies in Article 128 of
the Civil Code of the Russian Federation, some scholars
have proposed banning their use in the territory of the
Russian Federation [5]. However, the specified article (128
of the Civil Code of the Russian Federation) does not
indicate information as an object, although it is actually
used as a product in civil matters. However, since such
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information should constitute value, this leads us to the
concept of electronic means of payment. The position of
the legislator that only cash is related to electronic means
of payment [6], as mentioned above, excludes the
attributing of cryptocurrencies to them.

Cryptocurrency is not electronic money as well. According
to the concept of “electronic money” enshrined in the
Directive, electronic money is issued by a participant in
the system upon receipt of funds, which does not apply to
cryptocurrency. This is due to several reasons: firstly, the
determination of the value of cryptocurrency is impossible
due to the absence of exchange rate since such an object is
not recognized by any country as a legal means of
payment, which means it does not fall under the scope of
Federal Law No.173-FZ 12/10/2003 “On Currency
Regulation and Currency Control,” second, the value is
credited to a personal account in the system in two ways,
receiving an electronic payment from another counterpart
in the system or receiving remuneration for securing a
transaction, in the form of a set of characters obtained by
solving a computational problem using technical means
(mining).

Speaking about the impossibility of defining
cryptocurrency as electronic money, it should be
mentioned that the payment system includes an issuer, as a
rule, with the status of a credit organization, other
organizations, partners, between which an electronic
payment is made using systemic means of payment, and
users. In a system that uses cryptocurrency as a means of
payment, the first two subjects are absent. A personal
account is opened to a user person, the status of which is
hard to determine (the absolute anonymity casts doubt on
the example described by L.A. Novosyolova, the case of
an anonymous online trading platform known as the Silk
Road [7]), which once again confirms the uniqueness of
such a system.

Another circumstance that makes it difficult to regulate
payment systems making electronic payments using
cryptocurrencies is their global nature. Such systems are
used in the territory of almost all countries, and in addition
to the uncertainty of the question of whether the legislation
of the country applies to the transaction (whether the
subjects are residents; in the territory of which country the
payment is made, etc.), there are no general principles of
legal regulation due to economic features, the development
degree of technology and law, of different countries.
"Other property" remains the only object not considered,
included in Article 128 of the Civil Code of the Russian
Federation. We believe that talking about cryptocurrency
as about other property does not make sense since this
definition is a pointer to an open list of civil rights objects
and does not exist as an object endowed with features
specific to it. Otherwise, the expression of one poorly
studied object through an uncertain another one will not
lead to an understanding of the concept.

Another generalizing but not enshrined at the legislative
level object for such means of payment that are not issued
by the state are “private money” described in the paper of
Friedrich A. Hayek. Until the 19th century, the state’s
monopoly on the issue of money was the exception rather
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than the rule [8]; private money was a banknote (a
document, usually a bill) confirming the size of the claim
on the issuer. Such a definition resembles the concept of
electronic means of payment but the difference is that
information about the cost (amount of claim) was reflected
on paper, instead of an electronic file. Issuers could be
banks, railway companies, construction companies, and
others, those who could issue a large number of such
documents secured by money. A.L. Saveliyev says that the
modern development of cryptocurrencies can be
considered as a return to the era of free banking at a new
technological revolution. By free banking, he understands
the issue of money by various banks on a competitive
basis, which was typical for the cash circulation of most
developed countries in the period 13-19 centuries [9].

L.A. Novosyolova proposes the following concept of
Bitcoin, “it is a binding right of claim arising based on an
agreement between counterparts in the relevant settlement
system” [10]. R.M. Yankovsky does not consider
cryptocurrency as a requirement, justifying that the lack of
a centralized depository precludes the possibility of
presenting a claim to anyone [11]. The absence of the
issuer and the impossibility of presenting a claim to it is
logical. For example, the issuer acts as an intermediary in
the banking payment system, receiving value from one and
distributing it to another. In a system, in which
cryptocurrency acts as a means of payment, counterparts
distribute these values without an intermediary. We
believe that the consideration of cryptocurrency through
the very prism of a means of payment is the most correct.
A counterargument to the fact that the determination of
cryptocurrency through the right of claim is impossible
due to the absence of a depository will be that the claim is
presented not to the issuer of the system but to all
participants of the system. The system has no subjects
other than counterparts to interact with. Drawing an
analogy with electronic money, which is a right of claim, it
should be mentioned that in addition to collecting money
from the issuer, electronic payments implying the
exchange of payment methods between users and their
redistribution in the system are made, which indicates the
emergence of relationships between counterparts, and the
subject themselves determine what fair legal fact lies at the
base of these relations (fulfillment of obligations under the
contract, donation, etc.).

Currently, according to Article 27 of the Law on the
Central Bank, private money is a money equivalent, the
circulation of which is prohibited in the state. This
understanding is supported by the courts when considering
administrative cases of a special proceeding on recognition
of information prohibited for distribution. They
unequivocally expressed the position that cryptocurrency
is a money equivalent [12].

It follows from the decisions of the courts reviewing civil
disputes that all adverse consequences arising and having
the opportunity to manifest themselves are borne by a
person who consciously performs an operation using
cryptocurrency. The Ryazhsky District Court of the
Ryazan Oblast issued a decision dated 04/26/2017 in the
case 2-160/2017; within the framework of this case,
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M.N. Bushayev filed a lawsuit in court to protect
consumer rights, in which he indicated that the individual
entrepreneur Boyarkin R.V. rendered him a Bitcoin
cryptocurrency exchange service poorly. The court,
pointing out that there is no legislative regulation of
cryptocurrency as an object of civil rights, considered the
plaintiff's claims insolvent and refused to satisfy the stated
claims. In the ruling of the Arbitration Court of the
Tyumen Oblast dated 06/22/2016 in the case A70-
15360/2016, the court called the actions of the debtor
unscrupulous due to the use of borrowed funds to purchase
cryptocurrency.

Such approaches of the courts seem unfair since the
relations that develop when performing various types of
actions with cryptocurrency exclude the application of the
rules of law to them, which deprives any legal protection.
The Ninth Arbitration Court of Appeal took the first step
towards classifying cryptocurrencies as part of the
bankruptcy case, attributing it to other property by
reference to draft Federal Law No. 424632-7. This
document marks the beginning of filling the legislative gap
since the refusal, with reference to the absence of a
regulatory framework, was deemed as the false one by the
second instance. In the ruling of the Moscow Arbitration
Court dated 03/05/2018 in the case NA40-124668/17-71-
160F, the court did not include cryptocurrency in the
bankruptcy asset, having referred to the absence of
attributing it to any object provided for in the legislation,
because of which the rule of the analogy of law is not
applicable. This judicial act was canceled by the Decree of
the Ninth Arbitration Court of Appeal dated 05/07/2018 in
this case.

Courts interpreted cryptocurrency negatively due to the
Information of the Bank of Russia dated 01/27/2014 “On
the Use of “Virtual Currencies” in Transactions,
Particularly, Bitcoin” (published in the Bank of Russia
Bulletin, No. 11 dated 02/05/2014) and Rosfinmonitoring
Information Message “On the Use of Cryptocurrencies,”
which expressly state that cryptocurrency is a money
equivalent and transactions concluded using them can be
attributed to transactions (operations) aimed at legalizing
(laundering) of proceeds from crime and financing
terrorism [13].

After that, the Federal Tax Service denied the findings of
the Bank of Russia in a letter, indicating that the law does
not prohibit the use of cryptocurrency in the territory of
the Russian Federation [14].

There was no other legislation, there were only separate
clarifications on issues published by the Ministry of
Finance, for example, “On the Regulation of the Issue and
Circulation of Cryptocurrencies” [15] and by the Federal
Tax Service (“On the Control of the Circulation of
Cryptocurrencies (Virtual Currencies)” [16].

Until recently, these were the only regulations governing
the circulation of cryptocurrencies in the territory of the
Russian Federation. In connection with the approval of the
List of Instructions following the meeting on the use of
digital technologies in the financial sector [17], two bills
were prepared:
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e Draft Federal Law No.419059-7 “On Digital
Financial Assets” [18];

e Draft Federal Law No. 373645-7 “On the System
of Distributed National Mining” (submitted to the State
Duma of the Russian Federation on 01/25/2018).

These bills were subject to negative criticism from
specialists in the field of cryptocurrency research.

Many comments were made about the first bill. Thus, the
opinion of the State Duma Committee on Information
Policy, Information Technologies, and Communications
stated that some of the concepts introduced already exist in
the existing legislation, and this bill does not indicate a
solution to this problem [19]; the opinion of the State
Duma Committee on the Financial Market stated that the
definition of a digital financial asset as the property is
incorrect and the bill does not reflect the solution of many
issues existing in the financial and legal area [20]; other
disadvantages were as well indicated in the opinion of the
Committee on Economic Policy, Industry, Innovative
Development, and Entrepreneurship No. 3.8/522 dated
April 3, 2018, and in the official comment of the
Government of the Russian Federation No.2968p-P10
dated April 19, 2018.

The second bill was returned with the reference to the need
for additional state funding to implement such a bill [21].
This document proposed to legalize only the state-owned
cryptocurrency, cryptoruble. It follows from the meaning
of this document that the author proposed the creation of a
bank payment system using Blockchain technology and
the means of payment used would be cryptoruble.

Both bills proposed defining cryptocurrency as a digital
financial asset. It is possible that introducing into the legal
circulation of a new object for regulation such complex
relations will help resolve the current situation but such an
introduction should be made by a more elaborated bill.
Federal Law No. 34-FZ “On Amending Parts One, Two,
and Article 1124 of Part Three of the Civil Code of the
Russian Federation” [22] (the so-called “Digital Rights
Act”) was adopted in March 2019.

This statutory act makes the following changes to the Civil
Code of the Russian Federation: first, it enshrines such a
definition as the “digital right,” which is a basic one.
Digital rights are mandatory and other rights, the content
and conditions for the implementation of which are
determined in accordance with the rules of the information
system that meets the criteria established by law. The
implementation, disposal, including transfer, pledge,
encumbrance of digital right in other ways or restriction of
the disposal of the digital right are possible only in the
information system without contacting the third party.
Digital rights are now objects of civil rights in accordance
with the provisions of Article 128 of the Civil Code of the
Russian Federation. Second, to simplify the process of
making transactions with digital rights, an expression of
one’s will is equated to a simple written form of a
transaction using electronic or other similar technical
means (using a smartphone or sending SMS, for example).
Third, smart contracts (“self-executable” transactions) are
regulated. Four, the law resolves the issue of legalizing the
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collection and processing of large amounts of information
in anonymized form ("Big Data").

Unfortunately, the new financial instruments under
consideration are increasingly being used in a criminal
environment, i.e in the commission of corruption crimes,
in the sale of narcotic and psychoactive substances and
pornography. Most often, these actions are carried out on
the illegal Internet (Darknet).

There are three main sectors of crypto crime: — illegal sale
of psychoactive substances (narcotic drugs, psychotropic
substances, etc.), other prohibited goods, content, or
services; — laundering of criminal proceeds using the new
digital currency; — theft of cryptocurrency and other
crimes against property [23].

4. DISCUSSING THE RESULTS

Consolidation in Article 128 of the Civil Code of the
Russian Federation of digital rights as an object of civil
rights, as well as a concept of digital rights in Article 141.1
of the Civil Code of the Russian Federation, allows the
courts to apply the analogy of law, instead of being guided
only by principles, which would form the base of good
judicial practice.

Unfortunately, administrative and legal regulation today
reduces only to by-laws of economic bodies. Thus, the
Information of the Bank of Russia dated 09/04/2017 “On
the Use of  Private “Virtual Currencies”
(Cryptocurrencies),” in which the Central Bank is not as
categorical as in the previous letter, indicating the high
risks of financial losses when using cryptocurrencies, is
currently in effect. There are also various clarifications
from government bodies, particularly, as follows: the
Letter of the Department of Tax and Customs Policy of the
Ministry of Finance of Russia No. 03-03-06/1/8061 dated
February 9, 2018; the Letter of the Ministry of Finance of
Russia No. 03-04-05/20048 dated March 03/29/2018 “On
Personal Income Tax with Respect to Income from
Transactions for the Purchase and Sale of Bitcoins”; the
Letter of the Ministry of Finance of Russia No. 03-03-
06/1/8061 dated 02/09/2018 “On Accounting for the
Purposes of Tax on Profit of Cryptocurrency Received as a
Result of Settlements (Barter),” and others.

To create a full-fledged regulatory framework, it is
required to draw attention to the experience of other
countries that have already determined the status of
cryptocurrencies in their jurisdiction. Thus, Australia and
the UK define cryptocurrency as a digital currency but not
related to financial assets; China considers it a commodity;
Japan, as a value; the USA consider it as an analog of
money, property, and digital goods; since 2013, Sweden
treats cryptocurrency as a currency; and Germany uses it
as a legal means of settlement. The Republic of Belarus
understands cryptocurrency as bitcoin, another digital sign
(token) used in international circulation as a universal
medium of exchange. There are also countries that have a
negative attitude to a digital financial asset and that are not
ready to recognize it as a legal object. These countries
include Denmark, Hong Kong, Ukraine, etc. [24].
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5. CONCLUSIONS

The lack of legislative regulation in the Russian Federation
of electronic payments made in payment systems that use
cryptocurrency as a means of transactions introduces
confusion into society making the use of digital financial
assets in the Russian Federation doubtful, which seems
like a denial of world technology. This result leads to a
huge legal gap, which, as a result, may cause the
development of the shadow economy and an increase in
the number of crimes committed using cryptocurrencies.
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