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ABSTRACT 

In the cyberphysical systems of “smart buildings”, digitalization is an indispensable basis for the entire total 

of processes of instrument monitoring and management of the numerous parameters of the functioning of the 

structure. This functioning implies a variety of aspects, including integrated security, comfort of life, 

industrial activity or just human living. The basic model of such functioning is considered to be the 

infographic system “person-technics-environment, RTE”, capable of fully and unambiguously set parameters, 

limitations and modes of instrument monitoring and management processes in a “smart building”. 

Digitalization of management and decision-making automation reduce the number of managerial personnel, 

increase the reliability of management, ensure the effectiveness of made decisions, increase profits and save 

resources. In Russia, unlike the foreign practice of digitalization, there are no outdated digital monitoring and 

management platforms. There is an opportunity to quickly and fully integrate new original domestic 

developments.  An example of the possibility of implementing digitalization technologies for monitoring and 

management can be the control of changes of the adaptive norm of a particular person in a dynamically 

changing environment. Domestic and foreign practice of study in this direction can be effectively combined 

with the currently actively developing study of cyberphysical systems and the digitalization of management of 

them. For this purpose, it is advisable to use the theory and practice of infographic modeling in combination 

with anthropotechnical management. The multilayer hierarchical infographic models, used for this, illustrate 

the ontology of terms and definitions of the science of interrelations and management in society, technics and 

the environment (cybernetics). 

Keywords: digital management, multilayer models, digital economy, infography, cyberphysical systems, 

anthropotechnical management, computer monitoring 

1. INTRODUCTION 

The term and concept of “cyberphysical systems” are 

associated with cybernetics, which studies the general 

mechanism of the processes of management and 

transmission of information in biological, technical, public 

and other systems. The ontology of the development of 

cybernetics has been known since the 5th century BC. A 

front burner is occupied by Andre-Marie Ampère (put into 

circulation the term “cybernetics”, 1834 [1, 2, etc.]), A.A. 

Malinovsky-Bogdanov (“tectology”, 1913-1922 [3]), L. 

von Bertalanffy (general theory of systems, 1930 [4]), P.K. 

Anokhin (direct and reverse afferentation in the functional 

systems of the human body, 1930-35gg [5, etc.]), J. von 

Neumann (cybernetics as a field of application сomputers, 

1943–46 [6, 7, etc.]), N. Wiener (feedforward and 

feedback management in living organisms and machines, 

1948 [8, 9, etc.]), K. Steinbuch (substantiated the applied 

science “informatics", as a specific field of cybernetics, 

1957 [7]), W. Gibson (substantiated “cyberspace” or 

“digital space” as virtual reality in computer technology, 

1982 [11, 12, 13, etc.]), V.O. Chulkov (substantiated the 

cyberspace of the “person-technics-environment” system 

as an infographic modeling, 1989-2018 [14, etc.]) and 

others. The ontology of terms and the interrelation of 

medical and technical cybernetics are shown in [15]. The 

summit of the modern development of cybernetics is the 

concept of cyberspace and the cyber system, in particular, 

the cyber-physical system (CPS). 

The term “cyber-physical systems” was introduced into 

scientific and practical circulation in 2006 by Helen Gill 

[16] at the NSF CPS Workshop seminar on integrated and 

hybrid systems of the US National science foundation. The 

organizers of this seminar reconsidered the role of 

integrated systems and came to the conclusion, that to 

create CPS, capable of working in the real world, a new 
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discipline is needed - model engineering or infographic 

modeling [17]. 

The cyberphysical system "... integrates computing 

resources into the physical entities of biological and man-

made objects" [18]. These resources in CPS are distributed 

throughout the physical system and are synergistically 

linked to its elements ”[19]. The computer monitors and 

manage the physical processes, affecting the calculations, 

in CPS based on feedback loops [20].  

The concept of electronic (digital) economy and the 

concept of digitalization were proposed by N. Negroponte 

[21], which intensified the development of digital 

technologies and led to the development of digital 

management [22], in particular, in construction [23, etc.]. 

Its electronic variety differs from the traditional economy 

by its significant dependence on the Internet of things [24], 

virtuality, and multilayer digital control [25], organically 

integrated into it, based on telecommunication networks 

and computer equipment. 

Cyberphysical systems in construction belong [15, 26, 

etc.] to applied cybernetics, they imply the study of natural 

phenomena and technical processes from the standpoint of 

the needs and limitations of a functioning person 

(designer, builder or building user).  

2. STUDY METHODOLOGY. 

Systemic, comparative and qualitative analysis, 

infographic modeling and anthropotechnical management 

were selected as the basis of the study. 

3. STUDY RESULTS 

3.1. Options for a basic monitoring model 

The principles of the digital economy are topologically 

interrelated [15] with the principles of evaluation of 

activity in the cyberphysical system “person-technics-

environment, PTE [14]”, the circular model of which 

(“triad”, fig. 1) demonstrates the interrelation of technical 

and medical cybernetics. 

In the relationship between the components (monads) of 

the PTE cyberphysical system, we distinguish four 

options. 

Option 1. Any two monads interact with each other (fig. 1, 

dotted thick double-sided arrows). 

Option 2. The interrelation of any two monads is a 

combination of two oppositely directed effects (fig. 1, 

three pairs of continuous thin one-sided arrows between 

the monads of the PTE system). The content of the effects 

BO1-6 and their results P1-6 in the process of monitoring 

the dynamics of changes of the human adaptive norm in 

the cyberphysical systems of “smart buildings” using 

digitalization is shown in Table 1. 

 
Figure 1 Interrelations (interactions and effects) and 

their results on a circular model of the PTE triad 

[Chulkov V.O., 2016] 

Option 3. The management effect of one monad of the 

PTE system is aimed at regulating the interaction of two 

other monads (“loading the interaction of monads”, fig. 2); 

however, the loading monad does not enter into a relations 

with interacting monads. 
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Table 1 The content of the effects E1-6 and their results R1-6 in the process of monitoring the dynamics of 

changes of the human adaptive norm in the cyberphysical systems of “smart buildings” using digitalization

Designation Content 

PTE Infographic model (triad) of monitoring of the dynamics of changes of the human adaptive norm in cyberphysical 

systems of “smart buildings” using digitalization 

Components (monads) of the PTE triad, fig. 1 

P Person and his mental activity (thinking) in the process of studying the dynamics of changes of his adaptive norm 

TONES Technics - products of a person’s mental creative activity, designed as a project [27] and implemented in production 

as components of the cyberphysical systems of “smart buildings” 

E Environment is a person’s living space in a “smart building”, served by cyberphysical systems and allowing a 

person to comfortably carry out the processes of vital activity and / or production activity in accordance with his 

dynamically changing adaptive norm 

Interactions of the monads of the PTE triad, fig. 1 

I1 The interaction of monads P and E, I1 = P ↔ E 

I2 The interaction of monads P and T, I2 = P ↔ T 

I3 The interaction of monads T and E, I3 = T ↔ E 

The effects of the monads of the PTE triad on each other, fig. 1 

E1 The effect of monad E on monad P, E1 = E → P 

E2 The effect of monad P on monad E, E2 = P → E 

E3 The effect of monad T on monad P, E3 = T → P 

E4 The effect of monad P on monad T, E4 = P → T 

E5 The effect of monad E on monad T, E5 = E → T 

E6 The effect of monad T on monad E, E6 = T → E 

The results R1-6 of the effect of the monads of the PTE triad on each other, fig. 1 

R1 R1 = T → P. This is the result of the effect of the components of the cyber-physical systems of “smart buildings” 

on a person in the process of carrying out his mental activity, life activity or industrial activity. Comparing the 

results of the instrumental quantitative (digitalized) evaluation of R1 with the current adaptive norm of a particular 
person, it is determined whether he is in a normal mode of functioning or goes beyond the scope of such a regime 

(exposed to the pathogenic effects of technics). 

R2 R2 = E → P. This is the result of the effect of the living space of a person in a “smart building” on a person in the 
process of his implementation of carrying out his mental activity, life activity or industrial activity. Comparing the 

results of the instrumental quantitative (digitalized) evaluation R2 with the current adaptive norm of a particular 

person, it is determined whether he is in a normal mode of functioning or goes beyond the scope of such a regime 
(exposed to pathogenic environmental effects). 

R3 R3 = E → T. This is the result of the analysis of how well-developed environment of the “smart building” allows 

to provide a person with comfortable mental activity, life activity or industrial activity when the components of 

the cyberphysical systems of the “smart building” function. The rationing of such an interconnection of E and T 
monads implies a rational combination of their antagonistic interests by the criterion of human comfort within the 

framework of its dynamically changing adaptive norm. 

R4 R4 = P → T. This is the result of evaluation of the degree of possibility and dynamics of human adaptation to the 
requirements of the technology of functioning of the components of the cyberphysical systems of the “smart 

building” based on digitalization. Such an opportunity and the required dynamics of adaptation should be within 

the limits of the adaptive norm of a particular person. Achieving the necessary level of functioning of 
cyberphysical systems in a “smart building” is directly related to the problems of training and improving the 

competence of the housing user. 

R5 PR = P → E. This is the result of evaluation of the degree of possibility and dynamics of a person’s adaptation to 

the parameters and specifics of the living environment of a “smart building”.  In the process of such adaptation, a 
specific person proceeds from the capabilities of his individual adaptive norm and can take certain steps to 

“improve” monad E, which are seemed correct. Such “improvement” may conflict with the requirements and 

norms of functioning of the cyber-physical systems of a “smart building” ". 

R6 R6 = T → E. This is the result of the analysis of how the functioning of the components of the cyberphysical 

systems of “smart building” influence on the functioning and transformation of the human environment. As a 

result, it is necessary to quantitatively evaluate (using the possibilities of digitalization and computerization of 
such an evaluation) how this influence is combined with the capabilities of the adaptive norm of a particular 

person. 
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Loading of interaction of LI1-3 of two monads of the triad of the PTE managing the effect of the third (free) monad, fig. 2 

НВ1 Loading by the management effect LI1 of monad P of the interaction I3 of monads E and T (fig.2) 

НВ2 Loading by the management effect LI2 of monad T of the interaction I1 of monads P and E 

НВ3 Loading by the management effect LI3 of monad E of the interaction I2 of monads P and T 

The results of loading the interaction LI1-3 of two monads of the triad PTE by the management effect of the third (free) monad, fig. 2 

(where ▼ is the symbol of the loading procedure) 

RL1 RL1 = LI1 ▼ E ↔ Т      (fig. 2) 

RL2 RL2 = LI2 ▼ E ↔ P 

RL3 RL3 = LI3 ▼ P ↔ T 

The results of loading by the management effects LI1 and LI2 the monad P of the interaction I3 the monads E and T, Fig. 3 (where ▼ 

is the symbol for the “loading” procedure) 

RSL1 RSL1 = LI1 ▼ T → E      (fig. 3) 

RSL2 RSL2 = LI2 ▼ T → E      (fig. 3) 

 

Figure 2 Interrelations (“loading the interaction of 

monads”) and their results on a circular model of the 

PTE triad [Chulkov V.O., 2016] 

Option 4. The management effect of one of the three 

monads of the PTE system are directed separately to each 

of the remaining two monads, interacting with each other, 

(“separate loading of two interacting monads”, fig. 3).  

Models of the interrelation options between the 

components of the PTE cyberphysical system (fig. 1 - 3) 

work at all five levels of the multilayer hierarchical model 

of digitalization of management in cyberphysical systems 

(fig. 4, Chulkov V.O., 2018 [15]). 

 

 

 

 

 

3.2. Digitalization of monitoring the human 

adaptive norm in the cyberphysical systems of 

“smart buildings” 

The procedures and results of monitoring of the dynamics 

of changes of the human adaptive norm in the 

cyberphysical systems of “smart buildings” are 

conditionally divided into several successively carried out 

stages [27, etc.]. 

 

Figure 3 Interrelations (“separate loading of two 

interacting monads”) and their results on a circular 

model of the PTE triad [Chulkov V.O., 2016] 
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Figure 4. Multilayer hierarchical infographic model of 

digitalization of management in cyberphysical systems 

(Chulkov V.O., 2018). 

Stage 1:  

 development of an organizational and 

technological monitoring plan;  

 the formation of the composition and structure of 

the studied parameters, characterizing the human 

adaptive norm;  

 selection of intermediate diagnostic modes of 

parameter values;  

 technical and software adaptation of the 

hardware of the diagnostic equipment to the 

functioning modes of the cyberphysical systems 

of a particular housing;  

 experiment planning; preparation of study 

operators and investigated people to conduct 

study in specific conditions. 

Stage 2:  

 obtaining digitalized values of the diagnostic 

parameters of the adaptive norm of a particular 

examined person under the conditions of 

functioning of the cyberphysical systems of the 

"smart building"  

 taking into account the possible influence of 

threshold changes of the standard properties of 

the environment on the hardware of the 

diagnostic equipment during the experiment due 

to additional “shooting” of the test object in each 

series of gas-discharge visualization based on the 

Kirlian effect [28]. 

Stage 3:  

 detecting deviations of the digitalized values of 

the diagnostic parameters of the adaptive norm of 

a particular examined person from the 

"reference" value (obtained in the "clean room" 

[27]);  

 formation of recommendations on compensation 

of pathogenic effects of the environment of the 

“smart home” on this person. 

Modern technical implementation of the gas-discharge 

visualization method allows to safely shoot with bursts of 

pulses from 1/24 second to several minutes and voltage in 

the discharge chamber from 16 to 25 kV. The shooting 

time for all 10 terminal phalanges of the fingers varies 

from 3-5 to 15 minutes depending on the shooting mode 

[29]. 

The procedure for conducting a session of diagnostic 

measurements of parameter values with the indispensable 

digitalization of the results for transmitting and processing 

them in real time in the monitoring technology was 

adjusted depending on the specific organizational 

conditions and the possibilities of the technical execution 

of the diagnostic procedures. 

On modern portable computers with Windows 9x-XP 

operating systems, the Hibernate "sleep" mode is 

implemented - hot "damping" of the computer without 

uploading running drivers and programs with the ability to 

completely disconnect from external and internal power 

sources. A computer in this mode can be ready to 

participate in the examination again together with all 

initially running programs and devices in less than one 

minute. 

4. DISCUSSING THE RESULTS 

With a relatively small operator skill, tenfold shooting of 

the test object takes 10 seconds, and ten fingers are shot in 

the first mode of the gas-discharge diagnostic method with 

saving of the results on the hard drive for 1.5 - 3.5 

minutes. The total preparation time for shooting, shooting 

a test object and shooting in the first mode of a gas-

discharge method for diagnosing ten fingers of a 

diagnosed person with subsequent folding of a hardware-

software complex takes averages no more than five 

minutes. 

In the vast majority of cases of diagnostics, the 

psychophysical characteristics of the adaptive norm of the 

human body change most rapidly during functioning. 

Diagnostics by the gas-discharge method is an additional 

load with electromagnetic fields and radiation on the 

human body. Although there are still no officially 

approved current standards for the allowable number of 
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sessions for such diagnostics in Russia, the experience of 

experts around the world shows, that surveys can be 

carried out without damage to the health of the operator 

and the examined person up to six times a day, but no 

more than three times per hour.  

Cyberphysical systems [15] are able to provide 

coordination and close connection of computing and 

physical resources, to harmoniously combine 

organizational and technological, mechanical, electrical, 

biological, socio-economic, and engineering models with 

computer models of cyberspace. The important thing in 

them is the possibility of converting information from a 

digital form into a visual infographic model, designed to 

extract and analyze new knowledge with the subsequent 

synthesis of its estimates. 

Management and control in cyberphysical systems takes 

place in the Internet of Things (IoT) environment [30], 

where things, products and people, who have detector 

elements (sensors), have the ability to “... manage the 

activity environment, combining their potential at any time 

, anywhere with any something or someone, using any 

path, network or service ”[31, 32, etc.]. In construction, 

the "smart building" concept combines wireless sensors to 

manage lighting, ventilation, air conditioning and 

integrated security. 

5. CONCLUSIONS 

1. Although theoretical studies and practical 

experiments more than half a century ago made it possible 

to assert that knowledge of the specifics of the dynamics 

of changes of a human adaptive norm can significantly 

help to ensure the necessary level of comfort in housing in 

a person’s life processes and industrial activities, the 

matter did not go further than discussions. Cyberspace, 

human sciences and ecology existed like in parallel 

worlds. 

2. Introduction of the concepts of “cyber-physical 

system”, “smart home” and the concepts corresponding to 

them, their combined consideration and development into 

the scientific and practical circulation can lead to a 

synergistic effect. In this regard, a wide field of potential 

scientific and practical directions of study and new 

activities opens, aimed at improving the comfort of human 

living, a significant increase in the volume and quality of 

its activity. 

3. Scientific and technological progress ensures the 

interrelation of the computational and physical 

components of activity in the "person-technics-

environment, PTE" system based on intelligent 

management and digitalization. This, in turn, increases 

adaptability, efficiency, functionality, reliability, security 

and ease of use of cyberphysical systems. 

4. Cyber-physical systems are effective for managing 

complex distributed systems and solving complicated 

problems. For simple problems, CPSs are not effective; 

this is an area of application of linear calculation methods. 

5. The study of the two upper layers (infographic 

modeling and anthropotechnical management) of the 

digitalization hierarchy of management in cyberphysical 

systems (fig. 4) is an actual scientific problem, that needs 

to be solved. The Association "Infographic basis of 

functional systems" of the Russian section of the 

International Academy of Sciences is actively exploring 

this problem.  
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