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ABSTRACT 

The topic of this article is implementation of blockchain technology in all sectors of the economy, 

infrastructure, and government system. In recent years, introduction of blockchain was perceived as a 

revolution in business aimed at making information transfers from one device to another smoother, which 

significantly reduces the cost: the amount of time, money, human capital etc. Since the launch of blockchain 

eleven years ago companies, regulators and banks have been actively exploring its potential. The innovation 

resulted in restructuring of many business processes. The main goal of the research is to analyze the prospects 

of blockchain development in various elements of economy. Methodologically the research is based on 

systematic approach. Analysis and synthesis have been used. The article weighs advantages and 

disadvantages of blockchain and analyzes the prospects for its development. The consensus is that using 

blockchain in modern economy is essential. We understand that financial community`s future is using 

information technology for data processing. But blockchain`s weaknesses in terms of protecting personal data 

are concerning. No centralized operators or administrators are involved in blockchain. The system is managed 

by all participants peer - to – peer, which means that each blockchain member will ultimately be responsible 

for personal data control and other personal data developers. 

Keywords: blockchain, bitcoin, credit, hash function, distributed information storage, public key encryption, 

fiat money 

1.  INTRODUCTION 

The word “credit” originated from Latin verb "credo" - to 

believe, trust. However, it is the lack of trust in financial 

transactions between people that was one of the key 

prerequisites for banking industry. Risk assessment would 

be much simpler, often unnecessary, if we could quickly 

verify the information provided by borrower. Legal 

procedures related to processing loans and money transfers 

would be greatly simplified if funds could be automatically 

returned in case of violation of obligations by the other 

party to the transaction.   

Blockchain technology is used for creating databases that 

guarantee transparency and verification of the information 

contained in them. Initially, the technology was a mediator 

of the private electronic currency Bitcoin, it stored 

transaction data. The bitcoin system was created by a 

private initiative of computer enthusiasts with no support 

from banks or the state. Therefore the technology initially 

did not provide for ensuring trust through the issuer's 

assets, which is standard for a regular currency. 

Blockchain guaranteed the stability of the new currency 

even in the absence of assets. Firstly, no one can print 

more money than established by the rules of the system. 

Secondly, no one can fake bitcoin transactions as the entire 

transaction history is stored in a distributed manner and 

can be fully verified.  

Blockchain is a relatively new trend and retains a halo of 

mystery (fig. 1). 

 

 

 

 

 

 
Figure 1. Information and technological changes in 

society [1, 2] 

 

1990 How to build a PC 

2000 How to create your own website 

2010 How to create Facebook 

2018 How to create your own blockchain 
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2. BLOCKCHAIN  

2.1. Objective and Methodology 

Blockchain technology can be viewed from different 

angles, firstly, it is a multifunctional, multi-level 

information technology designed for reliable accounting of 

various assets [3].  

Secondly, it is a continuous sequential chain of blocks 

containing information built according to certain rules. 

Thirdly, it is a transaction registry. 

The fundamental difference between blockchain and other 

technologies lies largely in open source environment. 

Internet is an important factor contributing to its 

popularity: open source activities used to be mainly a 

subject of scientific research, but Internet has made it 

accessible to amateurs and experts, individual and 

commercial. 

Fourth, it is a combination of three technologies: 

cryptographic hash function, distributed information 

storage in peer-to-peer networks and public key encryption 

[4]. 

The first is cryptographic hash functions, one of the main 

technologies of modern computer cryptography. 

The second is distributed information storage in peer-to-

peer networks, for example, torrent.  

Third, public key encryption or asymmetric encryption. 

This is the basis of digital signatures and the main data 

protection technology in online transmitting. 

Let us first consider data protection technology from fraud 

used in blockchain, built on a chain of cryptographic hash 

functions and public key encryption [5]. 

Hash function has the following characteristic. It inputs 

massive information and outputs some figure of a small 

fixed length, for example, 16 or 32 bytes. The output is 

always constant granted the input information remains the 

same. In other words, this output is a unique identifier of 

the processed information. 

Asymmetric encryption means that each transaction 

participant has a pair of keys that are used both for 

encryption and electronic signature. These are the so-

called public and private key. The public key is freely 

distributed while the private key is kept secret by the 

owner of the key pair. It is the private key that the 

participant uses, both for signing messages and for 

decrypting them. Other network participants use the public 

key to verify owner`s electronic signature or to send him 

an encrypted message that can be decrypted with his 

private key. 

This very asymmetric cryptography`s characteristic, 

namely the ability to create and verify an electronic 

signature for any transaction participant, guarantees 

blockchain`s security. As for the hash function, it is used 

to identify data blocks, and therefore, link them into a 

chain. 

Asymmetric encryption for signing data ensures its 

cohesiveness and binds transaction account balances to 

their owners. As you can see, conceptual blockchain is not 

something incredibly complex. 

However, its implementation is significantly behind 

compared to traditional databases in terms of speed and 

convenience.  

For example, the pioneer of blockchain, the bitcoin 

system, can perform only 7 transactions per second [8]. 

For comparison, Pay Pal performs 450 transactions per 

second, Visa - 56,000. 

The second most popular blockchain platform after Bitcoin 

is Ethirium. It carries out only 20 transactions per second 

[8]. 

Blockchain technology can be used in three fundamental 

areas. 

The first is the automatic verification of transactions and 

any other information (fig. 2).  

 
Figure 2. An example of bill of exchange scheme using technology - blockchain [6, 7] 
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The second is cryptocurrency payments.  

The third is smart contracts. Automatic verification of data 

(on a transaction, identification documents or documents 

of ownership) can speed up and facilitate many banking 

operations. 

Apart from that, blockchain can help track transaction 

histories of tangible assets that may be of interest to banks 

as collaterals. Among pioneers here are blockchain 

startups Provenance (retail products) and Everledger 

(gems) (fig. 3) [9].  

 

 

 
 

Figure 3. Projects created using blockchain 

 
Hong Kong Banking Regulator`s report on the blockchain 

possibilities in the financial sector indicates the prospects 

to identify KYS customers and to verify information about 

real estate in mortgage lending. 

Cryptocurrencies seem to be the most promising in money 

transfers, where, according to some estimates, they can 

reduce commission cost from 5-20% to 2-3% [10]. 

However, state authorities’ suspiciousness towards 

cryptocurrencies is becoming a problem for two reasons. 

Firstly, spreading cryptocurrencies may restrict central 

banks` monetary policy, including limiting the withdrawal 

of capital, as in China.  

Secondly, because cryptocurrency transactions are 

encrypted, the state can`t monitor them, which creates 

many opportunities for criminal activity.   

Finally, the concept of smart contracts is potentially the 

most revolutionary field for blockchain technology.  

Financial services involving simple and unambiguous 

contracts, such as documentary loans in trade finance, 

payment insurance, escrow accounts and so on, can hugely 

benefit from switching to blockchain. In this regard, the 

process of returning investor funds of a blockchain 

company can also be intertwined with smart contracts. 

No wonder that the first real money transaction using 

blockchain occurred in the field of international trade 

financing. Israeli startup Wave, British bank Barclays and 

Irish dairy producer Ornua issued a letter of credit for 

$100 000 [11]. The process could take a week or more due 

to bureaucracy and verification of all documents, but 

thanks to cryptography and automated verification it took 

about 4 hours. 

 

2.2. Blockchain implementation in Russia  

Blockchain opens great opportunities in the financial 

sector, where the use of a decentralized system will 

significantly simplify information storage, transmission 

and maintenance. It goes without saying, the shift to a new 

level will require time and analytical costs, however, this 

investment will yield a positive return through increased 

efficiency and reduced costs, which, in turn, will lead to 

even greater interest in technology, its financing and 

development [12].  

As for legislation, Bank of Russia is creating rich soil for 

innovations and, together with market participants, is 

developing relevant legislative norms, considering the 

interests of both parties. At the end of 2016, the Central 

Bank established the FinTech Association of state’s largest 

financial institutions. The Association aims at improving 

regulatory standards and developing effective solutions for 

the use of advanced financial technologies in Russian 

market, such open banking API, blockchain and remote 

identification [3].    

The Central Bank is actively creating suitable environment 

for digital sector development (fig. 4). In April 2018 it 

launched “regulatory sandbox”, a special platform where 

market participants can test new financial technologies and 

business models without violating the law. While carrying 

out “Guidelines for 2018–2020 Financial Technologies 

Development” the Central Bank will make 

recommendations for market participants on RegTech 

technologies implementation to increase the effectiveness 

of regulatory requirements and risk management, as well 

as guidelines for SupTech technologies, a supervisory 

performance booster. Within the same initiative a 

prototype marketplace is already being developed. It will 

combine platforms for financial transactions, bots, used by 

customers to select services, and showcase information on 

financial services.   

Figure 4. Blockchain usage in public and private 

financial Russian sectors 

 

2.3. Blockchain implementation in other 

countries  
Clearing in financial market seems to be the most obvious 

blockchain implementation. In 2015 Spanish Bank 

Santander estimated potential savings from reduced cost of 

clearing at $ 20 billion [13].  

We observe increased competition in cryptocurrency 

transaction processing. The competition draws attention to 

blockchain and cryptocurrencies by placing start-up 

companies that rely heavily on these new technologies 

against a long-established group advocating for radical 

changes. 

Among such startup companies is the international 

cryptocurrency exchange Ripple, a California-based 

company established in 2012. It promises to make 

payments faster, cheaper and more reliable using 

blockchain [13]. 

Swift, an interbank message service with 45 years of 

experience processes half of the world's biggest 

transactions, it`s a cooperative owned by thousands of 

member banks. 

In April 2018 Ripple teamed up with Santander to launch 

services based on its blockchain messaging software, 

which will enable Spanish bank customers to send 

Advances in Economics, Business and Management Research, volume 139

186



 

 

different currencies around the world, including the UK, 

Poland and Brazil. This phenomenon raised a lot of 

questions within the payment system. Santander is in the 

top 100 largest banks that started cooperating with Ripple 

and use its blockchain-based messaging system for 

immediate money transfers.  

Ripple`s expansion and ten new blockchain-based payment 

companies pose a threat to market dominance of Swift, a 

nonprofit organization located in a luxurious suburban 

estate near Brussels. 

Blockchain or distributed ledger technology can be much 

faster, cheaper, and more reliable transaction system than 

the traditional banking system based on Swift. It’s not 

unusual for Swift to pass money through several banks 

before they reach their destination, which is time-

consuming, expensive, and not transparent. 

In response, Swift increased productivity of its messaging 

system and tested blockchain technology numerous times. 

Swift launched an updated service called Global Payments 

Innovation, used by more than 165 banks. For example, 

Genuine Progress Indicator of some of its transfers, 

namely US-China, was 4 out of 10. This improvement 

showed that more than half of the GPI service payments 

reach their beneficiary within 30 minutes.  

After Swift had tested blockchain with 34 banks, the 

company stated achieving the required scale with 

blockchain will be problematic. The difficulties are related 

to data protection in the framework of this technology, 

since accommodating all 11 thousand member banks 

requires building more than 100 thousand sub-books. One 

of the drawbacks of blockchain is its scale. Banks have 

only implemented blockchain for either internal or 

bilateral projects between banks.  

Ripple solved this problem three years ago, connecting 

banks "point to point as if online", so that only directly 

participating banks could see the details of transactions. 

However, there is another problem we face when talking 

about cryptocurrencies, which is high volatility. Several 

groups are involved in resolving this issue and are working 

on so-called tokens secured by fiat currency on deposit at 

central banks. 

Examples of such developments are Saga token, launched 

by a group of economists, including Jacob Frenkel and 

Myron Scholes and the fact that three Princeton University 

graduates managed to raise $133 million from investors to 

create collateral for the currency. These attempts are aimed 

at mitigating the cryptocurrency volatility [14, 15]. 

These events, however, do not eliminate competition 

between Ripple and Swift. The struggle of blockchain 

technology in international payments has just begun 

(table1). 

 

 

Table 1. Projects implemented on blockchain in financial sector in different countries [1] 
Initiator of the project (country) Summary of the project Status of realization 

1 2 3 

MasterCard International Incorporated 

(USA) 

 

Creating a database based on blockchain 

technology for instant payment processing 

 

Application for project 

implementation  

(November 2017) 

Plastic card operator Visa 

 

Launch of the payment service of Visa payment 

system on the blockchain 

 

Implemented (in test mode) 

State Bank of India (SBI) 

 

Implementing blockchain-based applications for 

smart contracts and KYC procedures 

 

In progress 

Fidor Bank AG, AG stock exchange for 

Kraken (digital currency) 

 

Organization of interaction between Fidor Bank 

AG and the Kraken virtual currency exchange in 

order to provide German citizens with access to 

all major operations with digital currencies 

Implemented 

Bitcoin start-up Coinfenne 

(Spain) 

Organization of gambling establishments with 

Bitcoin  

Implemented 

1 2 3 

America’s exchange platform 

TeraExchange (USA) 

 

Creation of the first regulated Blockchain 

platform for derivatives and spot price index for 

Bitcoin cryptocurrency 

 

Implemented 

R3 (USA) 

 

Creation of Corda platform based on blockchain 

technology 

Implemented 

French Association of 

Insurers Stratumn 
 

 

The use of Blockchain in the rationalization of 

notifications about the insurance industry in 

accordance with applicable law (Hamon Law), 

which regulates relations arising in connection 

with the provision of consumer credit. 

in progress (testing of the project 

was successful in November 2017) 
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