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Abstract — The digital transformation of production 

processes and business models, going hand in hand with the 

selection of appropriate technologies, can provide long-term 

solutions to the alarming economic problems of our time. The 

article raises theoretical and empirical issues related to the 

current and future state of industry before, during and after 

digital transformation. Under the digital transformation of 

industry, the authors of article understand the process of 

integrating digital technologies into all aspects of industry, 

requiring fundamental changes in technology, culture, operations 

and principles of creating new products and services. The study 

examined the content, goals and objectives, principles, main 

directions, tools and stages of digital transformation of industry. 

The systemic problems of digital transformation are identified, 

on the basis of which a general digital transformation scheme and 

digital business model are proposed. In the process of digital 

transformation, a special role is assigned to the head of digital 

transformation (CDTO. The presented developments will make it 

possible to comprehensively transform the industry on the basis 

of transition to new business models, communication channels 

with customers and suppliers, products, business and production 

processes, and corporate culture, which are based on 

fundamentally new approaches to data management using digital 

technologies, with the aim of significant increase of industrial 

efficiency and long-term sustainability. 

Keywords — digital transformation, digitalization, industry, 

chief digital transformation officer, digital business-model. 

I. INTRODUCTION 

At present, it is becoming apparent that the main trend is 
the arrival of IT technologies in the industry, which will 
drastically reduce the cost of production. Not only machines, 
but also conveyors and entire plants should be integrated into 
one network. In addition, consumer and industrial goods will 
also be on the Internet (the so-called technology of “Internet of 
things”, “industrial Internet of things”). 

Industry is on the verge of radical structural changes. 
Digital transformation carries both huge potential and serious 
challenges. The study of Roland Berger “Digital 
Transformation of Industry" [1], conducted in conjunction 
with the German Industry Federation (BDI), examined the 
causes of digitalization and its impact on industry in Germany 
and other European countries. 

The overall economic effect of digitalization was also 
calculated. In particular, experts found that digitalization of 
industry until 2025 alone in Germany could create an 
additional potential for creating value of 425 billion euros. The 
total figure for Europe is 1.25 trillion euros. If the region fails 
to turn the transformation into its own advantage, its industry 
may suffer a total loss in a huge amount of 605 billion euros 
[2]. 

II. METHODS AND MATERIALS 

The research methodology is based on existing theoretical 
developments in the field of innovation management, 
corporate governance, competency-based approach. 

In the research process, the dialectical approach, system 
analysis methods, economic and mathematical methods of 
information analysis, strategic management methods, expert 
assessments, modeling, clustering, tools of fuzzy production 
cognitive maps, system-activity method, network analysis 
methods, value-oriented, cultural historical methods, methods 
of social constructivism, functional analysis, as well as the 
prognostic method, etc., which provides a high degree of 
validity and reliability of the main conclusions and results of 
study. 

III. RESULTS 

The digitalization indicators of Russian economy show a 
greater growth potential compared to the level of Internet 
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penetration. For example, access to digital services in Russia 
and in the European Union according to a number of 
indicators: the share of electronic commerce in the total retail 
vol. (Russia – 4 %, EU – 7 %), the share of organizations 
using CRM systems (Russia – 13 %, EU – 26 %), the 
proportion of citizens who made purchases online (Russia – 
29 %, EU – 57 %), the proportion of citizens who received 
public services via the Internet (Russia – 29 %, EU – 48 %), 
the penetration of mobile Internet (Russia – 46 % , EU – 
63 %), smartphone penetration (Russia – 60 %, EU – 62 %), 
Internet penetration (Russia – 76 %, EU – 84 %). 

Thus, the Russian Federation has the necessary 
prerequisites for the active growth of digital economy [3]. 

State support programs for the development of innovation 
sector are actively implemented in the Russian Federation. In 
accordance with Decree of President of the Russian Federation 
dated May 7, 2018 No. 204, the national program “Digital 
Economy of Russian Federation” was reformatted by the 
government of Russian Federation into a national project and 
cascaded into six federal projects. The total funding will 
amount to 522 billion rubles ($ 7.8 billion) [4]. 

Due to the incompleteness of a number of tasks of the 
previous reforms, the remaining negative management 
practices at industrial enterprises reduce the opportunities for 
introducing modern digital technologies. 

The purpose of this article is to develop conceptual and 
methodological aspects of digital transformation of industry, 
the results of which should be a significant increase in 
industrial efficiency, as well as achieving long-term 
sustainability and global competitiveness. 

The evolution of digitalization of processes includes three 

stages: automation  digitalization  digital transformation. 
Automation is characterized by the introduction of IT 
solutions that repeat the existing processes. Digitalization 
improves existing processes by introducing IT; Lean methods 
for optimizing processes; process reengineering [5]. 

Thus, digitalization is “the use of digital technologies to 
increase the efficiency of company and improve the quality of 
life of its employees” [6]. 

With digital transformation, there is a sharp decrease in 
transaction costs due to the emergence of new activity models, 
primarily digital platforms; the combination of technology 
capabilities and traditional sphere of activity of organization 
leads to appearance of new products and processes with 
fundamentally different qualities [7]. 

According to R. King, FedEx Corporation's corporate vice 
president, “when we talk about digital transformation, we’re 
not just talking about digitalization and automation. We have 
been doing this for many years. For us, transformation is a real 
transition from the old style of work to completely new 
methods” [8]. 

For some people, digital transformation is too often used 
synonym for IT strategy. For PwC [9], this concept goes 
beyond the simple use of new technologies. Digital 
transformation is a new way to solve problems, create a 

unique experience in interacting with customers and 
employees, and accelerate business efficiency. It has a huge 
impact on the human resources of organization. 

In the context of general digitalization of socio-economic 
processes, the company's readiness to transform all processes, 
or the so-called “innovative maturity” [10], comes to the 
forefront, which is reflected in the system of indicators of 
methodology for assessing the innovative maturity of 
companies taking into account readiness for digital 
transformation. 

The tasks of digital transformation of industrial enterprises 
[11]: 

1. Transformation of management system using digital 
technologies, implementation and improvement of 
development and decision-making processes. 

2. Development of strategic planning and forecasting, 
including resource planning. 

3. Ensuring the maximum effect of the introduction of 
digital technologies (improving cost-effectiveness). 

4. Realization of personnel potential (development of a 
mentoring culture, disclosure of personnel potential, 
development of targeted programs for staff motivation and 
saving and development of natural intelligence). 

5. Formation of digital medium and digital competencies 
of personnel, development of professional development paths, 
increasing the involvement and willingness of employees to 
share the values and principles of corporate culture. 

6. Realization of marketing and production potential, 
search for new partnerships. 

7. Development of fair competition in the domestic market, 
horizontal communications, access to new markets: 
geographical, demographic and food.    

8. Creation of system of corporate standards, product 
catalogs, standard successful Russian solutions for digital 
business transformation by industry. 

9. Creation of effective mechanisms for data management, 
the transition to management and production processes based 
on data. 

10. Increasing the level of demand for research and 
scientific developments and the degree of their 
implementation. 

11. Strengthening security with digital transformation 
tools, including information. 

The effects of digital transformation of industrial 
enterprises [12]: 

1. Increasing revenue indicators, market share, customer 
satisfaction, expanding product range. 

2. Improving efficiency and effectiveness: reducing costs 
or production costs, improving its quality, safety and labor 
productivity. 
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3. Human capital development: staff training and 
development programs, employee satisfaction and 
involvement, employer rating. 

4. Improving the efficiency of investment use, increasing 
the number of investment or startup projects or reducing the 
time needed to create and launch new products on the markets. 

5. Effects at the mission level – digitalization of subject of 
the Russian Federation and country as a whole.   

From the point of view of digital transformation, some 
organizations can be attributed to the category of companies 
aimed at increasing efficiency, which use digital assets to 
increase the efficiency and speed of their business [13]; others 
relate to modernization-oriented companies that are building 
up new competencies to modernize their business [14]; still 
others are among the reformers that change their core business 
models to restructure their business [15]; finally, another 
category is industry pioneers who enter new markets or 
develop new industries [16]. 

Organizations carry out large-scale initiatives, so for to get 
a clear idea of the threats and opportunities in advance is a 
good help for them in making informed decisions that provide 
a balance between innovation and risk appetite [17]. 

The list of tools that corporations can use depends on the 
stage of innovation and the cost of tools [18]. The largest 
number of tools is applicable at the stage of searching for 
ideas, the smallest – at the stage of scaling. If the company 
doesn’t have a significant amount of financial resources, it can 
use inexpensive tools, for example, events for startups and 
idea contests. If the company has significant financial 
resources, it can use tools such as corporate venture fund, 
laboratories, etc. [6]. As promising areas in the innovative 
development of corporations, it’s possible to single out the use 
of digital platforms, collaboration and others [19].  

The programs (projects) of digital transformation of 
industrial enterprises include the following [20]: 

 reengineering and digitalization of production 
processes; 

 digital import substitution; 

 digital twin products; 

 digitalization of managerial functions; 

 the creation of digital products; 

 implementation of marketing potential; 

 architecture and infrastructure; 

 digital competencies of staff;  

 information safety; 

 organizational changes in the framework of digital 
transformation, etc. 

In order to develop breakthrough innovations, companies 
turn to new management models, such as open innovation 
(collaboration with external partners), design thinking 

(developing new solutions focused on people's needs), 
corporate venture funds and incubators [21]. 

As a result of implementation of methodological approach 
to classify the tools and practices of corporate governance of 
open innovation, the tools of corporate open innovation 
(Table 1) were integrated with the resources for implementing 
the tool and stages of innovation. 

TABLE I.  CORPORATE OPEN INNOVATION TOOLS 

Company 
Innovative development tools with a focus on open 

innovation 

3M 

Unique corporate culture of innovation support; startup 

support tools; own developments; mergers and acquisitions; 
R&D financing; technical forum, etc. 

IBM 
Innovation Center, RSTL Laboratory and Science and 

Technology Center; blockchain platform; accelerators, etc. 

Airbus 
Innovation centers; global network of aerospace accelerators 
Airbus BizLab; venture company Airbus Ventures, etc. 

“United Aircraft 

Corporation” 
PJSC 

Venture funds; interaction with universities; conducting 

hackathons and competitions; creation of corporate sandbox, 
etc. 

EFKO Scouting; startup competition; accelerator; venture fund, etc. 

Rostec 

Unique technological competency management system; 

Center for Open Innovation (COI); additional training courses 
on the theory of solving inventive problems (TSIP), etc. 

a. Source: drawn up by authors 

 

Working in the field of high technologies, it is not enough 
to reach a certain level – Rostec create a system of continuous 
innovations. It is not enough to be a national leader – Rostec 
want to act globally. A large number of industries today is not 
an advantage – a portfolio of "smart" products is needed. 
Therefore, having completed collection and consolidation of 
disparate industrial assets in 2014, State Corporation Rostec 
moved to the stage of active growth which required 
actualization of the Development Strategy. The main task of 
the Corporation at the stage of active growth is to reach the 
scale of the leading global competitors. Going out to the scale 
is not only a matter of competitiveness but also the task of 
preserving Russia as a world technological leader. 

According to a digital transformation study conducted by 
PWC in 2018 (in which 1,155 executives of manufacturing 
companies in 26 countries were surveyed), data were obtained 
according to which “only 10 % of global manufacturing 
companies are “Digital Champions”, with almost two-thirds 
who are only at the initial stage or haven’t started their digital 
path at all. 

According to the results of another study [25] conducted 
by KPMG in 2019, the following eight became the key 
technologies for digital transformation in Russia: 

1) robotization (RPA); 

2) Big data analysis and predictive analytics; 

3) chat bots; 

4) artificial intelligence (AI); 

5) virtual and augmented reality VR/AR; 

6) Internet of Things (IoT); 
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7) optical recognition; 

8) blockchain. 

The primary task within the framework of the beginning of 
digital transformation of industry is the appointment of CDTO 
with the assignment of its corresponding functions and powers 
and the formation of Competence Center [23]. 

CDTO – is a conductor of single digital development 
policy; provides management of implementation of digital 
transformation projects; coordinates strategic documents and 
budgets for informational support and digital transformation; 
coordinates the structural divisions of digital transformation 
and digital development; organizes data management; forms 
the Competence Center, performs other tasks [19]. 

The functional structure of digital transformation unit 
includes: a project office for implementation of digital 
transformation and digital development projects (within the 
authority, subordinate institutions, and supervised sphere); 
Process Transformation Office to create digital 
products/services; data management office; center of 
competence (it’s possible to use an external center) [24]. 

The digital transformation of industry is carried out in 
several successive stages: 

1) positioning; 

2) planning (formation of ideas); 

3) testing (implementation of pilot projects on digital 
transformation); 

4) scaling. 

The general scheme of digital transformation is presented 
in Figure 1. 

Based on the study, we can conclude that the digital 
transformation of industry is a complex social challenge that 
requires agreements between key stakeholders [20]: citizens, 
state and business. 

Since digital transformation is a business transformation, 
the structure of industrial enterprises, infrastructure and 
corporate culture that existed before its implementation could 
become barriers to implementation. 

The effects of digital transformation are not immediately 
apparent therefore targets are set for deadlines that take into 
account not only the direct implementation of digital 
transformation activities, but also the period for obtaining the 
result. 

Additionally, a study of large companies was conducted – 
champions of innovative maturity, taking into account 
readiness for digital transformation [11, 26]. 

The share of R&D expenditures in the revenue of 
champion companies was on average 16 % for large (with 
revenues of more than 2 billion rubles), 12 % for medium 
(revenue from 800 million to 2 billion rubles) and 19 % for 
small companies (revenue up to 800 million rubles). The share 
of technological innovation costs in revenue amounted to an 
average of 23 % for large, 26 % for medium and 25 % for 

small companies. The share of new products in revenue 
amounted to an average of 53 % for large, 53 % for medium 
and 64 % for small companies [27]. 

STRATEGIC VECTORS OF DEVELOPMENT OF INDUSTRIAL 

ENTERPRISES 

Increase of profit 
Growth of 

market share 

Expansion of 

partner 
network 

The study of 

demand, consumer 
needs 

Point of sales 

and distribution 
channels 

Introduction of 

innovations 

Brand 

recognition 
Corporate culture 

↓ 

DIGITAL OPPORTUNITIES 

Ecosystem for 

customer 

solutions 

Operating 

ecosystem 

Technological 

ecosystem 

Personnel 

ecosystem 

↑ 

DIGITAL INVESTMENTS 

Digital 
culture 

Realization of innovative potential: operational and 

systematic implementation of innovations, acceleration of 

business cycle and the launch of new products on the market  

Fig. 1. General scheme of digital transformation of industrial enterprises [6, 16] 

IV. CONCLUSION 

Previous attempts to introduce information technologies in 
industry have led to the creation of disparate information 
systems and often duplicated, without changing, “paper” 
processes. 

Digital transformation requires a different approach to the 
development of digital solutions, to processes, to 
implementation of changes, to culture. The new wave of 
digitalization should use not only new technical solutions, but 
first of all management technologies that allow keeping 
people’s transformations in focus. 

Digital transformation at the level of the whole Russian 
Federation is possible only with a new approach to roles in 
teams and the emergence of digital transformation teams 
uniting regions, municipalities, federal authorities, business 
and citizens [21]. 
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