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Abstract — In the conditions of dynamic growth of interest in
theoretical and practical issues of economic security,
systematization and development of the methodological
apparatus for ensuring the economic security of an enterprise,
according to the authors, is one of their priority tasks in this field
of scientific research. The functioning of economic entities and
maintaining their competitiveness is closely related to the
implementation of economic security mechanisms, which in
General can be described as a system of means, methods and
tools for influencing economic security entities on the processes of
objects in order to regulate them. By summarizing the experience
of scientific research in the field of economic security
mechanisms, it is established that most research in this area is
limited to organizational measures (creating an economic
security service, providing the necessary functionality to the
organization's managers, etc.) or to consideration of financial
components of economic security (risk assessment, analysis of
bankruptcy, conducting a comprehensive analysis of the financial
and economic activities of the enterprise, etc.). However,
according to the authors, this approach does not take into ac-
count the features of all the components of the economic security
system and leads to a system imbalance, i.e. inevitably there are
deterioration of the state of any parameter or element of the
system. Supporting the emerging trend towards a systematic
approach, it is proposed to use mechanisms in the activities of
economic entities that affect all the elements of the system of
ensuring economic security, which has a positive effect on the
activities of the economic entity, allowing for balanced and
sustainable development. The results of the work can be used as a
basis for further research in the field of developing mechanisms
for ensuring economic security of economic entities, as well as
used in practice within the framework of enterprises.
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I. INTRODUCTION

Economic security as a special autonomous category of
economic science has existed relatively recently: Russian
specialists have begun to actively engage in this problem since
the 1990s [1]. To date, there has been an increase in interest in
this category, caused by a change in the functioning conditions
of economic entities. However, despite the active growth in
the number of scientific studies and research, in this area there
are still issues requiring close attention and indepth study [2].

One of such significant issues is the formation of
mechanisms for ensuring economic security. In scientific and
periodic literature, the mechanism for ensuring the economic
security of enterprises most often comes down to analysis and
assessment of the financial component of the activity and the
probability of bankruptcy of an economic entity. However,
from the point of view of a systematic approach [3], these
actions do not cover the whole range of measures carried out
in the framework of ensuring the economic security of the
enterprise, which indicates the need for their addition and
development.

The development and presentation of a mechanism for
improving the economic security of an enterprise, formed on
the basis of scientific approaches and principles using basic
and applied theories, involves the selection of specific tools
depending on the operating conditions of the business entity,
the stage of development of its financial and economic
activities, and, as a result, from the level of economic security.

In this regard, the development and implementation of
mechanisms to ensure the economic security of the enterprise
remain relevant and significant, since economic growth and
the efficiency of business entities depend on this in many
respects. In turn, this favorably affects the economic security
of the state.

Il. METHODS AND MATERIALS

As a working hypothesis, the authors proceeded from the
position that so far the necessary methodological base in the
field of research has not been formed in sufficient detail. In
this regard, it is proposed to use the methodological basis
accumulated in related fields of knowledge, as well as the
basis available in other scientific fields. These areas of
research are eco-nomics, management (control), philosophy,
and engineering, since it is in these areas of knowledge that
the methodological foundations of sustainable development of
systems have been sufficiently developed. We note that the
methodological and methodological basis for conducting
research in the field of ensuring the economic security of an
enterprise  may be dialectical foundations that allow
considering the problems under study in interconnection,
movement and development.

In order to solve these problems, we used complex
scientific tools. In particular they were dialectic laws,
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epistemological approaches, as well as various research
methods and techniques. Among the applied methods used in
this work, the following can be distinguished: generalization
and synthesis, historical analysis, comparison, expert
assessments, analytical, prioritization.

The theoretical and methodological basis of the study was
the work of domestic and foreign scientists in the field of
developing mechanisms for ensuring the economic security of
enterprises, publications in educational and theoretical
literature, publications in periodicals, as well as materials of
scientific and practical conferences and information obtained
from the Internet.

The problems of ensuring economic security are currently
receiving quite a lot of attention. The works of such scientists
as K. Woodruff, S. Johnson, D. Kaufman, E. Laszlo,
E. De Soto, E. Chen, F. Schneider and others, domestic
scientists such as E.M. Buchwald, G.S. Vechkanov,
S.Yu. Glazyev, N.S. Ziyadullaev, N.Ya. Petrakov,
V.K. Senchagov, Yu.A. Romanova, V.A. Tsvetkov and others.
Issues of ensuring state regulation of the Russian economy are
considered in the works of such scientists as L.I. Abalkin,
E.N. Veduta, S.V., Kazantsev, S.G. Kapkanschikov,
V.l. Kushlin, D.S. Lvov, LE. Risin, M.A. Sazhina,
S.S. Sulakshin, A. I. Timofeev and others. Methods and tools
for forecasting and the formation of strategies for ensuring
economic security are investigated in the works of V. I. Avdiy,
M. S. Baidurin, V. M. Bezdezhennykh, L. A. Zaporozhtseva
V. Karavaeva, V.N. Kuznetsova, S.N. Mityakova,
A.L. Romanovich, A.l. Horeva et all.

Describing  the modern methodological and
methodological base in the field of ensuring economic
security, it can be noted that the bulk of the conceptual
provisions is superficial in nature and requires further
scientific justification. Moreover, despite the rather limited
methodological potential, the use of the methodological
arsenal developed by previous researchers remains relevant.

Thus, to methodically ensure the economic security of the
enterprise in the current conditions, it is advisable, along with
the study and scientific substantiation of previous knowledge,
to focus on improving existing methods and borrowing
processes used in related fields of science.

I1l. RESULTS

Sustainable and safe development is the most important
goal and meaning of the life of society and the state. At the
same time, ensuring such development is possible only
through effective use of positive factors and timely
counteraction to negative factors from both the external and
internal environment.

Each state seeks to secure higher positions in the growing
competition. This requires constant strengthening of
competitive positions and place in the international division of
labor, as well as continuous improvement of the mechanisms
used in this process. However, the domestic economy
currently faces significant challenges and risks in this area.
Based on the clearly expressed trends of the current world
situation, it should be noted that under the current conditions,
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the role of key players in global and international markets
belongs primarily to developed countries, whose economies,
as shown by the subject analysis, are not only more protected
from external and internal dangers, but can also pose threats to
countries with a lower level of economic development, which
currently includes Russia.

In recent decades, when considering problems of socio-
economic development, the concept of "call" (“challenges™)
has been regularly used, which implies a set of real and
potential mainly negative impacts on the socio-economic
system in the near or more distant future [4]. At the same time,
the presence of the most significant calls for the system
implies a corresponding adequate response from this system.

The scientific community [5, 14, 18, 22, etc.] first of all
identifies the critical challenges of the XXI century that lead to
fundamental changes in the conditions of the existence of
human civilization:

e increasing global competition, which covers not only
the traditional markets for goods, capital, technology and
labor, but also national management systems, support for
innovation, and human development, as well as the
absence of Russian non-resource companies among the
global leaders of the world economy;

e  exhaustion of sources of export and raw material
development based on the accelerated increase in fuel and
raw material exports;

e  orientation of manufactured goods to domestic
consumption;

e a sharp decline in the role of traditional factors for
economic growth, associated with scientific and
technological changes, and a new wave of technological
changes that significantly increases the role of innovation
in socio-economic development and devalues traditional
growth factors;

e increasing the role of human capital as the main
factor of economic development [6, 7];

e the economy and society are impervious to
innovation, which contributes to the practical application
of research and development results, and there is virtually
no transfer of knowledge and technology between different
sectors of the economy, which hinders the development
and use of dual-use technologies;

e there is still inconsistency in the priorities and tools
for supporting the scientific and technological
development of the Russian Federation at the national,
regional, industry and corporate levels [8].

The readiness and ability to withstand challenges, both
those that have been identified and those that have not yet
emerged, will ensure the independence and competitiveness of
the Russian Federation in the international arena, and ensure a
high level of socio-economic development of the state [5]. At
the same time, the development and implementation of
strategic and tactical measures designed to counter challenges
should be carried out in the presence of a well-established and
effective mechanism for dealing with large challenges and
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threats [9]. Thus, the formation and subsequent
implementation of strategic directions of scientific and
technological development of the country requires advanced
research in the field of security of economic systems. In this
regard, the scientific significance lies in the development of
scientific and methodological approaches and mechanisms for
the formation and implementation of a safety policy in the
context of an obvious and very urgent need for the safe
development of socio-economic systems.

However, at present, the theoretical, methodological and
practical problems of ensuring economic security of economic
entities using appropriate mechanisms and tools to counteract
the challenges and threats to this development have not been
sufficiently studied.

The scale of this scientific task is due to the need to
identify problems, threats, and opportunities for safe
development not only in the economic sphere (including
organizational and managerial, financial, industrial, foreign
trade, and other areas), but also in the social, political, legal,
and technological spheres.

The functioning of enterprises and maintaining their
competitiveness is closely related to the formation of a system
for ensuring economic security of an economic entity, which
can be considered as a set of elements that are closely related
to each other. Competent management of the company's
economic security allows minimizing the risks associated with
the company's activity, preventing the negative impact of
exogenous and endogenous environmental factors, and also
influencing the innovative and investment activity not only of
the economic entity, but also of the region as a whole.

In turn, the economic security of economic entities in
modern conditions is associated with the presence of a built
mechanism for ensuring economic security [9].

First of all, it should be noted that the educational and
periodical literature has repeatedly attempted to describe and
form a mechanism for ensuring the economic security of an
economic entity. In addition, experts in this field of scientific
research have not yet been able to come to a consensus about
the mechanisms of economic security.

Many authors [9, 12, 15, 16, etc.] who study the system of
ensuring economic security do not distinguish this term from
the concept of "economic security system". Although the latter
term is broader in meaning, since it includes various levels of
management as elements: the state, the industry, the region,
and the enterprise. As noted by Tsukanov V.Kh. and
Kasyanenko N.S., the system of economic security includes
components of the process of ensuring economic security [9].
From the point of view of further research, it is preferable to
use the term "ensuring economic security”, since it specifies
the object under study and allows more precise disclosure of
the issues raised.

The definitions and terms used as the basis for reasoning
have an impact on the final results of research. Any term is
based on one or another approach or attitude of the author to
the problem under consideration. In this regard, it is
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appropriate to define the concept of "economic security
system".

The analysis of definitions presented in scientific and
theoretical literature makes it possible to define the system of
ensuring economic security as a set of measures and means of
maintaining such a state of an economic entity in which it is
able not only to function sustainably, but also to meet real
economic needs at a level not lower than the critical limit, to
ensure economic independence, and to resist existing and
suddenly emerging dangers and threats.

The system of ensuring economic security consists of
many elements that are not only closely related to each other,
but also do not develop in isolation from each other [10].
Hence, it is true that each element of this system contributes to
the achievement of the final result of the economic entity's
activity.

Mechanisms for ensuring economic security are one of the
components of the security system, which can be characterized
as a set of means, methods and tools for influencing economic
security entities on the processes of objects in order to regulate
them. In other words, an element of the mechanism for
ensuring economic security is the forces, means and ways to
achieve the goals set. As a rule, this includes normative acts
regulating economic activity, as well as the combination of
conditions, incentives, and motivations that objectively exist
in the economy and regulate the behavior of the main
economic agents [11].

The terminological analysis of the concept of "economic
security mechanism"” shows that most definitions of the
category under consideration are reduced to the allocation of
two key factors — "co-operation™ and "system". Moreover, the
first factor in the process of studying and analyzing scientific
literature was found in definitions more often: in the examined
sample, the overall rating of the system factor was 19.5 %.
The aggregate factor accounts for 16.2 %. From the point of
view of system approach as key to better use of system factors
as the nature of the interaction between the system elements
ensures the integrity, unity, organization, in providing
economic security of business entities.

The impact of the parameters of the meso-and micro-level
of management is taken into account comprehensively, since it
is mutually determining. When forming an integrated
mechanism for ensuring economic security, the characteristics
of the micro-level of management parameters should reflect
the available resources of the enterprise, namely, their
necessary volume for safe operation, and show their
sufficiency to eliminate threats that arise in the external
environment. Thus, when developing a comprehensive
mechanism for ensuring the economic security of an
enterprise, it is proposed to use the algorithm presented in
figure 1.

When developing a mechanism for ensuring economic
security, it is necessary to take into account the parameters of
each level of management, their standardized values, and the
degree of impact on the host entity [25].
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TABLE 1. SYSTEM OF ECONOMIC SECURITY PARAMETERSE
Management Economlf: security Characteristics of the economic security options
level options
Macro level Political The nature of the impact of specific political changes
of Economic Description of the macroeconomic situation, the impact of changes in macroeconomic
management characteristics
Social The nature of the impact on economic activity of social changes
Technological The dynamics of innovation, the pace of scientific and technological progress
Institutional The nature of the impact on the enterprise of changes in legislation
Natural and The nature of the impact of changes in environmental conditions, changes in the
technological environmental situation as a whole
Meso level of | Characteristics of the | Characteristics of contractors, features of the development of the enterprise
management | field of activity
Territory Resource provision of the territory
characteristics
Micro level Financial infrastructure support of the territory, attractiveness of the region
of Intellectual Sufficiency of own and borrowed financial resources
management | personnel
Technical and Adequacy of labor resources and their qualifications
technological
Information Compliance of technical equipment and technological support with development needs
Resource Production | Adequacy and reliability of information support
Managerial Sufficiency of resource provision for uninterrupted functioning
Sales Adequacy and competence of governing bodies

Determination of compliance of the required amount of
available resources with the needs of the enterprise

v

Identification of the nature and strength of the impact of the
parameters meso- and macro level of management

v

Identification of threats of the economic security of an
economic entity

v

Development of measures to counter threats of the economic
security of an economic entity

Fig. 1. Algorithm for developing a mechanism for ensuring economic
security of enterprise

The system of indicators of the micro-level of management
is presented in table 2. Table 2 contains the key performance
indicators of economic entities by areas of activity at the
micro-level of management with an indication of the threshold
value. The calculation of these indicators and their further
comparison with the standardized value allows giving an idea
of the presence or absence of risks from the external or
internal environment, as well as the degree of their impact. In
turn, the results obtained allow choosing the optimal
mechanisms for influencing adverse factors.

The parameters of the macro level of management (table 3)
allow drawing a conclusion about the situation in the
economy.

The meso-level of management is characterized by sectoral
and territorial aspects (table 4). The assessment of indicators
that characterize the activities of economic entities at the
macro and meso-level of management is expert in nature. To
calculate and evaluate the values of these indicators, it is
necessary to have static data on the state, the industry, and the
closest competitors.

The economic security mechanism should include the
following main elements:

1) any mechanism for ensuring the economic security of a
business entity must be a system;

2) the mechanism being developed should be
comprehensive and cover all elements of the economic
security system of the economic entity;

3) when developing mechanisms, it is necessary to monitor
the operating environment of the economic entity in order to
develop the main indicators that characterize the activities of
enterprises;

4) building a mechanism for ensuring economic security of
an economic entity should be based on continuous monitoring
and analysis of indicators developed at the previous stage, in
order to develop an optimal and balanced mechanism for
responding to threats and challenges.
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TABLE II. THE SYSTEM OF INDICATORS OF ECONOMIC SECURITY AT THE MICRO LEVEL OF MANAGEMENT
Component of Component description Formula Indicator
the micro level value
of management
Financial Current ratio (Current Assets)/(Current Liabilities) 2
The coefficient of financial independence (autonomy) Liabilities / Assets 05
The ratio of own working capital . . 0,1 (opt>
g cap (Equity — Fixed assets) / Current assets 0( SF))
The probability of obtaining a loan (investment) Expert review 100%
Intellectual Professional qualification level of personnel Expert assessment of the proportion of personnel meeting the 100%
personnel requirements of the enterprise

The proportion of staff who do not have violations of labor
disciplines

Headcount without violations / Total staff 100%

Personnel constancy coefficient

(Payroll staff at the beginning of the calendar year - Payroll at

the end of the reporting period) / Average headcount 08
Technical  and |The share of technological process covered by innovations Innovative technological process / Technological process 0,8
technological | Technical and technological level of production Lo
Expert review in points 3
Informational  |The probability of maintaining trade secrets Expert review 100%
Reliability level of computer equipment Expert review in points 3
Resource The shelf life of fixed assets The residual value of fixed assets / The initial cost of fixed assets 0,7
production Resource Supply Ratio "tz”:si‘;’::z I;’*f";t(:;"wl 1
Labor automation coefficient Automated work / (Automated work + Manual labor) 0,7
Managerial Professional level Expert review in points 3
leaders Expert review in points 3
Company reputation Payroll workers / Payroll management 0,5
The pay gap of the management apparatus and the main |The share of sales of the planned volume 09
category of workers '
The level of development of sales activities The share of products that meet international standards in the total 0,7
TABLE III. THE SYSTEM OF INDICATORS OF ECONOMIC SECURITY AT THE MESO LEVEL OF MANAGEMENT
Parameters Parameter Description Expert Evaluation Criteria
Political The nature of the impact of specific political changes volumes of supplies to foreign consumers;
resources received from abroad
inflation;
Economic Description of the macroeconomic situation, the impact of | inflation;
changes in macroeconomic characteristics unemployment;
phase of economic growth;
exchange rate
Social The nature of the impact on economic activity of social | standards of living;

changes

volumes of consumption;
consumer preferences

Technological

The dynamics of innovation, the pace of scientific and
technological progress

the emergence of innovative technologies;
compliance with the stage of technological development of the country

Institutional

The nature of the impact on the enterprise of specific
legislative changes

changes in tax legislation;
change in the refinancing rate;
changes in government support policies

Environmental

The nature of the impact of changes in environmental
conditions, changes in environmental conditions

changes in climatic conditions;
changes in environmental control parameters

TABLE IV. THE SYSTEM OF INDICATORS OF ECONOMIC SECURITY AT THE MACRO LEVEL OF MANAGEMENT

Parameters

Parameter Description

Expert Evaluation Criteria

Characteristics  of
field of activity

the | Characteristics of contractors

reliability of partners;

investor reliability;

volume and prospects of market development;
the nature of market competition;

seasonal fluctuations;

innovative development of competitors;
business attractiveness

Territory characteristics Features of the development of the field of

activity

living standards in the region;
investment attractiveness of the territory;
boundaries of the market;

availability of local resources;

transport and logistics infra-structure
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Thus, currently, the development of mechanisms for
ensuring economic security of economic entities is taking into
account all elements of the system. However, the novelty and
complexity of the subject matter, as well as the constantly
changing nature of threats to business activities, contribute to
the search for and development of new, better and effective
mechanisms for ensuring economic security.

IV. CONCLUSION

The mechanisms of economic security are important
elements of the security system, which are a system of means,
methods and tools for influencing economic security entities
on the processes of objects in order to regulate them.

By generalization of research experience in studying
mechanisms of economic security found that the majority of
studies in this area have led to organizational events
(establishment of the office of economic security, granting a
necessary functional heads of the organization, etc.) or to the
consideration of the financial components of economic
security (risk assessment, analysis of bankruptcy, for an
integrated analysis of financial and economic activities of the
enterprise, etc.). However, according to the authors, this
approach does not take into account the features of all the
components of the system of economic security and leads to
an imbalance of the system, i.e. inevitably there are
deterioration of the state of any parameter or element of the
system.

However, despite the shortcomings, among the works of
domestic scientists in the field of developing mechanisms for
ensuring the economic security of the enterprise, it is
necessary to highlight the emerging trend towards the use of a
systematic approach. The new trend will allow, first of all,
developing mechanisms that take into account the features,
requirements and content of research objects as much as
possible, including all the necessary and harmonized elements
of the economic security system. It also will make it possible
to improve the management of the economic entity and ensure
its su stainable, balanced and safe development.
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