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Abstract — The subject of the research is the enterprise
economic security management system (EESMS). The aim of the
work is the formation of a methodology for assessing the
effectiveness and efficiency of EESMS. As a result of the study,
the tasks of evaluating the effectiveness and efficiency of EESMS
are substantiated and the essence of ESMS is revealed. We
systematized the problems of EESMS assessment, substantiated
the feasibility of developing a methodology for assessing the
effectiveness and efficiency of EESMS based on the Balanced
Scorecard concept. We also proposed a methodology for
assessing EESMS based on the assessment of an integrated
performance indicator and an EESMS performance indicator. In
the article, EESMS is considered as a set of interconnected
elements, which carries out planning, organization, coordination,
motivation, analysis and control of activities to ensure the
economic security of this enterprise. The end result of the
EESMS functioning is to ensure the security of the economic
interests and economic potential of a given business entity from
external and internal threats in the short and long term. The
immediate results of the EESM are the results of processes aimed
at achieving the target level of economic security of the
enterprise. It is proposed to consider the effectiveness of EESMS
as the degree of achievement of the target level of economic
security of the enterprise and the level of implementation of plans
for ensuring economic security. EESMS effectiveness assessment
is carried out on the basis of comparing the system performance
with the level of budget execution for EESMS functioning. The
proposed methodology for evaluating the effectiveness and
efficiency of EESMS takes into account the final and immediate
results, which allow identifying the needs for improving EESMS.
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. INTRODUCTION

In Russia, the last decade is characterized by introduction
of economic security management subsystems in the
management systems of medium and large enterprises.
Organizations welcome economic security services, technical
and software activities of these services receive investments.
Moreover, there are modern digital technologies that are
introduced to identify threats, local regulations are being
developed that regulate activities to ensure the economic
security of organizations.

The most important condition for the development of the
enterprise economic security management system (EESMS) is
the assessment of its effectiveness and efficiency. The
assessment should be carried out by management with planned
frequency and it should be solving the tasks of monitoring
goals achievement. At the same time, it should be identifying
potential risks of reducing the efficiency of functioning and
determining ways of further improvement.

The presence of various approaches to the analysis of
EESMS, understanding the essence and results of its
functioning complicates the evaluation process and reduces
the practical value of the conclusions.

The aim of the study is to formulate the methodological
provisions for evaluating EESMS, which brings us to the
conclusion that the system is effective and efficient.

In this study, it is necessary to systematize the current
problems of assessing the economic security management
system of Russian enterprises and identify the causes of their
occurrence, to determine the types of EESMS functioning
results and to propose a methodology for evaluating the
effectiveness and efficiency of EESMS, which allows
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monitoring the achievement of functioning goals and
objectives and timely identifying improvement needs.

Il. LITERATURE REVIEW

The economic security of the enterprise is considered as
safety of economic interests and economic potential of a given
business entity from external and internal threats, which
provides conditions for achieving its long-term goals [1].

The economic security of the enterprise as a scientific
direction is in the process of formation [2], which requires
clarification of the conceptual framework, including
determining EESMS nature, efficiency of EESMS, and
effectiveness of EESMS.

Economic security management is a set of interrelated
processes of planning, organization, motivation and control,
ensuring economic security of the enterprise [3, 4].

From the position of a systematic approach, the
management of the economic security of an enterprise must be
investigated as an open system, which at the same time is a
subsystem of the enterprise management system [5].

EESMS is proposed to understand a set of interconnected
elements, which carries out planning, organization,
coordination, motivation, analysis and control of activities to
ensure the economic security of this enterprise.

Based on the definitions given in the dictionary [6], the
EESMS performance is considered as “the degree of
implementation of the planned activity and achievement of the
planned results”; EESMS performance characterizes the
relationship between the results achieved by EESMS and the
costs of achieving them.”

There is currently no generally accepted approach to
evaluating EESMS. In the course of the research of scientific
works, the following approaches are identified:

e based on an assessment of the level of economic
security of the enterprise [7] — the higher the level of
economic security, the more efficient the EESMS;

e Dbased on an assessment of the ratio of the amounts of
prevented damage and reduction of losses to the costs
of the functioning of the system [8, 9];

e based on assessment of the speed of the enterprise’s
response to changes in the external environment [10] —
the higher the speed of creating an objective analytical
assessment of the external market situation, the speed
of making managerial decisions to change plans and
the speed of implementation of decisions made, the
higher the efficiency of EESMS.

Considered approaches differently interpret the results of
EESMS functioning. They focus only on certain areas of
EESMS assessment and do not allow monitoring goals and
timely identifying potential risks of reducing the efficiency of
this system.

The first approach to evaluation of EESMS functioning
considers increasing or maintaining the level of economic
security of the enterprise. The level of economic security of an
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enterprise characterizes the degree of protection of economic
interests and the economic potential of a given business entity
from external and internal threats. There are various
approaches to assessing the level of economic security of an
enterprise. The approach based on a comparison of threshold
and actual values of indicators with the subsequent calculation
of the integral indicator prevails. Scientific sources propose a
different set of indicators to assess the level of economic
security. In most cases [7, 11-14], both financial and non-
financial indicators are used. The question of threshold
indicators remains open.

The second approach to evaluation of EESMS functioning
considers the prevention and compensation of damage [8, 9]
caused to the enterprise in connection with the adverse effects
of external and internal factors. The higher the monetary value
of the prevented and compensated damage and the lower the
cost of operating the system, the higher the effectiveness of
EESMS. This approach unreasonably narrows the result of the
operation of EESMS, focusing only on ensuring the return on
this system.

Assessment of response speed to changes in the external
environment characterizes the property of EESMS to ensure
the adaptability of the enterprise, and not the level of
protection of the economic interests and economic potential of
the enterprise from external and internal threats. Evaluation of
the indicators used by the approach [10] does not allow us to
conclude that EESMS is effective and efficient.

The presence of identified problems justifies the need to
develop a methodology for evaluating the effectiveness and
efficiency of EESMS, clarifying the types of results of its
functioning.

I1l. METHODOLOGY

The object of the study are Russian enterprises with more
than 250 employees, which behold departments or economic
security services.

Diagnosis of EESMS assessment problems was carried out
using the diagnostic interview method.

The interview was conducted with the heads of enterprises
and the heads of services (departments) of economic security
in order to obtain answers to research questions:

e |s the problem of evaluating the effectiveness and
efficiency of EESMS relevant?

e What local regulatory act governs the EESMS
assessment methodology?

e How often do you evaluate the effectiveness and
efficiency of EESMS?

o What are the objectives of the EESMS assessment?

e What methodologies and indicators are used to

evaluate EESMS?
e What are the challenges of evaluating EESMS?

o Which of the approaches proposed in the scientific
literature for evaluating EESMS is most preferable?
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V. RESULTS

The heads of enterprises and the heads of services
(departments) of economic security of large and medium-sized
Russian enterprises indicate the urgency of EESMS
assessment. However, they do not clearly distinguish the
distinctive characteristics of evaluating the effectiveness and
efficiency of these systems. At the enterprises there are no
approved EESMS assessment methods, in rare cases, the local
regulatory acts determine the composition of financial and
non-financial performance indicators. Key findings are based
on subjective assessments.

The objectives of the EESMS assessment at Russian
enterprises:

e monitoring the achievement of the planned results of
the functioning of the EESMS;

e determination of the level of material incentives for
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e substantiation of the wvolume of financing of the
economic security service;

e identification of the need for reorganization of the
EESMS.

In almost all enterprises, the following indicators are
calculated to evaluate the EESMS: costs of ensuring economic
security, level of budget execution of the costs of the
economic security service, amount of damage prevented,
amount of damage detected and compensated. In some cases,
we assess the level of economic security of the enterprise.
Evaluation is carried out no more than once a quarter.

Leaders do not consider the approaches used to evaluate
EESMS to be optimal and point out the insufficient theoretical
and methodological development of this area.

The study made it possible to identify and systematize the
problems of EESMS assessment in large and medium-sized

employees; Russian enterprises (table 1).
TABLE 1. EESMS EVALUATION ISSUES
Approach Problems

1. Based on the assessment of the level of or underestimated.

1. It is difficult to highlight the contribution of EESS to the dynamics of the level of economic security of the
enterprise. This level was formed at the time of the assessment under the influence of various factors of the internal
and external environment. Thus, the evaluation of the effectiveness of EESM can be unreasonably overestimated

enterprise’ economic security 2. The insufficient development of the methodology for assessing the level of economic security of the enterprise,

adapted to the goals of evaluating the effectiveness and efficiency of EESM.
3. Existing methods for assessing the level of economic security of an enterprise do not take into account the costs of
resources allocated to the operation of EESM.

2. Based on the assessment of the ratio of
the amounts of prevented damage and
reduction of losses to costs of system
functioning

1. It does not take into account the results of EESM aimed at the implementation of measures for the prevention of
economic crimes, offenses and risk management. Efficiently built procedures, algorithms to ensure economic
security and strict adherence to the principle of punishment inevitability reduce internal threats, and, consequently,
the amount of damage and losses prevented.

2. The insufficient development of the methodology for assessing prevented damage, which is the result of increased
protection of economic interests and the economic potential of the enterprise from external threats. A high level of
subjectivity of the assessment results.

3. It orientates employees of the economic security service to block most of the management decisions associated
with risk, which negatively affects the speed of management decisions and the results of the enterprise.

3. Based on an assessment of the speed of |1. It does not take into account the effect of measures aimed at increasing security against internal threats
enterprise response to changes in the 2. It orientates employees of the economic security service to reduce the time taken for making managerial decisions

external environment

to the detriment of their validity.

V. ASSESSMENT METHODOLOGY

EESMS efficiency and effectiveness assessment should be
carried out by enterprise management in order to monitor the
achievement of the goals and objectives of EESMS
functioning and to determine the directions of necessary
changes.

The methodology for evaluating the effectiveness and
efficiency of EESMS is based on a humber of principles:

e comprehensiveness — taking into account the final and
immediate results of the functioning of EESMS;

e taking into account the stage of development of
EESMS;

e objectivity — the exclusion of subjective factors
affecting the results of the assessment;

o profitability — the cost of resources for the assessment
should be less than the effect obtained:;

o digitalization — the use of procedures and information
technology for the collection and processing of data in
the evaluation process.

In developing the approach to assessing the effectiveness
and efficiency of EESMS, we used the Balanced Scorecard
concept [15]. This concept provides for the specification of the
strategic goals of the enterprise using key performance
indicator (KPI), including financial and non-financial
indicators; planning KPI targets and ways to achieve them;
monitoring and multi-criteria assessment of the activities of
organizations based on KPI.

Advantages of using the Balanced Scorecard concept in
developing a methodology for evaluating the effectiveness and
efficiency of EESMS are the following:

e it ensures the unity of the assessment methodology in
enterprises that have introduced the Balanced
Scorecard,;
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e it justifies the need to use financial and non-financial
indicators;

e it allows comparing results of the assessment with the
staff motivation system;

e it provides a balance between lagging and leading
indicators.

Delayed indicators reflect the final results of EESMS
functioning obtained as a result of actions over the past period.

The end result of EESMS functioning is to ensure the
security of the economic interests and economic potential of a
given business entity from external and internal threats in the
short and long term.

Achieving the final result requires the implementation of a
set of processes for the development, adoption and
implementation of managerial decisions having various
durations and planned implementation dates. In order to
predict the final result and identify potential risks of failure to
achieve goals in the long term, it is necessary to evaluate the
immediate results of EESM functioning — the results of
processes aimed at achieving the target level of economic
security of the enterprise. Leading indicators are used to
evaluate the immediate result.

Stages of developing a methodology for evaluating the
effectiveness and efficiency of EESMS:

1) determination of the scope and principles of EESMS
assessment;

2) substantiation of indicators’ composition characterizing
the effectiveness and efficiency of EESM and methods for
their calculation;

3) development of an approach to the interpretation of the
evaluation results;

4) substantiation of methods for assessing the degree of
achievement of the final and immediate result of the
functioning of EESMS.

EESMS performance assessment is based on the
calculation of an integral indicator taking into account the
degree of achievement of the target level of economic security
of the enterprise and the level of implementation of plans for
ensuring economic security. The assessment is carried out on
the basis of comparison and analysis of actually achieved,
forecasted and maximum permissible (critical) indicators’
values.

Assessing the effectiveness of EESMS involves comparing
the level of performance with the level of budget execution for
the EESMS.

The proposed approach to assessing effectiveness is based
on the assumption that the budget for the costs of EESMS
operation is justified and allows you to fully fund the planned
activities to ensure the economic security of the enterprise.

The information basis for evaluating the effectiveness and
efficiency of EESMS is the following:

e data of internal management accounting;
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e strategic and operational plans of the enterprise, reports
on the implementation of plans;

o threshold values of indicators of economic security of
the enterprise;

e plans for ensuring the economic security of the
enterprise and reports on their implementation;

e results of audits, results of forensic economic
examinations and other reliable sources of information.

It is proposed to calculate the integral performance
indicator of EESMS according to the formula:

IES = IERxa,, +ILxa, ,

where IES is the integral indicator of the effectiveness of
EESMS, %;

IER — the degree of achievement of the target level of
economic security of the enterprise, %;

IL — level of implementation of plans for ensuring
economic security, %;

a,r — Weight coefficient of the degree of achievement of
the target level of economic security of the enterprise;

a, — weight coefficient of the level of implementation of
EESMS economic security plans.

g+ =1
When evaluating the performance of an EESMS in its
infancy (the first three years of operation) a., =0.3, a, =0.7.

When evaluating the effectiveness of EESMS, which is at
the stage of maturity (functioning for more than three years)
a5, =07,a, =03.

The rating scale for the actually achieved values of the
integrated performance indicator has the following
characteristics (table 2).

TABLE II. EESMS INTEGRATED PERFORMANCE INDICATOR RATING
SCALE
Option Positioning t_he gctual value of the | Performance assessment
indicator
1 1ES > 90 % High performance
2 75 % < IES <90 % Partial performance
3 50 % <IES<75% Low performance
4 IES <50 % Extremely low performance

EESMS effectiveness assessment is based on the formula

IE =Ex100,
IC

where IE is the level of effectiveness of EESMS, %;

IC — the level of budget execution for the functioning of
EESMS, %.
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The rating scale for the actually achieved EESMS
performance level has the following characteristics (table 3).

TABLE III. EESMS PERFORMANCE LEVEL SCALE
Obti Positioning the actual value of the Performance
ption e
indicator assessment
1 IE >100 % High efficiency
2 75 % < |E <100 % Average efficiency
3 IE <75 % Low efficiency

The degree of achievement of the target level of economic
security of the enterprise is calculated by the formula:

S k
IER:Z(ERnxlooj

n=1

here ERy is the degree of achievement of the target value of the
n-th indicator of economic security of the enterprise, %;

N is the number of indicators used to assess the level of
economic security of the enterprise;

ko — point assessment of the significance of the n-th
indicator of economic security of the enterprise, point.

N

> k,=100

n=1

The degree of achievement of the target value of n-th
indicator of economic security of the enterprise is proposed to
be calculated by the formula:

Mxlo(), if Mxloo <100
Xt,—Xc, Xt, — Xc,
ER, = X "
100,if =&~ "% 100> 100
Xt — Xc

n n

Xan — the actual value of the n-th indicator of economic
security of the enterprise;

Xcn — threshold value of the n-th indicator of economic
security of the enterprise;

Xtn— target value of the n-th indicator of economic security
of the enterprise.

The composition of indicators used to assess the level of
economic security of an enterprise should be formed taking
into account the specifics of a particular enterprise and must
include both financial (for example, the value of net assets,
liquidity level, security ratio with own working capital,
profitability of production), and non-financial indicators. In
the composition of non-financial indicators, it is advisable to
include indicators characterizing the position of the enterprise
on the market, parameters of business processes, personnel
development and innovative activity.

Target values of economic security indicators should be
consistent with the strategic and operational plans of the
enterprise. Threshold values are set as a result of multivariate
forecasting of the long-term development of the enterprise,

Advances in Economics, Business and Management Research, volume 148

taking into account the analysis of the interests of its owners
and other stakeholders.

The level of implementation of economic security plans is
proposed to be calculated by the formula:

M W )
IL= me—m
) (IR

Lm— level of achievement of the planned value of the m-th
indicator of direct results of ensuring economic security, %;

M — the number of indicators of direct results of ensuring
economic security;

Wm — point assessment of the significance of the m-th
indicator of the direct result of ensuring economic security,
point.

M
> w, =100
=1

The level of achievement of the planned value of the m-th
indicator of direct results of ensuring economic security is
calculated by the formula:

92y 100,it Lo
Op, Op,,

100,if 2
Op,

Oan — the actual value of the m-th indicator of the direct
result of ensuring economic security;

x100<100

x100>100

Opm - the planned value of the m-indicator of the direct
result of ensuring economic security.

The following indicators can be used as indicators of the
immediate results of ensuring economic security: reduction in
the amount of damage caused to the enterprise by suppliers,
employees; the proportion of suppliers for which the dossier is
formed; reduction in the proportion of overdue receivables;
specific weight of the compensated damage from the actually
caused damage; reduction of the amount of fines for violation
of tax, antitrust, labor laws; number of preventive measures
taken; average duration of an administrative investigation; the
number of scheduled inspections; the number of documents
agreed by the economic security service in a timely manner;
the number of employees trained in the field of economic
security; the number of proposals developed to improve the
economic security of the enterprise accepted for
implementation.

A specific set of indicators of the direct results of ensuring
economic security is set by the enterprise independently,
depending on the priority of the goals that are set for EESMS.

V1. CONCLUSION

EESM efficiency and effectiveness assessment is carried
out in order to monitor the achievement of the goals and
objectives of EESMS functioning and determine the directions
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of necessary changes. The expediency of assessing the degree
of achievement of the target level of economic security of the
enterprise, the level of implementation of plans for ensuring
economic security and an integrated performance indicator is
substantiated. When evaluating the effectiveness of the
system, it is proposed to evaluate the ratio of the integrated
performance indicator and the level of budget execution for
the functioning of the EESMS.

In order to reduce the complexity of the assessment, it is
necessary to form the module “EESMS assessment” in the
structure of the corporate information system.

The end result of evaluating the effectiveness and
efficiency is the formation of adequate measures aimed at
identifying and eliminating the problems of functioning of the
EESMS, reducing the negative impact of challenges and
threats to the economic security of the enterprise, preventing
or minimizing possible damage.
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