
Abstract—The issues of assessment of images 
watermarking using discrete wavelet transform in the e-learning 
system is considered in the article. A digital watermark is 
primarily hidden data that is embedded inside a digital image, 
video, audio, or any other digital container. If the container with 
the embedded watermark was stolen, then the watermark will be 
present in it, which will help to track the fact of illegal distribution 
of the protected digital document or confirm the rights of the 
original owner. An attacker may try to remove a watermark to 
illegally assign a digital document. Therefore, one of the tasks 
when implementing a watermark is to ensure its resistance to 
removal. Embedding is performed in the low-frequency domain of 
the wavelet spectrum. The experimental results are showing the 
possibility of using the considered image watermarking method for 
solving data protection of multimedia content problems are 
presented. The application of the implemented method under 
consideration for use in conjunction with modern compression 
formats is justified. 

Keywords—copyright protection; watermarking; e-learning; 

wavelet transform; quality metrics, PSNR 

I. INTRODUCTION

The All-Russian survey of teachers conducted by the NAFI 
Analytical Center (nafi.ru) from March 20 to 27, 2020, during 
which 1,100 Russian teachers were surveyed, showed that 
despite all the efforts made, during the transition to distance 
learning due to the coronavirus pandemic it became obvious 
that many educational organizations are not even ready for a 
partial transition to e-learning using distance learning 
technologies. Nevertheless, today the need for the use of 
Internet resources and technologies in education is not in doubt. 

Existing e-learning systems were not ready to provide 
teachers with the necessary functionality, and also could not 
withstand the communication load, because were not designed 
for the mass connection of students of distance learning courses. 
The vast majority of such e-learning systems are based on the 
Learning Management System platform such as ATutor, 
Claroline, Dokeos, LAMS, Moodle, OLAT, OpenACS, Sakai, 
and others. In many educational institutions, e-learning systems 
were absent at the onset of the coronavirus epidemic. As a 
result, for distance learning, teachers massively used third-party 
solutions such as Zoom, Skype, YouTube, and webinar rooms, 
including instead of existing e-learning systems. 

The transition to e-learning using distance learning 
technologies in the context of the coronavirus pandemic will 
lead to a change in the education system at all levels throughout 
the world. Practical experience has convincingly demonstrated 
that the use of Internet technologies in the organization of 
training leads to a significant increase in accessibility and 
quality and, as a result, helps to increase the profitability of 
training systems. The e-learning system should provide each 
student with information and educational opportunities at any 
time at the point of presence. In other words, the Internet-
oriented model of education is characterized by complete 
freedom from space-time restrictions and accessibility for all 
interested students, regardless of their location. With the 
development of communication solutions, in conditions of the 
impossibility of providing absolute control of communication 
channels, the protection of transmitted multimedia content 
becomes especially relevant. 

II. THREATS AND RISKS IN THE E-LEARNING SYSTEM

Courses designed for e-learning contain new types of 
distributed educational materials using the advantages of a 
network, multimedia, and other information technologies. At 
the same time, the issue of copyright protection, intellectual 
property, authentication, and student identification in the 
provision of distributed educational materials through open 
communication channels remains relevant. The advantages of 
providing and transmitting knowledge in digital form can be 
crossed out by the possibility of their illegal copying, 
modification, and distribution without regard to copyright. 

The intensive development of multimedia content 
processing tools exacerbates the current situation, as it 
simplifies the process of unauthorized changes to multimedia 
content by third parties. 

In modern educational systems based on electronic 
document management, without which the sustainable 
development of educational institutions of the Russian 
Federation is inconceivable, information is always presented in 
a compressed form, but the more sophisticated the compression 
methods become, the less is the opportunity to embed 
extraneous information. This problem can be overcome and 
solved by using digital watermarking techniques [1]. 
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Digital watermarking is one of the common topics in 
information security and data hiding [2, 3]. To solve the task of 
protecting intellectual property in e-learning systems are used a 
technology aimed at protecting intellectual property by 
introducing marks in the original multimedia content to identify 
the author of the work. 

In e-learning, some tasks allow you to solve steganography 
methods: 

1. Copyright protection by preventing the ability to copy and
duplicate multimedia content. There is the possibility of 
introducing a digital watermark that allows playback, 
prohibiting the copying and editing of multimedia information. 

2. Authentication and identification. Determining the
authenticity of information obtained through the network is still 
an important problem of e-learning, in which student 
knowledge is evaluated based on individual work performed 
and the results of distance testing. 

3. Hidden annotation of documents.

III. MULTIMEDIA CONTENT PROTECTION

The main classification is the working domain, that divided 
into spatial and frequency domains [2]. Digital watermarks are 
divided into visible and invisible. Visible digital watermarks are 
pretty simple to remove or replace. Graphics editors such as 
Adobe Photoshop can be used for this. Invisible digital 
watermarks are data embedded in multimedia content that are 
not visible to the human eye. 

00100111 1110100   110010000

0010011   11001000 1110100

1100100   00100111 11101011

0 0

1

00100111 11101001 11001000

00100111 11001000 11101001

11001000 00100111 11101011

Fig. 1. Embedding information using the Least Significant Bits method. 

Digital images are characterized by significant psycho-
visual redundancy [4] and are a matrix of pixels – single image 
elements. Image pixels are encoded with 8-bit values. The least 
significant bit of such an 8-bit value carries the least 
information. The human visual system is insensitive to small 
details, which are determined by changes in the least significant 
bit. These features of human vision are used, for example, in the 
development of compression algorithms for audio, images, and 
video. In other words, the least significant bit can be used to 
embed information [5]. Thus, for a full-color image, the volume 

of the embedded message can be more than 
1

8
 the volume of the 

container. 

The method of embedding data in the least significant bits, 
or the LSB (Least Significant Bit) method, is one of the easiest 
to implement, and one of the fastest watermarking methods [5]. 

The basic idea, according to which information is protected, is 
shown in Figure 1. The Least Significant Bits method is one of 
the earliest methods in steganography and is used for 
embedding in various types of multimedia content. It consists 
of using the sampling error that is always present in digital 
images [6]. 

The classical Least Significant Bits method does not use 
models of psycho-visual perception, or any estimates of the 
error added by the method into the container that occurs when 
embedding messages [5]. To increase the durability, as a rule, a 
secret key is used that defines the set of pixels available for 
embedding.   

Empty container Watermarked image Distortion 

Fig. 2. Results for the Least Significant Bits method. 

Figure 2 shows an example of image protection using the 
Least Significant Bits method. The watermarked image is 
different from the original. Other things being equal, the larger 
the embedded message, the greater the distortion. 
Unfortunately, this method has a lot of disadvantages, one of 
which is low robustness against attacks in all modern e-learning 
systems as wide range image processing methods. The 
distortions added by the watermarking algorithm cannot be 
detected using human vision since for the watermarked image 
PSNR = 51.14 dB. 

IV. WATERMARK EMBEDDING

Generally, a large variety of existing image coding 
approaches using transform-based techniques utilizing discrete 
cosine transform [7, 8], discrete wavelet transforms [9-11] or 
Karhunen-Loeve transforms to prediction-based techniques, 
such as CALIC [12] or LOCO-I [13].  

Most e-learning systems using the standards, which based on 
major ISO/IEC and ITU-T standards such as JPEG [8], JPEG-
LS [14], and JPEG 2000 [9]. Thus, the technique of image 
approximation is the main stage in the construction of a set of 
subsequent processing and analysis algorithms. The concept of 
wavelet analysis was first introduced by Meyer [15] and Malla 
[16] and further developed by Malla [17-18].

The most popular wavelet transform is the Haar transform
[19]. Haar transform underlies many algorithms and graphics 
libraries. However, the basis functions of the Haar transform is 
not smooth, which leads to the appearance of artifacts when 
encoding images.     

As a result, the developed e-learning system uses the 
method of approximation of images using Le Gall transform 
[20]. The image represented as a set of wavelet coefficients of 
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the Le Gall transform can be perform filtering operations, for 
example, to compress, remove noise, thresholding, and others 
[21]. This approach to computing a Le Gall transform has low 
computational complexity. An example of the decomposition of 
a reference image is shown in Figure 3. 

Fig. 3. An example of a reference image its three-level wavelet transform 

A watermark is a sequence of numbers 𝜔𝑖  of length 𝐾,
which is embedded in the selected subset of pixels in the 
original image 𝑓.  

The main expression for embedding information, in this 
case, is: 

𝑔(𝑥𝑖 , 𝑦𝑗) = 𝑓(𝑥𝑖 , 𝑦𝑗) ⋅ (1 + 𝛼 ⋅ 𝜔𝑖) (1) 

where 𝛼 is a gain factor. 

Another way to embed a watermark was proposed by I. 
Cox[22]: 

𝑔(𝑥𝑖 , 𝑦𝑗) = 𝑓(𝑥𝑖 , 𝑦𝑗) + 𝛼 ⋅ 𝜔𝑖 (2) 

M. Corvi in [23] used the additive rule of embedding.

A watermarked reference image with a gain factor 𝛼 = 0.1
is shown in Figure 4.     

Fig. 4. A watermarked image, 𝛼 = 0.1 

The additive method of securing multimedia content 
implemented in the e-learning system based on the Le Gall 
wavelet transform involves embedding a watermark to the low-
frequency domain of the wavelet spectrum, which is a sequence 
of pseudorandom numbers with a normal distribution. 

V. EXPERIMENTAL RESULTS

To study the robustness of the additive method of securing 
multimedia content implemented in the e-learning system based 
on the Le Gall wavelet transform, experiments were carried out 
to embedded and extract a watermark after added various 
deliberate distortions. 

One of the serious problems of image watermarking is that 
adequate criteria for assessing image quality losses during 
embedding have not yet been found. 

The digital image is a discrete field 𝑓𝑖𝑗 (matrix size 𝑚 × 𝑛):

𝑓𝑖𝑗 = 𝑓(𝑥𝑖 , 𝑦𝑗) (3)

Thus image𝑓 – is the original image, i.e. fixed value matrix 

𝑓(𝑥, 𝑦) taken at fixed points (𝑥𝑖 , 𝑦𝑗), i.e. 𝑓(𝑥𝑖 , 𝑦𝑗) is the pixel

value of an empty container, and 𝑔(𝑥𝑖 , 𝑦𝑗) is the pixel value of

a watermarked image that is the image obtained after 
embedding the digital watermark.  

To estimate the distortion, the Mean Square Error can be 
used [24]: 

𝑀𝑆𝐸 =
1

𝑚⋅𝑛
∑ ∑ |𝑓(𝑥𝑖 , 𝑦𝑗) − 𝑔(𝑥𝑖 , 𝑦𝑗)|

2𝑚−1
𝑗=0

𝑛–1
𝑖=0 (4) 

It can also use the Root Mean Square metric, which is a 
variation of the standard deviation measure and is written as 
follows [6]: 

𝑅𝑀𝑆 = √
1

𝑚⋅𝑛
∑ ∑ |𝑓(𝑥𝑖 , 𝑦𝑗) − 𝑔(𝑥𝑖 , 𝑦𝑗)|

2𝑚−1
𝑗=0

𝑛−1
𝑖=0 (5) 

According to the Root Mean Square metric, the image will 
be greatly corrupted when the brightness is reduced by only 5%, 
but the human vision will not detect this, because, for various 
monitors, the brightness setting changes much more. At the 
same time, images with noise which is a sharp change in the 
color of individual pixels, minor stripes, or moire will be 
considered almost unchanged. 

To quantify the magnitude of the distortion by the digital 
watermarking method in the low-frequency domain of the 
wavelet spectrum, it is preferable to use the Peak Signal-to-
Noise Ratio. 

To assess the quality of the reconstructed image, a measure 
of the Peak Signal-to-Noise Ratio (PSNR) is also often used. It 
should be noted that both measures are not always in good 
agreement with the visually perceived error. This visual quality 
assessment index is generally accepted in the given subject area 
and is computed by the following equation: 

𝑃𝑆𝑁𝑅 = 20 × 𝑙𝑜𝑔10
255

√
1

𝑚⋅𝑛
∑ ∑ (𝑓𝑖,𝑗−𝑔𝑖,𝑗)

2𝑚–1
𝑖=0

𝑛–1
𝑗=0

, (6) 

The Structural SIMilarity index is a methodology for 
measuring the similarity of two images related to full reference 
metrics [25]. To measure the quality of the processed image, a 
noiseless and original image is required. This technique was 
developed as a replacement for MSE and PSNR metrics that do 
not take into account the characteristics of human perception. 
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In this study, we will consider the problem of image 
watermarking in the frequency domain by modifying the 
wavelet transform coefficients. It will attack the reference 
images, one of which is the Lena image with a resolution of 
512х512, 𝛼 = 0.1 divided into 10 areas. It should be noted that 
experiments were performed on other images, such as Baboon, 
Barbara, Pepper, Santiago, Cameramen, Elain, etc. with varying 
a lot of parameters in a wide range. By default, a watermark is 
a 32x32 pseudorandom number matrix embedded in the low-
frequency domain. Let us estimate the robustness to various 
attacks, and also calculate the Structural Similarity Index.  

For an image with an embedded watermark at 𝛼 = 0.1 , 
shown in Figure 4, the PSNR was 37.65 dB. For 𝛼 ≥ 0.5 , 
distortions by watermarking the original image become visually 
perceived. PSNR of watermarked images for different gain 
factors is shown in Figure 5. 

Fig. 5. PSNR of watermarked images for different gain factor 

The study presents graphs of the relationship between Peak 
Signal-to-Noise Ratio and the degree of the attack by the mosaic 
and noise adding as a percentage, showing the proportion of 
data that has been distorted. Figure 6 and Figure 7 show that in 
all the above cases including those shown in the figures similar 
dependencies are observed. 

Fig. 6. PSNR of watermarked images for different noise attack 

To increase robustness to various attacks, the implemented 
method of securing multimedia content implemented in the e-
learning system proposes to embed 𝜔𝑖 in the coefficients of the
low-frequency domain of the wavelet spectrum of the source 

image containing the main energy during image reconstruction 
using the inverse wavelet transform. Modern image 
compression methods use high and medium frequencies for 
quantization [6]. 

Fig. 7. PSNR of watermarked images for different mosaic attack 

To reduce the added distortion, some methods use a high-
frequency domain of the wavelet spectrum of the image which 
has a noise nature to embed 𝜔𝑖.

In this study, it is proposed to control the distortion of the 
DC component by adding into the formula (1) the average value 
𝑓𝑚𝑒𝑎𝑛  of the coefficients of the low-frequency domain:

𝑔(𝑥𝑖 , 𝑦𝑗) = 𝑓𝑚𝑒𝑎𝑛 + (𝑓(𝑥𝑖 , 𝑦𝑗) − 𝑓𝑚𝑒𝑎𝑛) ⋅ (1 + 𝛼 ⋅ 𝜔𝑖) . This

allows us to reduce the distortions added into the coefficients of 
the low-frequency domain of the wavelet spectrum, due to 
which the method can be adapted for joint use with image 
compression methods which are already implemented in the e-
learning system. 

Noise attack 0.5%  
SSIM=1 

PSNR=48.28651 dB 

Mosaic attack  
SSIM=1 

PSNR=231.0668 dB 

Noise attack 10% 
SSIM=0.7546 

PSNR=45.41283 dB 

Rotation attack 20  ̊

SSIM=0.5216 

PSNR=46.11659 dB 

Gaussian filtering 

SSIM=0.847 

PSNR=46.60583 dB 

Cropping attack  

SSIM=0.6521 

PSNR=71.0842 dB 

Fig. 8. The perceptual quality of the watermarked image in terms of PSNR 
and SSIM. 

As you know, each image pixel in the RGB color model is 
defined by 3 channels: R, G, and B, and for a black-and-white 
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image, the values for each channel are equal. Image 
watermarking occurs by using one of some orthogonal 
transform and subsequent embedding of a given signature into 
the obtained frequency domain of the image.  

Usually, this is also some kind of image, which is a company 
logo, a text message, a sequence of pseudorandom numbers, or 
even a fingerprint of the copyright owner. The embedding of a 
watermark is accompanied by the appearance of distortions. 
The total contribution of these distortions should be minimal. 
To assess the robustness of extracting the watermark, we will 
use the correlation coefficient. The perceptual quality of the 
watermarked image in terms of PSNR and SSIM shown in 
Figure 8. 

As can be seen from the experimental results, the greatest 
value of SSIM = 1 is obtained if the method is robust against 
this type of attack. In this case, the embedded and extracted 
watermarks are completely identical. In other cases, SSIM is 
different from one, which indicates data corruption, manifests 
itself to varying degrees.  

For clarity, Figures 9 and 10 show the dependences of the 
correlation of watermarks on the intensity of the mosaic attack 
and noise. The experimental results obtained show satisfactory 
statistics of the performance of the watermarking method based 
on wavelet transform. 

Fig. 9. SSIM of watermark for different mosaic attack 

Fig. 10. SSIM of watermark for different noise attack 

As can be seen from the graphs, the general view of the 

dependence of the correlation on the degree of attack intensity 

is obvious and close to the results shown in Figures 6 and 7: the 

higher the degree of attack, the less correlation, but the nature 

of the effect of various attacks can differ significantly. With an 

increase in the number of pixels in the mosaic from 2 to 3, the 

value of the correlation coefficient decreases sharply, and then 

the intensity of the differences is less pronounced. 

VI. CONCLUSION

In many countries of the world, there are various restrictions 
on the use of cryptocurrencies, which significantly affects the 
development and application of information security methods 
in e-learning systems. The use of such methods seems 
extremely relevant. There is a wide class of e-learning systems 
in which the use of traditional methods is not preferable, 
because does not provide authentication of multimedia 
information undergoing multiple transformations. According to 
the experimental results and the patterns, the implemented 
additive method of securing multimedia content based on the 
Le Gall wavelet transform is more robust against multiple 
image attacks such as bit-plan removal, cropping, JPEG 
compression, histogram equalization, low-pass filtering, and 
noise adding than a lot of other methods and provides low 
distortions, and provides the required level of reliability of 
information extraction. Experimental results are much better 
than the results obtained using Haar wavelets or discrete cosine 
transform. It should be noted that this solution based on the 
wavelet transform is preferred, but not final. 
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