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ABSTRACT

The developed architecture of a digital distributed platform for medical consultations is described in the form
of a blockchain network that unites automated workstations of specialists, managed by the head of the
council, and nodes with read-only permissions (audit nodes). The blockchain network provides an immutable
record of all data in platform nodes throughout the network and acts as a central communication channel and
information storage. The use of closed blockchain technologies ensures the confidentiality of the collected
and processed information about the anamnesis and the current state of the patient, providing users with quick
access to relevant protected information remotely, minimizing the possibility of third-party interference and

information distortion.
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1. INTRODUCTION

To establish a diagnosis, determine a prognosis, tactics for
further examination and treatment of patients in medicine,
consultations are traditionally used - meetings of several
representatives of one or different specialties. Such
consultations, in fact, are examinations - research
conducted by a person competent in a certain (usually
"narrow") subject area, attracted on behalf of interested
parties in order to answer questions that require special
knowledge in several subject areas [1-3 ]. In particular, in
accordance with international standards and regulations
(GCP, GMP, GLP, etc.), the development of a consensus
by a group of experts on a particular issue is the initial
level of clinical research based on evidence-based
medicine technologies [3-5].

The progress of information and telecommunication
technologies made it expedient to implement consultations
in the form of network examinations using digital
distributed platforms - examinations widely using modern
information technologies, communication and data
transmission networks for organizing group expert
procedures with the involvement of network experts who
have equals (including independently from the place of
stay) the possibility of participating in the examination [6-
9]. Therefore, the development of the architecture of a
digital distributed platform for medical consultations is an
urgent task.

2. BACKGROUND

The most suitable solution for decentralized automated
systems that are used to collect, process, store, transfer and
control access to information are architectures based on

distributed ledger technologies (blockchain technologies).
The use of such technologies for digital distributed
platforms of medical consultations protects the processed
information from distortion, which ensures the objectivity
of the results of the consultations.

Conducting a consultation involves the sequential
implementation of the steps [10, 11]:

1) making a decision on the need for a consultation and
formulating its purpose;

2) selection and appointment of the composition of the
group of specialists: the head (moderator) and the
secretary responsible for the technological support of the
council;

3) development of the task for the council by the working
group (first of all, the scientific supervisor and secretary);
4) development by the working group of a scenario
(regulations) for collecting and analyzing expert opinions
(assessments) of the participants of the consultation;

5) selection of participants of the consultation in
accordance with their specializations and competencies;

6) formation of a group of specialists - participants of the
consultation and providing them with the necessary
information about the history and current condition of the
patient;

7) collecting the opinions of the participants of the council;
8) analysis of the information received using the methods
included in the script: when several rounds are used
according to the scenario of the council, the necessary
repetition of the rounds;

9) final analysis of opinions, interpretation of the results
obtained and preparation of the final document;

10) the official end of the consultation, including the
approval by the head of the final document, its
presentation to the customer of the consultation.
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Distributed ledger technologies assume the use of a
continuous sequential linked list of blocks containing
information in the form of a replicated distributed database
[12-15]. The connection between blocks is provided both
by numbering and by the fact that each block contains its
own hash-sum and hash-sum of the previous block, and
changing information in one block leads to the need to edit
all subsequent blocks (copies of block chains are stored
independently of each other on the set different computers)
[16].

The blockchain will allow creating a secure distributed
replicated database that unites numerous members of the
councils who can track, verify, execute transactions and
provide storage of received and processed information. To
ensure the security of blockchain technology, many data
transfer protocols have been developed and are used, the
most common is the node consensus algorithm [17, 18].

To achieve consensus, the blockchain uses many (more
than three) distributed network participants: they use their
computers to authenticate and verify each new block - for
example, to ensure that any one transaction does not go
through multiple times. New blocks are accepted by the
network as soon as the majority of its participants agree
that they are valid [19].

The base publicly stores in encrypted form information
about all transactions signed using asymmetric encryption.
According to the type of management and a number of
related factors, depending on the characteristics used, the
blockchain is divided into three types: open, closed and
combined [20, 21].

To ensure the confidentiality of information processed
during consultations, it is advisable to create a confidential
data transmission network using closed blockchain
technology [22].

To hold a consultation using a closed blockchain
technology, it is necessary to create a special digital
distributed platform of medical consultations in the form
of a distributed database for persons participating in the
consultation. When passing authorization, experts
participating in the consilium can receive signed
documents in the form of messages and results of
examinations (expert opinions). The process of sending
cryptographically signed and authenticated data using
closed blockchain technologies ensures the security
(confidentiality) of the council and, at the same time, can
be checked at any time by designated users (audit nodes)
or authorized bodies.

In a closed blockchain, there is no need to verify all
operations in each node: all nodes of the blockchain
network are trusted, so no significant computational costs
are required. The closed blockchain allows specialists
from various institutions (organizations) to interact within
the framework of a single database within the framework
of consultations, which provides significant savings in
resources and funds [15, 17, 19].

The costs of providing medical consultations based on
closed blockchain technologies are minimal, since it is
possible to use existing telecommunications and server
equipment. It is possible to give the right to manage the
council of external systems (municipal health authorities):
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this will reduce the required computing power of the
participants of the councils. At the same time, complete
agreement between the nodes is not required, and to
complete any transaction, a smaller number of nodes must
perform their functions.

The blockchain functions as a transaction log that records
all changes in the state of the system. Operations, collected
in blocks, cryptographically linked to each other, form a
sequence of chains in which all transactions of the
platform of the consultation are recorded. These
transactions are sorted in chronological order, allowing the
council members to receive reliable information on all
changes in the medical history. The result of the
consultation is non-cancellable transactions, decentralized
agreed by all participants of the consultation.

The chain of transitions allows designated audit nodes
using client software to efficiently view data for any
period of blockchain operation, both forward and
backward, providing the ability to confirm the validity of a
data transaction without having to view the full history of
the blockchain. The given pointers in the branch chain are
cryptographic hashes, while the forward pointers are
collective signatures of a group of nodes. Thus, the chain
of transitions acts as a necessary cryptographic blockchain
structure [17, 21].

Each block in the chain consists of the following data
elements: the root hash of the operation tree, containing all
transactions in the current block; the root hash of the
operation tree, representing the current state of the entire
chain; hash of the current block, which acts as a unique
identifier for the current block; hash backlink pointing to
the previous block; a list of forward and backward links
pointing to various blocks in the chain for quick navigation
in the chain; list of nodes responsible for processing this
block [11-17].

The work that nodes have to do to create a new block is
time consuming and computationally intensive. This work
will be proof of the work done to calculate the hash of the
previous block. The nodes independently monitor each
other to ensure that the system data record remains
unchanged. All this will reduce the likelihood that two
blocks will be executed simultaneously, but such a
situation is possible. When this happens, a fork is created
in the blockchain: nodes can start building a chain on
different branches. To avoid this situation, each node
keeps track of all branches, but the nodes will try to extend
only the longest branch. In this case, the length of the tree
is determined not by the number of blocks, but by the total
amount of work that was spent on creating a branch and is
determined by the number of zeros at the beginning of the
hash block.

The computational complexity of transaction verification
helps to avoid dependence on the number of nodes in the
network that may be subject to unauthorized changes: only
the total computing power of the nodes affects the
verification. Consequently, for unauthorized change of
information in the block, significant computing resources
are required, which makes this practically impossible.
Since copies of the blockchain are stored in the nodes of
the digital distributed platform: this makes the platform
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resistant to problems with temporary or permanent
disconnection of nodes associated with equipment failures
or communication channels, as well as the connection of
new nodes [14, 17, 18].

The Consensus Execution Module on a Digital Distributed
Platform consists of a set of consensus nodes that
collectively validate the operations (actions) performed.
Transactions can consist of various elements of a
consensus, including voting forms, a configuration file,
and a consensus confirmation. Any of the consensual
nodes is referred to as a "full node" [13]. "Full nodes" are
the nodes of a digital distributed platform that store all
information about all transactions on the network. The
"full node" node receives the expert vote and other data
from the consensus nodes, proposes the creation of new
information blocks, and writes the confirmed blocks to the
log. Nodes and consensus nodes in the network can be
used by independent auditors [15, 22].

Consensus nodes serve the following purposes: maintain a
copy of the blockchain; receive encrypted guidelines from
the head of the council and participate in the authentication
of these data, ensure the sending of the results of the
councils and surveys of authorized specialists; confirm
blocks provided by the database server; decipher the polls
of experts after the end of voting, create an open vote,
form the final data; keep copies of the journal and check
its correctness.

To increase the speed of search and control over
transactions, the platform uses additional long
communication lines between them [17].

The usual list of transactions should be supplemented by
one or two linked lists, but the use of additional
communication lines, which are structurally redundant,
allows much more efficient use of the search for
transactions on them in the timeline using logarithmic
rather than linear steps.

To adapt the idea of skipping locks, additional long lines
of communication are used, which are added both forward
and backward.

The developed architecture of the digital distributed
platform of medical consultations in the form of a
blockchain  network combines nodes (workstations
connected to the blockchain network) with write
permissions, managed by the council leader and
recognized external consensus nodes, as well as nodes
with read-only permissions (audit nodes) , in the role of
which there can be automated workstations of the
participants of the council. This blockchain network
provides an immutable record of all data in platform nodes
throughout the network and acts as a central
communication channel and storage for the entire system.
A digital distributed platform is a distributed database for
specialists participating in a consilium, to which, when
authorized, a consilium member can send signed data in
the form of messages and voting results. The process of
sending cryptographically signed and authenticated data is
stored in the blockchain - thus, the entire consultation
process on the platform becomes secure, private and can
be checked at any time by designated users (audit nodes).
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Storing copies of the blockchain in the nodes of a
distributed network makes the platform resistant to
problems with temporary or permanent disconnection of
nodes associated with equipment or communication
failures, as well as with the connection of new nodes.

3. CONCLUSION

Thus, the proposed solution will allow validating a
reference block using cryptographically validated tokens
that represent a large group of hashes of adjacent blocks.
The end result is that even platform users (councilors) with
limited resources, such as low network bandwidth, can
receive and efficiently check binary updates using a hard-
coded initial version of the software as a trust anchor. Such
platform nodes do not need to constantly monitor the chain
of information block creation, as bitcoin does in a full
node, but can privately exchange data and independently
check autonomously necessary blocks by forward and
backward links.

The implementation of technologies to support medical
diagnostic decisions using consultations organized on the
basis of digital distributed platforms is one of the priority
tasks of medical informatics. Despite the obvious
advantages, the implementation of such approaches is
associated with the need to solve problems that allow
implementing an effective network expertise. The solution
of these problems, undoubtedly, requires the joint efforts
of specialists in computer science, management, computer
technology, information security, psychology, sociology,
etc., as well as close attention of society.

Thus, the proposed method of organizing the chains of
transitions when holding consultations in a closed
blockchain will allow creating a secure distributed
platform for holding consultations, consisting of an expert
community.

Authorized bodies that control the quality of medical
services will be able to reliably track, verify transactions
and ensure the safe storage of information about the
network expertise. By implementing the idea of skipping
locks, the problem of quick access to the actual protected
information necessary for the work of remote participants
of the council was solved. At the same time, the possibility
of third-party interference and data distortion will be
minimal.
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