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Abstract—The paper covers the main features of national 

programs for the development of the digital economy in 

developed countries and the recommendations of international 

development institutions to developing countries in this regard. 

Here the authors also demonstrate fundamental differences 

between the challenges that are set as part of the digital economy 

growth options. Cultural and psychological barriers matter in a 

complex environment that requires major transformations due to 

digital changes. Formation of additional innovations associated 

with a specific positioning, weak position in Industry 4.0. The 

Internet of Things can be called a new direction of integration 

into the world space; it is a kind of paradigm for using 

cyberspace in the concept of calculating physical objects with 

built-in interaction technology or with the external environment. 

The company’s use of the concept of the Internet of Things as a 

phenomenon can limit the economic and social process that 

separates the needs of human contribution from the part of 

actions and operations. It is obvious that Industry 4.0 is not 

limited to technologies only, because it needs cultural changes 

due to digitalization. Of course, Michael Eugene Porter's value 

chain should be regarded as an integral and complete digital 

process in business. We are witnessing a complete reorganization 

of industries with the application and introduction of a new 

business model, the withdrawal of existing players from the 

market and the restructuring of production, consumption, 

transportation and delivery. The paper presents the positive and 

negative externalities of building the digital economy in Russia. 

The reasons for these issues, possible positive and negative 

consequences of digitalization in Russia have been analyzed. 

Keywords—digitalization, state control, national program, 

digital economy, information and communication technologies 

I.  INTRODUCTION 

Today’s society cannot be imagined without information 
technologies, which have been involved in and facilitated 
almost all sectors of business, have opened up new market 
opportunities. The emergence of new digital mechanisms, the 
development of computer technologies and digital 
communications creates current advantages in information 
technologies, their adoption and introduction into the social 
and economic life of society, forms a new system of the 
global, international economy – the digital system. The digital 
economy is built on the production of electronic goods and 
services and the introduction of these products through digital 
marketing. 

Economic relations and laws are the matter of the digital 
economy. These relations are made in the process of creation, 
expansion and consumption of scientific and engineering 
information using modern information technologies; and the 
progress of these operations is controlled by socio-economic 
laws. 
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Relevance is conditioned by technological changes that 
give updated characteristics both to the global economic 
system and to the economies of individual countries, markets 
and business entities. Digital technologies have led to global 
business innovations. The digital economy is based on 
completely different laws than the conventional economy. All 
economic agents are currently working in a constantly 
changing environment of survival, and expansion and 
development in this context means the constant adaptation of 
business to a rapidly changing environment, both strategically 
and tactically. 

In recent years, strategic projects for the development of 
the digital economy (hereinafter referred to as “DE”) began to 
advance at the level of international organizations, which have 
become a new paradigm for accelerating the growth of the 
world economy. This is considered an integral part of a more 
general future vision. 

Today, the digitalization of Russia faces many challenges. 
Consequently, the actual conversion result may differ 
significantly from the desired result [1, 3, 6, 7, 8]. It is first 
required to dive into this situation in order to change the 
current unfavorable outlook. 

One of the key issues of digitalization in Russia is the 
inaccuracy of the programs in place and their insignificant 
implementation. This is mirrored in the final change in cost 
and low attainability of the goal, which can be clearly traced 
from the dynamics of the performance indicators of the 
national program of the Russian Federation. 

II. MATERIALS AND METHODS 

The basic research tool used in this paper is system 
analysis. Empirical research methods, principles of formal 
logic, as well as the integration and analysis of the works of 
Russian and foreign scientists are used to study theoretical and 
practical matters. 

III. RESULTS OBTAINED 

Thus, the programs of almost all developed countries 
proceed from the fact that the stage of creating information 
and communication technologies (ICT) infrastructure has 
already been completed or is nearing completion in these 
countries, and therefore, state support should be provided not 
for direct investments in its expansion, but for the 
development and introduction of a wide range of 
organizational, financial activities and use of innovations both 
in foreign and domestic policy. 

Leaders are such developed countries (Lead Market 
Initiative (LMI)) as the United States, Germany, Japan and 
many other OECD countries in the early 2010s. Not only the 
development of digital infrastructure, but also the transition to 
new industrial platforms based on these technologies, and 
most importantly – the development of typical systems for 
ICT systems and all advanced technologies. 

The DE Global Project proposes a fundamentally different 
approach for developing countries, including the Russian 
Federation. The performance of the International Development 

Association on the definition of DE is based on equating this 
concept with the concept of information society. Initially, it 
was “pulled away” from the economy and it reflected only the 
level of development of ICT infrastructure. Such an approach 
can reform the legal background that imposes the need to 
actually create digital infrastructure in developing countries 
and remove barriers to international integration in advancing 
new forms of ICT-based organization and production. 

Based on data from the World Economic Forum and the 
World Bank, the OECD has produced several indicators that 
represent the development of national DE. In all events, all DE 
development programs in developing countries are aimed at 
improving the country’s position in these ratings. For 
example, the World Economic Forum’s proposal for assessing 
national readiness for the digital economy uses the latest 
version of the Networked Readiness Index published in the 
2016 Global Information Technology Report. It measures the 
extent to which a country's economy uses digital technology to 
enhance its competitiveness and prosperity. We will also 
evaluate the various factors that influence the development of 
DE. 

The final text of the 2015 G20 Summit is based on DE 
recommendations and development indicators proposed by 
international organizations, and provides developing countries 
with very clear guidance on DE development. First, they 
should consist in the following [5, 10, 11]: 

1. Accelerate the creation of network infrastructure and 
provide a network connection to the world space. 

2. Provide a regulation and policy environment for the 
growth of international private business, improve market 
access and contribute to ICT technological innovation. 

3. Avoid duplication of the related innovation when 
introduced and adhere to common standards for the creation 
and use of global ICTs. 

4. Encourage cross-border investment, as Germany does. 

IV. DISCUSSIONS 

Since the early 2010s, more and more countries have 
begun to adopt national programs for the development of the 
digital economy. In addition, such programs available in 
developed countries are usually incorporated into broader 
national industrial programs that are technology-oriented. 

Some of the existing challenges in the Russian economy 
can be overcome by using the digital technologies. In 
December 2016, the President of Russia defined in his 
message addressed to the Federal Assembly of the Russian 
Federation (hereinafter referred to as “the Russian 
Federation”) the transition to a digital economy as the 
predominant vector of development of the economic system 
[8, 12]. In addition, the Decree of the President of the Russian 
Federation signed on December 1, 2016 and called On the 
Strategy of Scientific and Technological Development of the 
Russian Federation, says that digital technologies are key to 
the innovative and technological development of the country 
[10, 14]. 
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The program for the transition to the digital economy is 
long-term and involves a step-by-step implementation. In 
particular, until 2019, the challenge was to create 
organizational, legislative and financial mechanisms to 
prepare the country for the transition to the digital economy 
[13, 16, 17]. Further stages involve a complete, significant 
introduction of the digital economy, which consists in the use 
of new technologies, among others by small and medium-
sized businesses of the Russian Federation, digital 
technologies of intelligent production, robotic systems, as well 
as trade and export of the latest scientific developments [15, 
24, 32]. 

The plan for the introduction of the digital economy in the 
Russian Federation until 2035 defines the term “digital 
economy” as follows: 

The digital (electronic) economy is a collection of social 
relations formed by digital technologies, electronic 
infrastructure and services, technologies for processing 
significant amounts of information and prediction in order to 
optimize production, consumption, distribution, exchange and 
socio-economic growth of countries. 

The project includes such significant targets as striving to 
ensure the country’s technological leadership amid the 
formation of a global digital space; setting up a qualitatively 
updated structure of economic funds that meet the economic 
advantages of the electronic economy; creating routes to the 
establishment of processing areas, commerce, services, taking 
into account the advantages of the digital economy, and 
productive in the state of organization and growth of the 
global digital space; giving rise to the principles of effective 
administration and modernization of the management of 
existing economic resources; and some others. 

The program specifically focuses on the matter of 
inventing certain conditions for interesting cooperation 
between individual business units and the business community 
as a whole, including in the sector of micro-, small and 
medium-sized businesses, which, as a rule, operate in a single 
region. The opinions of the expert community on the stage of 
development of the digital economy differed. Thus, a number 
of specialists in electronic economy are aware of the product 
of the transformational influence of general technologies in 
information and communication, which intersects with all 
sectors of the economy and social initiative. 

On the contrary, the analysis of key political documents of 
the USA shows that by the time the documents were put in 
place, a full-fledged digital infrastructure had already been 
created in the country, while the adopted strategy was based 
on industrial automation and Industry 4.0 technology. Another 
characteristic feature of US political documents is that their 
targets and priorities initially go beyond the national economy 
and aim at global international dominance in the digital 
sphere. Therefore, the priorities of the US National Agenda for 
the Digital Economy adopted in 2015 states: “Since the 
Internet is most suitable for our companies and employees, 
where data and services can freely cross borders, promote a 
free and open Internet around the world.” In addition, 
“Promoting innovation through legal support of rights to the 
results of intellectual activity” is being introduced [8, 25, 31]. 

The same program provides extensive support to US 
companies operating in overseas digital markets. For example, 
sales offices were opened outside the US to provide 
operational support to US companies. 

The DSM program (Digital Single Market [5, 30]) in place 
in the EU countries since 2015 provides for performance 
towards facilitating access for consumers and enterprises to 
“digital” goods and the formation of a digital “single” DE 
market, due to removing barriers that hold back cross-border 
ecommerce transactions. The document largely addresses the 
creation of a single “equal playing field” and a favorable 
environment for digital networks and content services, as well 
as private investment in the development of ICT 
infrastructure, and ensuring a level playing field for market 
players. 

In Germany, the High-Tech Strategy 2020 was put in place 
in 2006 and has been revised several times since then. The 
latest release is based on Industry 4.0, Germany's leading 
strategic initiative for industrial information technology. This 
strategy should enable Germany to remain competitive in the 
global market and maintain high wages. The cyber physical 
system (CPS) designed for this purpose should help increase 
resource productivity, production efficiency and the 
emergence of more flexible models of labor organizations. 
Much attention was paid to the German program aimed at 
strengthening international cooperation (mainly in the field of 
product protection and promotion of industrial information 
technology suppliers) and the creation of new Internet-based 
markets [7, 22, 26, 30]. 

Unlike the other programs under discussion, China’s 
national digital development program is primarily aimed at 
developing digital infrastructure, but this is entirely related to 
its uneven economic growth. This is due to the priority of the 
domestic market. In March 2015, Prime Minister Li Keqiang 
announced the Internet Plus strategy to build an information 
society by 2049 at the annual meeting of the Chinese People’s 
Congress [4]. By 2025, we will focus on the digital renewal of 
the country’s industry, financial sector and trade (from the 
roadmap to design work and commissioning). An important 
project is the introduction of smart manufacturing [9, 28]. The 
Internet of Things, smart technologies and high-tech devices 
are the priority areas. 

In 2016, China announced another major national plan 
“Made in China 2025.” [2, 29] Intended for phased putting in 
place from 2016 to 2020. In addition, 2021-2025 - developing 
“green industry”, building “smart factory”, supporting “smart 
manufacturing.” From 2016 to 2020, the China Development 
Bank will allocate at least USD 44 billion for the 
implementation of only the first stages of this program. The 
key focus of this program is to promote innovation in the 
quality standardization and equipment manufacturing, 
integration of standardization and innovation, compatibility of 
military and civil standards, designing of group standards, 
improvement of corporate standardization, and expansion of 
innovation. That is, everything is aimed at improving the 
quality and growth of industry and innovative technologies 
[18, 21, 26]. 
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The decisive trend of the Fourth Industrial Revolution 
based on Industry 4.0 is the digitization of technological 
processes to create new value in the production of materials. 
Introduction of the global trend of the Industry 4.0 concept 
into the practice of domestic companies, the importance of the 
global trend of the national industry, study and systematization 
of digitalization features, consideration of risks and dangers 
and designing of appropriate industrial policy measures, in 
search of new scientific approaches for this. Modern trends 
and promising areas of innovative transformation of the 
industrial sector of the Russian economy are determined in 
terms of the identified features of Industry 4.0. 

In Russia, the concept of Industry 4.0 is covered and 
regulated by several policy documents and regulatory 
legislation. First, the National Technology Initiative (NTI) is a 
comprehensive strategy for the development of various 
Russian industries and leadership in high-tech markets. The 
concept was developed until 2035 and is divided into packages 
containing specific technologies. 

The main document related to distribution and use of the 
Industry 4.0 concept is the Digital Economy of the Russian 
Federation program. The program mainly targets building an 
ecosystem of the digital economy in Russia. The main 
technologies included in the program are [1, 15, 18, 19, 23], a 
large amount of data. Key technologies also include the items 
required for the Industry 4.0 concept. For example, it provides 
a definition of the Industrial Internet, a smart factory 
technology that does not exist today. These days, a legal 
framework for the development of Industry 4.0 is in the 
process of being formed in Russia. It can be said that this 
concept emphasizes the necessity for further development of 
the digital economy in Russia. Plans to introduce similar 
technologies in specific industries as part of a regional 
development strategy are also available. However, the 
problem lies in the lack of regulation of certain technologies, 
such as distributed ledger systems (blockchains) and the 
Internet of Things. Currently, there are no legal restrictions on 
these technologies, which cannot be officially evaluated and 
placed on the company’s balance sheet. They are also 
restricted for the use by government companies and 
companies that do business with government. 

Therefore, Russia is faced with the challenge of 
developing and implementing its components, and hence 
programs and legal enactments that define the concept of 
Industry 4.0 itself. However, the regulation of certain 
technologies is problematic a bit. For example, the issue of 
legislation on cryptocurrencies and blockchains has been 
considered by the legislative bodies of the Russian Federation 
for several years, but so far the documents to regulate this 
technology have not been adopted.  

In the constantly growing level of global competition, the 
industrial policy is a necessary condition for meeting the 
requirements of technological change. Now there is a plan for 
the necessary industrial policy: developing digital 
technologies and establishing relationships between 
participants, assisting and supporting companies in upgrading 
their equipment and training new working professions. 
Competition will also be fierce and unforgiving between the 

participating countries: Germany retains the lead, outsiders 
with a serious competitor status (e.g., South Korea and China). 
Countries that are able to leverage digitalization in industries 
like (France, US, UK) and countries that rely on regional 
cluster support (Italy). The primary aspects of this model are 
as follows: demand / product (market, segment, product 
design), productive organization (methods and means), 
organization associated with wages. In addition, consistency 
between the components is required to achieve a stable 
production model. 

It is clear that Industry 4.0 is not limited to technology, as 
it requires cultural change due to digitization. Certainly, the 
value chain must be mapped to a “virtual product / process,” a 
partially or fully digitalized business model that brings 
together all professions, employees, partners and suppliers. 
We are witnessing the emergence of new business models, the 
withdrawal of “old” players from the market, and the 
reorganization of all industries through the restoration of 
production, consumption, transportation and distribution. 

The final budget for the digital economy program is 
constantly changing. The amount of such change reached 1.6 
trillion rubles when it was last presented by the Government in 
the 2019 digital economy program [4]. The period of 
relevance of these figures is unknown, but given the usual 
budgetary process in Russia, the figures will change several 
times by 2024. Looking at how the cost of the program might 
change, a number of questions arise. Does such a huge 
investment in itself justify? “How are responsibilities assigned 
and what do responsible people expect if the plans are not 
implemented?” 

In particular, changes in project costs and objectives 
cannot be achieved due to the lack of mechanisms for clear 
planning and accountability. Billions or trillions can be 
allocated for this purpose, but the matter is not only in the 
amount of investments, but also in their effect. State reform is 
not productive in this situation. The duration and scope of the 
planned changes to achieve at each stage need to be 
determined followed by the control of the plan implementation 
at each stage. A period of about 3 months is desirable. Then, 
responsible persons shall be assigned for each area and 
sanctions can be imposed depending on the magnitude of the 
deviation if it does not correspond to the planned indicators. 

The second point is the wrong choice of vectors for 
development and financing. 

Taking into account the latest estimates, the Government 
of the Russian Federation proposes the following options of 
cost allocation: 772.4 billion rubles for the development of 
information infrastructure. Further assessment: development 
of digital technologies – 451.8 billion rubles, digital 
management – 222.5 billion rubles, training in the digital 
economy – 143.1 billion rubles. The Government is going to 
spend 30.2 billion rubles on information security. Moreover, 
the cost of regulatory control of the digital environment will 
reach 1.7 billion rubles [4, 27]. 

Consideration is given to the first largest expense item 
proposed by the Russian Federation. What is the reason for 
this decision? “Do we need this?” - A question with a vague 
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answer. Theoretically, the creation of 5G networks should 
improve and simplify the penetration of the Internet into our 
lives and condition the development of the Internet of Things. 
However, this goal does not require primary funding within 
the digital economy of Russia and modernization in terms of 
5G. The authors believe the threats associated with this need 
to be understood in order to pave the way for the spread of the 
Internet. 

The transition to a digital platform implies the 
development of hacking and attack functions both at the user 
level and at the state level. At the user level, this is determined 
by designing software and security technologies [20]. In fact, 
cybersecurity cannot be achieved simply by creating your own 
self-contained Internet. If we do not solve the problem of 
import substitution, we will rely only on foreign information 
technologies and factor bases. 

V. CONCLUSIONS 

Thus, the project for the development of the “digital 
economy” on a global scale essentially means an a priori 
imbalance between technological development and its goals. 
In developed countries, on the other hand, with the support of 
the state, based on a consortium of large transnational 
companies, and based on the widespread use of ICT, a very 
solid foundation is being created for a number of promising 
production technologies. The focus is on financial and 
organizational innovation using ICT infrastructure and the 
creation of a digital platform that can be used by both 
production and services. At the same time, the intellectual 
property of these innovations is protected by the international 
standardization system, which does not allow the effective use 
of uncertified software and hardware solutions with similar 
capabilities. 

In developing countries, the International Development 
Agency sets completely different agenda: create national 
resources to facilitate the growth of a national ICT 
environment and extend it to all spheres of society, 
government and industry. The second digital innovation is to 
remove barriers to the development of this infrastructure, but 
from the standpoint of the security and protection of 
intellectual property. In other words, the matter means a 
deeper integration of developing countries into the world 
economy and their dependence on the flow of international 
capital. 

As part of our study, we can make some suggestions: 

 Using digital technologies to enhance the efficiency of 
government programs by increasing “transparency”. 
Today this is possible in terms of available resources 
and cost savings. 

 Using a systematic approach: import substitution, 
technology introduction. 

This approach stimulates demand for national high-tech 
products and programs, provides standards and protocols, and 
allows applying a combination of administrative, economic 
and socio-political methods. 

The arrangement of large-scale change initiatives must be 
carried out gradually and responsibly. Especially with regard 
to the implementation of such plans at the state level. 
Consequently, if the digital economy is incompletely and 
inconsistently introduced, then this may affect Russia’s 
innovation policy more negatively than positively. 
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