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Abstract—Ensuring information security in modern Russia is
a complex process directly affected by most internal and external
factors. The political conditions in which this process takes place
determine its specificity. The negative impact of digital
technologies such as social networks is confirmed by the
catastrophic events taking place in the Middle East and North
Africa since 2011 and collectively called the Arab Spring
revolutions. The purpose of the study is to ascertaine the impact
of social networks on the state’s national security based on the
case of the Arab Spring. Based on the conclusions, the authors
will highlight the implications for ensuring Russia’s national
security in current conditions. Social networks are the primary
source of information for the population of most states and have
become one of the main channels of disinformation and
propaganda, is the main tool for influencing the consciousness of
a large number of people, since through their platforms citizens
not only receive political information but also form their political
beliefs and have a chance to influence the course of the political
process of the state.
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I. INTRODUCTION

The formation of the information society creates a new
problem for science — developing new methods, technologies,
and procedures for researching information security as an
integral part of national security as a whole. Everything that
relates to ensuring information security creates tasks and
possible solutions of a theoretical and methodological nature.

Public relations are inseparable from information and its
technical components. Information resources and technologies
have entered the structure of economic instruments, and
themselves have become objects of the global market and,
over time, become a mechanism through which one can
influence the tools of political governance in all its
manifestations.
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The development of information technologies in the 21st
century has presented humanity with a platform for free
communication and interaction — the Internet. More than one
billion people are users of the Internet, which at the present
stage is not only one of the primary means of communication,
but also serves as the foremost source of information and its
dissemination. The main means of social communication are
services such as “Skype”, “Facebook”, “LinkedIn”, “Twitter”,
“Vkontakte”, etc. [1, 5630], and not only news agencies or
official Internet resources, but also alternative sources of
information, such as Wikipedia [2], sites with unverified
content or only groups and communities on social networks,
or chats and apps that facilitate communication, discussion,
exchange and dissemination of various ideas.

Social media has significant potential as a channel for
disseminating information and providing opportunities for
content replication. It is worth recognizing that social
networks have gone beyond just interpersonal communication
or exchanging pictures, music, or video files. They influence
the domestic and foreign policies of states, the worldview of
people, become a method of public diplomacy, and a way of
spreading extremist ideas, which indirectly or directly affects
the national security of the Russian Federation. In the course
of the study, this phenomenon would be examined, and its
impact on the Russian national security would be determined.

Il. METHODS

The comparative analysis is seen as the most appropriate
method, allowing to present the mechanisms of manipulating
society through social networks and methods of preventing
and countering information security threats.

o First of all, a comparison will be made of the use of
digital technology and social networks to destabilize
the political situation and security in the country and
the region.
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e The second point for comparison will be foreign states'
experience in responding to the threats and challenges
that the destructive influence of social media and other
technologies brings with it.

e A separate issue will be carried out to study the
interaction of the world's states with technological
giants — developers of social networking applications.

Apps claiming to encrypt data such as WhatsApp and
Telegram are insecure. Information obtained through social
networks and messengers can help the intelligence agencies of
foreign states. Firstly, it is not known how correctly they will
use this information, and secondly, whether it will leak from
them. Edward Snowden, a former employee of the US
National Security Agency, believes that texting in messengers
is too risky, especially for government officials, and advised
officials not to use such applications. At the same time, in an
interview with France Inter radio station, Snowden did not
dare to advise on the safety of smartphones and computers,
noting that the struggle of ordinary people with foreign
intelligence services will, in any case, be unequal. IT expert
Alexander Baulin said that “Snowden told us a long time ago
that, for example, the United States has a large system for
tracking users’ electronic communications. Furthermore, in
this regard, the coding of information transmission cannot be
saved because companies promise to issue it at the request of
government agencies". Mikhail Kondrashin, Technical
Director of Trend Micro in Russia and the CIS, in turn, states
that: “All systems that we considered safe at some point are
vulnerable” [3].

Facebook also admitted the wiretapping — the social
network paid third-party companies to decrypt users’ voice
messages, including intimate content. Representatives of the
company itself claim that contractors eavesdropped on
messages to improve the work of neural algorithms on the
social network. In 2019, a class-action lawsuit was filed in the
United States for illegal surveillance against Apple — the
corporation was convicted of decrypting and processing
messages received by the voice assistant Siri. Apple, like
Facebook, claims that the data has been anonymized [4]. All
social networks and instant messengers work approximately
according to the same principle: there is a server on which the
software is installed, users connect to it, all text and sound
messages, photos, videos pass through this server. It should be
admitted that the range of application of such information is
quite extensive, but certainly, we are not talking about training
a neural network after the data has left you, no matter what
form — video, voice, or text — what happens next is almost
impossible to track. All the information on the Internet can be
used for provocation to organize all kinds of destructive
movements, including protest ones.

I1l. RESULTS

No one can deny that based on messengers and other social
networks, manipulative mechanisms for organizing large
masses of people, and effectively managing them at a distance
have been studied and improved [5, 866]. An example is the
technology of organized meetings of people — “flash mob” —
the organizer of which is an individual or a group of people
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and is a mass action, often a protest, aimed at achieving some
goal and organized synchronously in a number of cities and
towns of the country.

It is noteworthy that many experts assess the “Twitter
revolution” in Egypt as a kind of flash mob that brought more
than a million people out onto the streets of cities [6]. Many
analysts, the participants in the riots themselves and the world
community as a whole, note the importance of social
networks’ role in organizing the Arab Spring. It was a series
of spontaneous mass protests and coups in the Middle East
and North Africa since 2011 [7].

Since the second half of the twentieth century, "color
revolutions" have become a quite common tool for achieving
geopolitical goals - one of the tools of hybrid wars
implemented by foreign states with the use of special services
and other shadow mechanisms for actual interference in the
internal affairs of independent states. The beneficiaries of such
a technology to achieve their goals often take as a basis the
methods of speculation and incitement of the internal
problems of the state, to mobilize the most active part of
society for the subsequent organization and conduct of
protests against the legitimate authorities in order to overthrow
them and bring loyal political forces to power. On the one
hand, states should not bring contradictions in society to a
high degree of tension, and on the other hand, the risks and
implementation of such technologies are a kind of test for the
authorities, which in such situations should show their
maturity and strength, general viability in the face of both
internal and external threats.

The problems of “color revolutions” in the modern
conditions are becoming extremely acute and vital. This is due
not only to the fact that the events in Belarus, Ukraine,
Armenia or Moldova, upon detailed examination, exactly
repeat the scenario of the “color revolutions” in North Africa
and the Middle East, in particular the revolution in Egypt,
which indicates non-randomness of these events. The reason is
that the traditional tools for transforming political regimes,
which are customary for the world community, are being
replaced by a new generation of more subtle tools that
combine forceful methods of influence with technologies of
manipulative control of the mass consciousness and mass
behavior of the broad masses of the civilian population.

The most affected by the revolution and the most striking
negative example of the results of the revolution with the
support of foreign states can be named Syria and Libya, which
before the events were economically and socially prosperous
countries with a high standard of living for the region, and the
results of the revolution were: the destruction of the institution
of the state, the shattering of the country to separate warring
regions under the control of bandit formations, the placement
of terrorist training camps and secret prisons on the territory of
the state, the smuggling and plundering of the state's natural
resources, the transformation of the country's territory into an
arena of struggle between various states.

The revolutionary events that took place in the countries of
the Commonwealth of Independent States are interesting
primarily because they are based on technologies that are in
many ways relevant for Russia and events on the internal
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political agenda similar to the possible scenarios potentially
implemented in Russia. The difficulty in their independent
interpretation is that, on the one hand, the old elites allowed a
loss of support for a significant part of the population, thereby
providing opportunities for the implementation of
revolutionary scenarios, and on the other hand, with a more
thorough analysis of the events that took place, it is possible to
trace the influence and management of the events from abroad
— by external forces interested in the geopolitical weakening of
the positions of Russia and the reorientation of state policies
towards Western countries.

The popularity and comprehensiveness of the information
and social networks have inevitably led to the abuse of their
capabilities and use for destructive purposes. Over the past
few years, the number of various cyberattacks made on the
Internet resources and servers of state and socially significant
objects, recruiting via social networks, or organizing mass
demonstrations (even virtual) has increased several times.

Thus, hackers “Gforce Pakistan” and an unknown loner
“Dodi” disabled the largest provider in Israel “NetVision”,
through which 70% of the population of this country go to the
Internet. Israeli hackers calling themselves the “Israeli Internet
Underground”, in turn, hacked the GulfNews, a well-known
information site in the Arab world, which, in particular,
contained information in support of the actions of radical
Palestinians [8]. Do not forget that in 2013, in the other
hemisphere resulting from computer infection, the information
systems of drilling platforms in the Gulf of Mexico were
disabled, which put the facilities at risk of flooding [9].

IVV. DISCUSSION

It should be noted that many states are building
information security and protection systems. For more than
one year, the American and Chinese armies have in their
composition units that take an active part, both in the
protection of information and in intelligence activities, and
special operations. Because to the hacking of the computer
systems of the military department, the Chinese hackers
managed to gain access to secret developments of the latest
weapons, including the blueprints of the Patriot anti-aircraft
missile system, the newest version of the Aegis
multifunctional missile defense system, the F-18 fighter, the
Black Hawk helicopter and the F-35 attack aircraft [10].

In the United States itself, a discussion is underway around
the PRISM (Program for Robotics, Intelligence Sensing and
Mechatronics) intelligence system, through which the FBI and
the National Security Agency get direct access to the servers
of such popular services like Microsoft, Google, Skype,
Facebook, Apple, and YouTube — such conclusions can be
drawn from the presentation to NSA analysts, which got on
the world web [11]. According to the information contained in
it, PRISM allows general monitoring of resources and, in a
short time, access to e-mails of any user suspected of illegal
activity.

According to the TV program Vesti, Russian special
services also use PRISM. Many believe that the increased
interest of the authorities in social networks is associated with
a manifold increase in the number of so-called "trolls" —

Advancesin Social Science, Education and Humanities Research, Volume 489

engaged commentators whose purpose is to create the
appearance of support or, conversely, indignation about a
significant event or initiative. However, by influencing the
statistics of monitoring systems, trolls, as a rule, cannot
seriously influence public opinion, since their comments are
often anonymous or made from fake pages, which
significantly reduces user confidence in them [12].

The Russian Federation organized and approved a state
system to detect, prevent, and eliminate computer attacks on
Russian information  resources, cyber systems, and
information and telecommunication networks in Russia and
diplomatic missions and consular offices abroad [13]. It is
worth noting that in the United States, a similar directive has
existed since 2013. With its help, the country's cybersecurity
system was developed and created, and methods to reduce the
risk from a wide range of cyber-attacks on essential
government infrastructure facilities [14].

As part of the Russian defense department, a similar
structure of “information operations troops” also functions,
which ensures the protection of Russian military command
and control systems from attacks by cyber terrorists and, in
every possible way protects the data passing through them
from a potential enemy [15].

Under the auspices of the Ministry of Internal Affairs of
Russia, there is Department “K” — a unit whose purpose is to
fight against crimes in the field of information technology, and
the illegal circulation of radio-electronic means and special
technical means. It is a part of the Bureau of Special Technical
Measures of the Ministry of Internal Affairs of the Russian
Federation [16].

V. CONCLUSION

Thus, the Russian government recognized that information
security is an urgent problem of our time of a global nature,
and it will grow steadily as information technology develops
and spreads.

It can be stated that social networks are becoming the
leading source of information for the population of most states
and have become one of the main channels of disinformation
and propaganda, have become the main tool for influencing
the consciousness of a large number of people, since through
their platforms citizens not only receive political information
but and form their political convictions and have a chance to
influence the course of the process related to state policy.
Thus, instead of mainly attacking military or economic
infrastructure, cyber operations now target people within
society, affecting their worldview as well as behavior and
diminishing trust in government and state institutions. In this
regard, information security protection is becoming a priority
task for every country in our time.
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