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ABSTRACT 
The article deals with the problem of criminal law evaluation of the use of access to a protected copyright object imitat-
ing a computer program access key. An analysis of the mechanism of the commission of the crime and the problems of 
proof arising in such criminal cases is provided. These circumstances are due to the development of software used for 
computer operation. The need to protect the legitimate interests of their rights holders, that is, the fight against "piracy," 
becomes particularly urgent. First of all, these rights are regulated by copyright, but the criminal law does not ignore 
them. In the investigation of such criminal cases, there are difficulties in identifying copyright objects. As a method of 
accessing a protected copyright object, a computer program access key simulation is used. Such a method is called 
"crack." Can such imitation be referred to as an object of copyright when the right holder sets the access key to the com-
puter program as an independent object of sale. The study is devoted to refuting the argument about the possibility of 
identifying the simulation of access to the computer program and the access key itself as the use of a single copyright 
object. 
Keywords: Cybercrimes, harmful software, information security, malware, computer virus. 
 

1. INTRODUCTION 

Relations in the scope of intellectual property are 
currently developing rapidly. The first among the ob-
jects of intellectual rights are those that ensure the use 
of computers – programs for computers, and computer 
information that forms unique content on the Internet, 
to which the copyright holder provides access to users 
[1]. 

The legislator, recognizing the importance of legal 
relations in the field of intellectual property, protects 
their participants, including criminal legal remedies. 
The qualitatively changed actual relations of partici-
pants in the copyright market have determined new 
ways of interaction between their subjects, which is 
directly reflected in the methods of committing crimes 
in the field of copyright. 

The development of the Internet has determined 
new possibilities for transferring legal copyright objects 
and additional ways of protecting these objects by their 
copyright holders. methods of copyright violation, 
based on physical copying of these objects to material 
media - disks and flash drives, go into the past. In fact, 
any computer program, film or other object can be 
downloaded from the Internet using cloud-based infor-
mation stores and related methods of transmitting it. 
Under these conditions, copyright holders began to use 
additional ways to protect their products [2]. 

Such methods include the use of license keys. This 
key allows only the owner of the key to access the cop-
yright object. This scheme of protection of the copy-

right object complicates or effectively eliminates the 
possibility of uncontrolled copying of such objects in 
addition to the will of the copyright holder. On the other 
hand, the license key allows you to provide a multi-user 
mode of operation in the program. For example, one 
program is installed from one tangible media to several 
computers, and it is accessed by as many users as pos-
sible to connect a license key. In this case, the user 
group is able to work in the same program database 
together. 

Thus, the license key acts as a hardware means of 
protecting the copyright object, that is, a means of pro-
tection that the copyright holder himself has embedded 
in the protected object. A form of implementing license 
keys is the use of it on a material medium - a flash drive 
or in the form of a unique digital code. 

Our research objective is to develop recommenda-
tions aimed at the law enforcement officer and aimed at 
improving the practice of investigating criminal cases 
of copyright offences in the field of computer infor-
mation. A related goal is analyzation of the criminal 
qualification of the use of malicious computer programs 
in the form of an emulator of electronic remedies for 
crimes under article 146 of the Criminal Code of the 
Russian Federation. 
 
2. MAIN RESULTS 
 

The criminal legal problem is created by the market-
ing policy of implementing programs for computers by 
their rights holders in combination with the emerging 
ways of violating their copyright. Article 146 of the RF 
Criminal Code provides for two forms of implementa-
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tion of the objective side. On the one hand, part 1 
ar.146 of the RF Criminal Code involves the appropria-
tion of authorship, and on the other hand, part 2 ar.146 
of the RF Criminal Code provides for the illegal use of 
copyright objects, including the acquisition, storage and 
transportation of counterfeit copies. A constructive sign 
of the corpus delicti is the causing of major damage to 
the copyright holder. The purpose of committing un-
lawful acts provided for in parts 1 and 2 of article 146 
of the Criminal Code of the Russian Federation differs 
significantly, in connection with which we believe it 
necessary to dwell on the content of the corpus delicti 
providing for the illegal use of copyright objects. 

Thence, some rights holders, realizing their product, 
that is, a program for computers, take a differentiated 
approach to generating the price of the final product 
purchased by the user. For example, the cost of the 
software product itself, that is, a copyright object with 
the right of access to it by one user may not fall under a 
large size. On the other hand, the cost of purchasing a 
multi-user mode of access to the same program will 
already fall under the large size. This differentiation 
may be due to the desire to interest large enterprises or 
"businesses" in the purchase of a software product, for 
its use in the activities of the company everywhere. 

At the same time, the most common method of 
providing access to the multi-user mode is carried out 
using the license key used in conjunction with the main 
program provided by the copyright holder. 

Currently, offenders have learned to overcome this 
way of protecting software products. One such method 
is the use of license key emulators provided by the cop-
yright holder. These emulators allow you to use the 
computer program in the absence of a license key. Such 
an emulator, or as it is called "crack," has the form of a 
file that simulates the operation of a license key, both in 
the form of a USB key and in the form of a digital code. 
This way of overcoming hardware protection of com-
puter programs can create certain problems of criminal 
legal qualification of such illegal actions [3]. 

Thence, on May 07, 2019, the Glazovsky inter-
district investigation department of the Investigative 
Department of the Investigative Committee of the Rus-
sian Federation for UR opened a criminal case on the 
grounds of the corpus delicti under Part 3 of Article 166 
of the Criminal Code of the Russian Federation against 
an unidentified person from among the employees of 
one company. From the prosecution it followed that the 
copyright holder suffered particularly large damage for 
3169,200 rubles by using illegal programs on five com-
puters of the company. 

During the appointed computer expertise, it was 
found that the software for computers belonging to the 
copyright holder was installed on the seized computers. 
On the equipment of the expert, the program was 
launched, but to continue work required the use of a 
license key. 

On seized computers, the program was launched 
and worked in the absence of electronic hardware pro-
tection keys. A file was also found, when adding to the 
files of the computer program on the equipment of the 
expert, the latter began to work. At the same time, the 
inscription "Client license for 50 jobs" appeared. At the 
same time, the expert could not determine the nature of 
the file, the use of which made it possible to run the 
program for computers. 

In substantiating the damage caused, the copyright 
holder submitted a price list containing prices for com-
puter programs that he implements. The cost of the pro-
gram depended on the number of users, increasing in 
proportion to the growth in the number of users. Justify-
ing the total amount of damage caused in the amount of 
3169,200 rubles, the representative of the victim indi-
cated that the software products of the copyright holder 
"Client license for 50 jobs," "Client license for 500 
jobs" were used on the seized computers, and their total 
cost is the amount of damage caused [4]. 

From the testimony of the system administrator who 
used the software product, it followed that the legal 
entity had previously purchased a license program for 
the computer of this copyright holder with access for 
one user. When company using the program, it was 
necessary to install it on 5 computers in 5 different 
stores of the company. But for the normal functioning 
of the company's activities, he needed to purchase an-
other 4 programs for each individual computer. Instead, 
he downloaded several access key emulators to this 
program on the Internet. Then, on all five computers, he 
installed a previously purchased program. After that, he 
randomly installed previously downloaded access key 
emulators on all five computers in the company's stores. 
Only one user was required and used on each computer. 
It was a merchant. At the same time, the minimum cost 
of the program for computers, according to the price list 
of the distributor, was 14,000 rubles, which did not al-
low to qualify its illegal use as a crime due to the lack 
of consequences on a large damage. 

In this situation, the prospect of challenging the 
classification of unlawful actions as a criminal offense 
is indicated on the basis of the absence of a large 
amount of damage caused to the copyright holder. Ac-
cording to the note to article 146 of the Criminal Code 
of the Russian Federation, acts are recognized as com-
mitted on a large damage if the cost of copies of works 
or phonograms or the cost of rights to use copyright and 
related rights exceeds one hundred thousand rubles, and 
on a very large damage - one million rubles. In accord-
ance with the Decision of the Plenum of the Supreme 
Court of the Russian Federation of 26.04.2007 N 14 
"On the practice of courts considering criminal cases of 
violation of copyright, related, invention and patent 
rights, as well as the illegal use of the trademark," the 
amount of damage caused to the copyright holder is 
determined regardless of the occurrence of criminal 
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consequences in the form of actual damage to the copy-
right holder. Taking into account these explanations, the 
question arises as to how to determine the value of the 
copyright object, under the conditions set forth in these 
circumstances [5]. 

The copyright holder believes that the damage is de-
termined based on the actually discovered access to the 
program in multi-user mode. The offender believes that 
he caused damage in the amount of the cost of the pro-
gram in the minimum amount. 

We believe that a formal approach to determining 
the amount of damage is unacceptable under the cir-
cumstances. It is also unacceptable to mix the damage 
caused by criminal and civil relations. 

In these circumstances, attention should be drawn to 
the fact that the multi-user mode of access to the com-
puter program was obtained by the offender using the 
emulator key in the computer program belonging to the 
copyright holder. These circumstances are confirmed by 
the conclusion of an expert on the results of a study of 
system blocks seized from the offender. 

Thus, according to the mechanism for committing 
the crime, the offender used some means - an access 
key emulator - to gain access to the protected copyright 
object. At the same time, this tool made it possible to 
use the copyright holder's program in a more expensive 
version. 

The criminal legal assessment of the mechanism for 
committing copyright infringement directly affects the 
determination of damage from this crime. Very im-
portant in this case is a means of overcoming the hard-
ware protection of the copyright object - the computer 
program. If the damage caused by these crimes is con-
sidered, then it is determined by the value of the copy-
right object. At the same time, it becomes difficult to 
determine the value of the copyright object, since there 
is no certainty in the issue of determining its size. 

One can specify the following example for compari-
son. The cost of most computer programs itself falls 
under the large size, such cases include the cost of well-
known design programs, text editors, and so on. In case 
of violation of the rights of their owner, the actions of 
the offender are automatically subject to criminal liabil-
ity under article 146 of the Criminal Code of the Rus-
sian Federation. In the situation described above, the 
potential amount of damage determined by the copy-
right holder was made up of the cost of the program and 
the cost of the separately purchased license key. Thus, 
if in itself the license key belonging to the copyright 
holder was not used, but a similar program was used, 
then how lawful it is to include its cost to the general 
detriment. 

Since the object of the crime under article 146 of the 
Criminal Code of the Russian Federation is copyright, 
the damage caused by this crime must be caused by 
copyright. In the situation described in the article, the 
offender was intent on using a computer program in 

violation of the rights of its owner. The offender lacks 
the purpose and intent to use the license key as an inde-
pendent copyright object. The license key itself is not of 
commercial or industrial interest. 

Since the intent of the offender is aimed at the un-
lawful use of the copyright holder's program for its in-
tended purpose, he needs to overcome its remedies. For 
this, the offender uses a means similar to the hardware 
key of the defense, which is not the product of the cop-
yright holder. 

This feature of this type of crime is of great im-
portance. It would seem that if this method of commit-
ting these crimes were not taken into account, this 
would entail a violation of the principle of fairness both 
in determining the damage caused by the crime and in 
determining the balance of responsibility for the offense 
committed. 

Moreover, the method of committing these crimes, 
provided for in both part 2 and part 3 of article 146 of 
the Criminal Code of the Russian Federation, described 
above, is more similar to the signs of a crime under 
article 273 of the Criminal Code of the Russian Federa-
tion. The use of the access key to the copyright holder's 
program, which was not created by this copyright hold-
er or not specifically provided for by the copyright 
holder, more indicates the intruder's desire to gain ac-
cess to the program's computer information in order to 
use its functionality. Thus, these acts of the offender 
resemble the use of computer programs or other com-
puter information, obviously intended to neutralize the 
means of protecting computer information. 

At the same time, researchers in this area do not 
keep pace with changing social relations. Therefore, to 
a greater extent, the scientific approach is several years 
behind. As a rule, the approach to understanding the 
expression of the objective side of article 273 of the 
Criminal Code of the Russian Federation remains at the 
level of viruses and "infection" of computers or net-
works [6]. At the same time, researchers bypass the 
forms of expression of criminal actions in reality, as 
well as their characteristics. 

An example similar to the one demonstrated by the 
authors above is partly described in the article by Ste-
panov-Egiyants [7]. The jurisprudence he used refers to 
the verdict of the Soviet District Court of Tomsk of 14 
October 2010 [15]. According to this example, the files 
"acadfix.reg," "license.lic," "licpath.lic" are not them-
selves programs, but only are already modified files of 
the program "AutodeskAutoCAD 2004," when replac-
ing them (similar files contained in the program directo-
ry) or adding them in some cases with these modified 
files, the program installed in addition to the will of the 
copyright holder becomes functional. 

Another similar example is contained in the study of 
Evdokimov, in which he used as an example the verdict 
of the Kuzminsky District Court of Moscow in 2013 in 
criminal case No. 1-968/13 [8]. However, Evdokimov 
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believes that under the circumstances set forth, the ac-
tions of the perpetrator are additionally subject to quali-
fication under article 272 of the Criminal Code of the 
Russian Federation. 

Stepanov-Yegiyants made a reasonable conclusion 
that these actions fall under the liability provided for in 
Article 273 of the Criminal Code of the Russian Federa-
tion. 

A similar position is consistently enshrined in the 
comments on the criminal code edited by Lebedev. Ac-
cording to this position, the most common types of 
malware are computer viruses, worms, Trojan horses, 
scanner programs, electronic protection emulators 
(highlighted by the author, approx.), computer infor-
mation flow control programs [9, 10]. 

This position is reflected, among other things, in the 
scientific and practical manual edited by Galakhova 
[11]. The approach reflected in this manual to the con-
tent of the concept of "malware" is quite consistent with 
the position of the authors. In this case, the essential 
signs of this "subject" of the crime are correctly reflect-
ed, to which: 

 1) The performance of undesirable functions not 
authorized by the copyright holder. The unwanted func-
tion also includes the failure of the information protec-
tion system;  

2) Program compilation, that’s means a form of 
program expression in electronic form with the poten-
tial to perform malicious functions. 

However, errors in the criminal law assessment of 
the commission of unlawful acts also entail the issuance 
of judicial decisions with erroneous legal qualifications, 
which are absolutely opposite to the examples given 
above. 

According to our example, the magistrate issued a 
decision to dismiss the criminal case with the imposi-
tion of a criminal law measure in the form of a court 
fine [12]. 

According to the verdict of the Shcherbinsky Dis-
trict Court of Moscow of October 29, 2018, upheld by 
the appeal decision of the Moscow City Court of March 
19, 2019, a citizen of S.A., with a similar method of 
committing a crime, was found guilty only of commit-
ting a crime under Part 2 of Article 166 of the Criminal 
Code of the Russian Federation [14]. 

On the other hand, the decision of the Moscow City 
Court of September 18, 2017, which refused to transfer 
the supervisory complaint of the convicted K. about the 
revision of the verdict of the Nagatinsky District Court 
of Moscow of June 28, 2006, qualified similar actions 
both under article 146 of the Criminal Code of the Rus-
sian Federation and under article 273 of the Criminal 
Code of the Russian Federation [13].  

These examples point to the lack of unity of juris-
prudence in the consideration of criminal cases, taking 
into account the circumstances indicated. There can be 
many reasons for such contradictions, including the 

absence of appropriate explanations from the plenum of 
the Supreme Court. 
 
3. DISCUSSIONS 
 

Thus, the following problems that arise in the inves-
tigation of this category of criminal cases can be distin-
guished: 

1) The use by offenders of computer information 
that allows circumventing the hardware protection of 
programs for computers as copyright objects; 

2) Mistakes of qualification as a single crime of 
compositions in which copyright infringement is com-
mitted using malicious computer programs (another 
computer information); 

3) Incorrect methodology for estimating the amount 
of damage caused to the copyright holder in cases 
where the amount of damage is determined by the cost 
of hardware protection (licenses), and not the cost of 
the copyright object to which the offender improperly 
accesses. 

Therefore, in these circumstances, the facts related 
to the establishment of a method of access to protected 
copyright objects are to be proved. These facts must be 
clarified by a forensic examination. At the same time, 
the expert's permission should be asked about the nature 
of files or programs, taking into account which copy-
right objects are accessed in the absence of a license. 

Based on the position stated by us, we consider the 
most reasonable and fair legal qualification of the use of 
electronic means of protection by offenders of emula-
tors, and in the common people "mallard," as subject to 
article 273 of the Criminal Code of the Russian Federa-
tion, that is, the use of computer programs or other 
computer information deliberately intended for unau-
thorized destruction, blocking, modification, copying 
computer information or neutralizing means of protect-
ing computer information. 

With this in mind, it is unacceptable to identify the 
amount of damage caused, within the framework of 
article 246 of the Criminal Code of the Russian Federa-
tion, as a result of the price of a license for the program, 
and not the cost of the program itself, as an object of 
copyright. 
 
4. CONCLUSIONS 
 

All in all, in view of the contradictory judicial prac-
tice, these positions should be fixed in the Decision of 
the Plenum of the Supreme Court of the Russian Feder-
ation of 26.04.2007 N 14 "On the practice of courts 
considering criminal cases of violation of copyright, 
related, inventive and patent rights, as well as the illegal 
use of the trademark." 

They can be formulated in a separate paragraph, as 
follows: when a person used malicious software, such 
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as a computer virus, worm, trojan horse, scanner pro-
gram, electronic security emulator, computer infor-
mation flow control program, in the commission of 
offences under articles 146, 147 and 180, The offence 
should be classified as a set of offences under article 
146, article 147 or 180, and Depending on the circum-
stances of the particular case, in accordance with article 
273 of the Criminal Code of the Russian Federation. 
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