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ABSTRACT

The relevance of the concept of reforming Russian legislation is due to digitalization processes that permeate all areas of
public life. In modern legal reality, new legal phenomena appear in the form of subjects and objects of legal regulation.
Legal relations arising in the field of digital technologies are also distinguished by certain specifics. Despite the steps
taken by the legislator, in general, the current legislation in the context of digitalization is characterized by a high degree
of uncertainty. To this day, there are no legal basic terms related to the technologies of intelligent systems and artificial
intelligence. In this connection, one of the tasks of modern legal reality is the creation of a system of legal regulation in
the context of digitalization of public relations. The solution to this problem is possible only through the development of
the conceptual framework for reforming Russian legislation, due to digitalization processes. And only within the frame-
work of the concept of reforming Russian legislation in the context of digitalization can we talk about a more detailed
conceptual legal regulation of Russian legislation in relation to certain types of activities.

Keywords: Digitalization, digitalization of the legal system, digital economy, digital law, digital space, digital
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1. INTRODUCTION

Currently, when the online and offline spheres
merge, the cyber-physical world appears and such an
objectively new phenomenon as "“Industry 4.0" is
formed, characterized by the creation and integration of
new digital technologies, more and more we have to
talk about the "digital revolution” [1-5], "which is based
on the digitalization of production and social processes"

[6].

Digital solutions and intelligent systems permeate
all spheres of social life. The volume of the artificial
intelligence market is growing. Among the current
trends, experts call the development of adaptive func-
tions of artificial intelligence, the integration of digital
intelligent technologies in education, medicine, bank-
ing, the creation of multifunctional intelligent systems,
the improvement of robotics [7, pp. 35-37]. Information
and analytical systems are increasingly being intro-
duced into legal activity, the use of information systems
in the service sector and in everyday life is becoming
more active. In the future, it is assumed that robotic
services, which are gaining momentum today, will be-
come trends in the digital and artificial intelligence
market. Thus, robotic lawyers are increasingly used,
which are able to draw up statements of claim, claims,
and draw up contracts. Artificial intelligence is also
capable of performing some of the functions of a notary
in terms of checking transactions for compliance with
laws. Increasingly, interaction with the judiciary is

shifting to the online sphere. Through the Internet, you
can submit an application to the arbitration court and
some district courts. Discussion of issues on reducing
law enforcement to the “blockchain” procedure and
automated consideration of some simple categories of
cases, i.e. using artificial intelligence [8, pp. 277-281].
Since 2018, the legal consulting service "Pravoved"
provides an opportunity to use the services of a robotic
lawyer, who have considered over a million issues in
two years, which served as the basis for the accumula-
tion and creation of a consulting algorithm. All this
speeds up the time-of-service provision, and also makes
the price for this type of service cheaper [9, pp. 53-60].

2. LEGAL SYSTEM DIGITALIZATION

For modern legal reality, there is a tendency for the
emergence of new legal phenomena associated with the
digitalization of many spheres of public life. In particu-
lar, we are talking about the emergence of new subjects
(virtual (digital) personalities, as a digital image of cy-
berspace participants [10, pp. 18-19]) and objects of
legal regulation (cryptocurrency), differ in certain spec-
ificity and legal relations in the field of digital technol-
ogies. New concepts and categories come into use, such
as, for example, “digital economy”, “digital law”, “digi-
talization of the legal system”, “digital rights of subjects
of legal relations”, etc. In this connection, the doctrine
increasingly raises the question of the need to form
digitalization of the legal system [10, 20 p.], digitaliza-
tion in the context of law [11, 6 p.], legal regulation of
digital environments, digital spaces, regulation of the
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circulation of impersonal information [12, 220 p.]. In
general, one should agree that digitalization of law
makes a challenge to the law itself [13, pp. 5-17].

All of this predetermined the next steps in the legal
regulation of the digital environment based on some
policy documents.

First of all, in 2017, the President of the Russian
Federation approves the Strategy for the Development
of the Information Society in the Russian Federation for
2017 - 2030 [14]. This Strategy defines the goals, ob-
jectives and measures aimed at the development of the
information society and the formation of the digital
economy.

Further, the Order of the Government of the Russian
Federation approves the program "Digital Economy of
the Russian Federation" [15], which is also aimed at
creating the necessary conditions for the development
of the digital economy in the Russian Federation. In this
Program, among the basic directions of development,
were named, in particular, legal regulation, information
infrastructure and information security.

However, since February 12, 2019, this Program has
ceased to be in force [16].

On February 15, 2019, at the Russian Innovation
Forum, problems were identified that hindered the im-
plementation of the federal program "Digital Economy
of the Russian Federation". This is, first of all, the slow
process of adopting laws, resistance to innovation, and
the intersectoral and cross-border nature of the digital
economy create regulatory difficulties. Indeed, at pre-
sent, sectoral regulation ceases to be only sectoral, a lot
of attention is paid to related regulation, and the sectors
are beginning to intertwine with each other. And this
causes a certain imbalance in the existing system of
relations, including legal [17].

The forum participants suggested the following pos-
sible solutions to the above problems:

1) creation of regulatory "sandboxes", i.e. a legal
experiment that allows technologies provided by the
digital economy to get out of the existing regulatory
regulation and spend some time in the created “sand-
box” and, in the process, develop new rules and tools
for soft regulation;

2) introduction of a consent mechanism for data
processing;

3) the use of digital technologies in the very process
of regulation, i.e. creation of a platform on which drafts
of normative legal acts could be created in the wiki
mode, and at the same time this would be the will of the
authorities;

4) involvement of business in the legislative process
[17].

In general, the participants in the form came to such
key conclusions as:

1) regulation must be adapted to the digital econo-
my through regulatory flexibility;
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2) smart regulation aims to bridge the gap between
laws and their application. According to Shklyaruk,
“the development of “smart” regulation is based on
several key points that should reduce the gap between
what we enshrine in regulatory acts and what we im-
plement in practice” [17].

Currently, the national project of the National Pro-
gram "Digital Economy of the Russian Federation",
approved by the Presidium of the Council under the
President of the Russian Federation for Strategic De-
velopment and National Projects on June 4, 2019 [18],
is in force, in which some of the issues identified at the
forum were taken into account. The structural element
of this national program is the federal draft of legal reg-
ulation of the digital environment [19], which is de-
signed to form the regulatory prerequisites for the de-
velopment of the digital environment and to solve nu-
merous problematic issues related to the development
of the digital environment.

3. NORMATIVE REGULATION OF THE
DIGITAL ENVIRONMENT

Analysis of the federal project “Normative regula-
tion of the digital environment” allows us to single out
several priority bills, which can be conditionally divid-
ed into several blocks.

The first block of bills involves the creation of a
unified digital environment of trust by clarifying the
legal status of certification centers, establishing unified
requirements for a unified qualified digital signature
and expanding the capabilities and methods of identifi-
cation in order to eliminate legal restrictions and ex-
pand the use of electronic signatures. Several bills have
already been developed on this issue [20], [21].

The second block of bills should be aimed at creat-
ing electronic civil circulation by clarifying existing and
defining new requirements for the forms of transac-
tions, as well as the formation of a procedure for storing
electronic documents, creating, storing and using elec-
tronic duplicates (electronic samples) of paper docu-
ments. So, from October 1, 2019, Federal Law No. 34-
FZ of March 18, 2019 introduces a new rule on the
written form of a transaction, which will be considered
complied with if it is made through electronic or other
technical means [22].

The third block of bills is the legal regulation of da-
ta circulation aimed at improving the procedure for
working with consent, establishing the procedure for
depersonalizing personal data, conditions and proce-
dures for their use, as well as liability for improper pro-
cessing, the procedure for obtaining consent to the pro-
cessing of personal data.

The fourth block assumes the regulation of the cir-
culation of digital financial assets (the procedure for
issuing, accounting, circulation and storage of digital
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rights), as well as determining their legal status. On this
issue, the Russian Ministry of Finance has developed a
draft federal law No. 419059-7 "On digital financial
assets" [23].

The fifth block of bills provides for a number of in-
centive measures, including tax in part:

. establishing the conditions for the
taxation of VAT on operations for the export of
works, services, similar to the conditions for the
taxation of operations on the export of goods;

. tax incentives for private investors in-
vesting in Russian high-tech projects.

The sixth block of bills should be aimed at the for-
mation of legal regulation of legal proceedings in terms
of unification of the rules for filing in electronic form of
claims, complaints, petitions, regulation of the admissi-
bility of electronic evidence and remote participation in
the court session. In addition, in the field of notaries, it
is planned to develop tools for electronic notaries (pro-
duction of notarial documents in electronic form, re-
mote execution of notarial actions, etc.).

The seventh block of bills is to ensure legal regula-
tion of digital interaction between the entrepreneurial
community and the state in terms of recording infor-
mation about the employee's labor activity in electronic
form (“electronic work record book™) and concluding,
changing, terminating and storing employment con-
tracts, introducing personnel document management in
electronic form. For example, the Ministry of Labor of
Russia has developed bills proposing changes to the
current labor legislation in terms of the formation and
maintenance of information about the employee's labor
activity in electronic form (electronic work record
book) [24], as well as about conducting an experiment
on maintaining electronic documents related to work
stipulated by labor legislation [25].

The eighth block of legislation is the legal regula-
tion of legal relations in the field of robotics and the use
of artificial intelligence technologies. In particular, the
Ministry of Economic Development of Russia has de-
veloped a draft law aimed at determining the procedure
for initiating, establishing, implementing, monitoring
implementation, determining the results of the imple-
mentation of experimental legal regimes in the field of
digital innovations, consisting in the temporary targeted
controlled establishment of a special regulatory legal
regulation for the use of digital innovations or carried
out with them. use of activities in the Russian Federa-
tion [26].

The ninth block of bills is the regulation of the ef-
fective use of the results of intellectual activity in the
digital economy. Thus, the Ministry of Education and
Science of the Russian Federation has developed bills
aimed at legal regulation of the rules for the circulation
of rights to computer programs and databases in ac-
cordance with the needs of the digital economy [27], as
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well as to establish regulatory provisions that provide
the possibility of forming shares in the exclusive right
to the results of intellectual activity and means of indi-
vidualization and their participation in civil circulation,
the introduction of legal mechanisms to protect the in-
terests of rightsholders when disposing of shares in the
exclusive right by one of the rightsholders, as well as
taking into account the interests of other participants in
the civil turnover who enter into relations with
rightsholders [28].

The tenth block of draft laws is aimed at introducing
the use of innovative technologies in the financial mar-
ket by defining the procedure and form of carrying out
crowdfunding activities. On this issue, the Ministry of
Economic Development has prepared a draft law de-
signed to regulate relations on attracting investments by
commercial organizations or individual entrepreneurs
using information technologies, and also determines the
legal basis for the activities of operators of investment
platforms to organize retail financing (crowdfunding)
[29].

The eleventh block of bills should regulate the crea-
tion and functioning of special legal regimes in the digi-
tal economy, the so-called "regulatory sandboxes".

The twelfth block of draft laws presupposes a com-
prehensive reform of legislation in the field of standard-
ization in order to increase the competitiveness of Rus-
sian technologies and Russian business through the use
of the results of computational experiments during con-
formity confirmation procedures.

In addition to the above blocks, there are other pri-
ority tasks. For example, this is an amendment to the
EAEU law in terms of removing legal restrictions for
the development of the digital economy. In addition, it
is planned to introduce a mechanism for the formation
and use of machine-readable norms, artificial intelli-
gence technologies, processing big data and other tech-
nologies in order to automate and improve the efficien-
cy of the law enforcement system.

As for the conceptual reform, it is planned to devel-
op two concepts that adapt “existing regulation tools to
the changing reality and set a new coordinate system for
regulating the digital environment” [30], these are:

. The concept of comprehensive legal
regulation of relations in the digital economy;
. The concept of organizing the process

of managing changes in the regulation of the digital

economy, providing for the expansion of the activi-

ties of the federal project, including by giving flex-
ibility to the legal regulation of the digital economy
by other branches of legislation.

It is assumed that the development and adoption of
the above bills will help remove the priority regulatory
barriers that impede the development and functioning of
the digital economy in the listed areas of public rela-
tions. As a result of the removal of priority regulatory
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barriers and the implementation of complex promising
measures, a system of regulatory regulation will be cre-
ated that will make it possible to promptly:

1) Identify regulatory problems, including regulato-
ry gaps, excessive regulation, regulatory conflicts and
others,

2) Develop, discuss the necessary management de-
cisions and simulate their impact on public relations,

3) Formalize management decisions in the texts of
draft regulatory legal acts and discuss them,

4) Adopt regulatory legal acts,

5) Monitor the practical implementation of deci-
sions and regulatory legal acts,

6) Make the necessary adjustments.

As you can see, the legislator pays attention to the
legislative regulation of the digital economy, while
digitalization covers almost all areas of human activity,
and not just the economic one. Modern legal regulation
is directed towards the traditional legal system, not digi-
tal. The current legislation can be applied or partially
applied in the context of digitalization. At the same
time, there are separate normative legal acts that are
specially created to regulate certain social relations in a
digital format. However, there are not many such nor-
mative legal acts and they mainly regulate electronic
document circulation, electronic commerce.

The current state of Russian legislation in the con-
text of digitalization, despite the steps taken by the leg-
islator, is generally characterized by a high degree of
uncertainty. It is very difficult to give an objective as-
sessment of the planned bills, the adoption of which is
due to the digitalization of many spheres of human life,
the possible consequences of their adoption and impact
on public relations. To prepare a legal basis for the digi-
talization of public relations, deep and systematic work
is required to develop legal institutions, to establish the
relationship between new ones and existing legal cate-
gories and concepts. However, to this day, the current
legislation does not establish the basic terms associated
with intelligent systems technologies and artificial intel-
ligence.

The development of the regulatory environment de-
pends on the quality of legal regulation, which can also
become an insurmountable barrier. The challenge now
is to create a modern system of legal regulation in the
context of digitalization of public relations. An im-
portant direction of improving the rule-making system
is the use of the potential of using information technol-
ogies and special platform solutions [17].

The tendencies and conditions indicated above sug-
gest the need to change the legal regulation of the digi-
tal environment through the formation of a "regulatory
environment that provides a favorable legal regime for
the emergence and development of intelligent digital
systems"” [7, 40 p.], as well as for the effective imple-
mentation of not only economic, but state and socio-
cultural activities on their basis. In this connection, a
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concept of comprehensive reform of Russian legislation
is required, due to the digitalization processes. At the
same time, a distinction should be made between digi-
talization as a process, meaning “the transition to a digi-
tal method of communication, recording and transmis-
sion of data using digital devices” [31] and digitaliza-
tion of law, considered as a tool for auditing the quality
of law, i.e. “Identification of outdated, non-working, as
well as ineffective and ambiguous norms in the general
array of legal acts and acts of law enforcement” [32, 38
p.]. The first concept is broader than the second. Speak-
ing about the concept of reforming Russian legislation
due to digitalization processes, we are talking about
digitalization as a process that affects all spheres of
human life that need legal regulation both in full and in
terms of making appropriate changes and additions to
the current legislation.

4. CONCLUSIONS

All in all, it appears that the concept of comprehen-
sive reform of Russian legislation in the context of digi-
talization should provide for the following:

1) Basic principles for the development of legal
regulation in the context of digitalization;

2) The main categories and concepts in the field of
digitalization of public relations;

3) Features of digitalization of certain spheres of
public relations (state, economic, social, cultural);

4) The main directions of development of the regu-
latory and legal framework in the field of digitalization
in relation to certain areas of public relations.

Thus, within the framework of the concept of re-
forming Russian legislation in the context of digitaliza-
tion, we can talk about a more detailed conceptual legal
regulation of Russian legislation in relation to certain
types of activities, and, in particular, complex legal
regulation of relations in the digital economy.
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