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ABSTRACT 
In the modern world, the problems of digitalization of labor safety processes at industrial enterprises are relevant. The 
purpose of the study is to identify the specifics of industrial safety management in the implementation of a digitalization 
policy, to identify problems and prospects for introducing digital transformation of an enterprise. The study is aimed at 
analyzing the digitalization of industrial enterprise management, substantiated the need for digital modernization of pro-
duction systems of enterprises. Information on advanced production technologies that ensure the safety of processes is 
considered. The article analyzes the concepts of new management of an industrial enterprise and considers the advantages 
of introducing innovative technologies. The author comes to the conclusion that during the period of digitalization, the 
management of an industrial enterprise is possible if the head of the organization has specific professional competencies 
in the field of IT technologies. Today, in the Russian Federation, the development of production systems of enterprises 
covered by elements of digital technologies is at a low level and is characterized by a low level of integration into the 
enterprise management system. 
Keywords: Digitalization problems, industrial enterprise management, labor protection, modernization, tech-
nologies, factors.

1. INTRODUCTION 

Innovative technologies are used in every sphere of 
human activity. In Davos, Schwab, President of the 
World Economic Forum, formulated the concept of In-
dustry 4.0. The monograph "The Fourth Industrial Rev-
olution" became the basis for the development of inter-
state and national initiatives for digitalization of industry 
[1]. In the EU countries (Germany, Italy, Sweden), these 
initiatives are called Industry 4.0. (Smart Industry) [2]. 

In the context of digitalization, the relevance of is-
sues related to the specifics of managing an industrial en-
terprise is of particular importance. So, for example, ac-
cording to the research of the World Streel Association, 
with the production of only 6% of the world, 26% of 
deaths in metallurgical production from the global indi-
cator occur in the CIS countries. Fatality frequency rate 
(FFR) in the CIS countries is 0.056, twice the world av-
erage of 0.030 [3]. 

The key aspects of reducing production safety are: 
high depreciation of fixed assets of enterprises, a formal 
approach to ensuring safety, lack of consistency in indus-
trial safety management. The digitalization of security 
management processes creates an additional level of pro-
tection, protecting against the occurrence of system er-
rors, reducing the risk of accidents. 

Thanks to the technologies of the Internet of Things, 
personal wearable devices, artificial intelligence, it has 
become possible to manage an enterprise based on the 
collection of large amounts of data. The main task of in-
troducing innovations in the field of industrial safety 
management and labor protection is the prevention of un-
desirable events in advance, preventive measures. In-
creasing production efficiency, increasing the level of 
trouble-free and safety of technological processes, re-
ducing the incidence of industrial injuries and deviations 
is the goal of introducing innovative production methods 
based on digital solutions. 

At the same time, there are a number of problems as-
sociated with the introduction of digital technologies in 
industrial safety management. One of them is legislative 
gaps or restrictions related, among other things, to the 
ability to process biometric data, which entails an addi-
tional financial burden on enterprises. 

In the Russian Federation, more than 90,000 enter-
prises are involved in industrial safety management, 
which need to comply with the requirements of state bod-
ies (Rostekhnadzor) and internal enterprise safety stand-
ards. The industry, in turn, dictates high requirements for 
ensuring the safety of production and the safety of peo-
ple's lives. 
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The aim of the study is to analyze the specifics of 
digitalization of industrial enterprise management, iden-
tify the algorithm for the digital transformation of an en-
terprise. The success of the digital transformation policy 
largely depends on: the availability of professional per-
sonnel, material and financial resources and a manage-
ment system. The factor holding back the development 
of digitalization in our country is socio-economic, legal 
and political. 

The objectives of the study were: analysis of the state 
of digitalization of industrial enterprises in Russia; re-
search of problems, as well as features of innovative po-
tential in the context of industry digitalization. 

2. LITERATURE REVIEW  

In his study, Bubin analyzes the need to use recycling 
in the modern conditions of the development of the dig-
ital economy and proposes measures within the frame-
work of state participation [3]. In addition, Kosareva for 
the implementation of the transformation process by the 
enterprise, he offers an adaptive algorithm, which con-
sists in creating an expert group, researching the activi-
ties of the enterprise, implementing a roadmap, develop-
ing and testing [4]. 

Petrov explores the prospects and problems of intro-
ducing digital technologies into the Russian economy, 
the negative consequences of digitalization, aspects that 
hinder its development [5]. In the same time, Komarova 
in his article considers the need to adapt the Russian 
economy to the requirements of the new technological 
order, identifies the main challenges of the digital econ-
omy in Russia [6]. 

Fundamental studies of the transformation of the in-
ternational economy in the framework of technological 
change are reflected in the works of Rosser [7]. 

In the article by Asabin examined the term "digital 
economy" and highlighted its elements, indicated exam-
ples of the application of IT solutions for Russian enter-
prises [8]. 

Kostyukhin, Savon, Safronov, Zhaglovskaya in their 
study, they propose to use specialized software in mines, 
as an element of effective control, to help block replace-
ment orders when they are issued, in order to eliminate 
an emergency [9]. 

Toropygina, Zavyalov considered in their work the 
goals, objectives, principles of introducing innovations 
into the labor protection management system and digital-
ization. New methods and technologies in labor protec-
tion management are analyzed [10]. 

Trifonov, Verzhansky, Zamriy, Rusetsky studied in-
novative approaches to solving industrial safety prob-
lems [11]. 

The relevance of the digitalization of the Russian 
economy through an increase in economic efficiency, an 
increase in the competitiveness of industrial enterprises 
is proved in the study of Kiselev [12]. Afonasova ex-
plores the issues of digitalization of production in the 
context of the problem of increasing the operational effi-
ciency of business, the transformation of production pro-
cesses of enterprises at the stage of digitalization [13]. 

During the research, general scientific methods of 
cognition were used. The information retrieval method 
made it possible to collect the necessary materials on the 
research topic. To achieve the goal of the study, the col-
lection and processing of the information received was 
used. By analyzing existing sources, it was possible to 
solve the set tasks. Methods of comparisons and analo-
gies made it possible to identify a promising direction of 
digitalization of industry. The conclusions and results of 
the study are based on logical methods and generaliza-
tion. 

Up-to-date information on the research problem is 
contained in the reporting data of the research conducted 
by world companies. The research is based on statistical 
and information materials of rating agencies. Analytical 
materials made it possible to identify the problems and 
prospects of the digitalization of industry in Russia. Ma-
terials of international and all-Russian conferences were 
used to study the main trends in the use of digital tech-
nologies in industrial safety management. The infor-
mation base of the research was the materials of the In-
ternet, located in the open access, scientific periodicals 
and publications of scientists, practitioners and special-
ists. 

3. DIGITALIZATION IN INDUSTRIAL 
SAFETY MANAGEMENT 

The pursuit of automation of systems and the devel-
opment of digital technologies for use in solving daily 
problems is becoming an international trend in all types 
of production. Reducing the involvement of the human 
factor leading to an accident or accident is the task of 
automating processes. Digitalization is also necessary 
for the development of industrial safety itself. The first 
attempts at “digital” were made by the largest Russian 
manufacturers. 

The companies shared innovative projects imple-
mented in their production facilities at the Russian Steel 
Congress (2019), which was dedicated to industrial 
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safety. In 2016, PJSC Gazprom Neft became the first 
company in Russia to implement the electronic work per-
mit system. PJSC SIBUR Holding is testing drones that 
monitor specific areas, digital work permit and black 
screens. The black screen system on the monitor displays 
gray, or normal, production mode. The appearance of 
black screens indicates a process failure. This is a visual 
alert to the operator for urgent action. The remote moni-
toring system is being tested at one of the enterprises of 
PJSC SIBUR Holding together with Rostekhnadzor. 
Digitalization tools are implemented in industrial control 
processes faster and easier than in the processes that are 
associated with the investigation of incidents. 

PJSC MMK is modernizing Industry 4.0 in the field 
of labor protection and industrial safety. Since 2018, an 
accident investigation module has been integrated into 
the information system. The principle is built on the basis 
of an analysis of incidents over the past 10 years. The 
main developments in the field of industrial safety are 
“smart” helmets and vests with sensors that allow track-
ing the location and physical condition of an employee. 
The video analytics system, which records the incident 
and signals the problem, allows to reduce the damage 
with the help of high response speed. VR simulators are 
used in the process of teaching employees to behave in 
non-standard or emergency situations. Pilot projects 
were developed to maintain electronic passports for em-
ployees. Information about medical examinations, com-
pleted training and instruction courses, a medical record, 
a list of work permits issued to the employee's name are 
combined in a single electronic document. The use of 
predictive analytics systems is the basis for the imple-
mentation of developments for the digitalization of infor-
mation management on industrial safety and equipment 
integrity management. 

IoT technologies (digital twins) are most applicable 
in industry. A “twin” computer model is created for ob-
jects and processes, which allows solving the problems 
of forecasting real dangers and threats before they occur. 
Platforms for the implementation of digital twins, the 
most popular technologies containing sub-technologies 
of digital design and mathematical modeling, were in-
cluded in the roadmaps for promoting end-to-end digital 
technologies for 2019-2024 [14]. 

Digitalization increases the responsibility of person-
nel in industrial safety management. Launched in 2018. 
The digital industrial safety management system at the 
Kazan State Treasury Gunpowder Factory made it possi-
ble to create a unified information space for the enter-
prise, ensure traceability of activities, and timely conduct 
industrial safety examinations. 

4. PROBLEMS OF DIGITALIZATION IN 
THE FIELD OF INDUSTRIAL SAFETY 
MANAGEMENT 

According to experts, the legislative base in the field 
of industrial safety management is imperfect. The intro-
duction of digitalization in industry is hampered by out-
dated and outdated laws and regulations, ministerial in-
structions of the Soviet period and the modern Russian 
Federation. The development of an up-to-date regulatory 
framework is a big practical problem in the implementa-
tion of an industrial digitalization project. There is a sig-
nificant lag in this area. At the St. Petersburg Interna-
tional Economic Forum (SPIEF) in 2019, the participants 
summed up that in the field of digitalization, out of 100 
necessary bills, the Russian State Duma adopted only 2. 

It is necessary to give more opportunities to busi-
nesses in paperwork, automation and digitalization. The 
regulatory framework in the area of industrial digitaliza-
tion requirements has not kept pace with innovative tech-
nical capabilities. For example, there are no require-
ments for the introduction of electronic work permit. The 
so-called "pilot" projects are being launched at the enter-
prises. The legal basis for the introduction of electronic 
work permits was the Federal norms and rules in the field 
of industrial safety "Rules for the safe conduct of gas 
hazardous, hot and repair work" (approved by order of 
the Federal Service for Environmental, Technological 
and Nuclear Supervision of November 20, 2017 No. 
485). The rules for using electronic signatures when co-
ordinating work permits are approved by the internal 
documents of the operating organization in accordance 
with the requirements of the Federal Law of April 6, 
2011 N 63-FZ "On electronic signature". For example, 
the main functionality of the "Electronic work permit" 
module of the digital system "MyObject.rf": automation 
of the registration, coordination and approval of the work 
permit using a digital signature; management, control, 
notification of participants in the process about the prep-
aration and progress of work on the work permit; provi-
sion of operational information on RPO carried out on 
the territory of the enterprise; data entry control; ac-
counting of all hazardous work carried out on the terri-
tory of the enterprise; keeping checklists and reference 
books; display of all current and planned works with dy-
namic statuses (agreed, under revision, in progress, sus-
pended); integration with the enterprise information sys-
tem. 

By presidential decree, the government is preparing 
a regulatory framework for the digitalization of industry. 
The main task is to eliminate outdated, contradicting and 
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duplicating legislative acts. There is a need to eliminate 
old legislation and introduce new, targeted, risk-oriented 
legislation. Regulatory documents should prevent or mit-
igate risks, while the cost of activities should be lower 
than the risks themselves. Normative acts should not be 
aimed at regulating the internal procedures of enter-
prises, dictating the definition of the risk management 
vector. Today, a new law on industrial safety aimed at 
improving the system based on modern requirements, 
within the framework of the Vision Zero concept and 
modern digital achievements is under development. 
They attach particular importance to hazardous industrial 
facilities, welding and mine surveying, safe work with 
mobile devices and explosives, new requirements in the 
diagnosis of buildings and structures, and industrial 
safety expertise. 

From the point of view of experts, in the Russian Fed-
eration, the development of industrial digitalization is at 
a low stage, consists of non-systemic, individual solu-
tions. 

Large sample sizes in surveys showed that 37% of 
enterprises are already actively using digital technolo-
gies, 27% have begun to implement elements of technol-
ogy. The remaining respondents are only considering the 
feasibility of their implementation. Company represent-
atives note that risk hedging measures are needed [15]. 

Experts note that the following factors hinder the suc-
cessful digitalization of industrial safety management in 
Russia: lack of qualified personnel, lack of a developed 
strategy, insufficient interaction between IT and enter-
prises, low funding, presence of risks and views of man-
agement, company employees do not have the necessary 
knowledge and competencies, technological processes 
built inflexibly and not fast enough, modern and imple-
mented technologies are often incompatible, the use of 
irrelevant technologies, lack of motivation for innova-
tion [16]. 

The inaccessibility of modern digital developments 
is a serious problem of industrial digitalization. Cur-
rently, in Russia, its own technological developments in 
the field of digitalization are produced in insufficient 
quantities. This is confirmed by the fact that out of 10 
global companies that develop digitalization technolo-
gies, 9 are American and 1 is Chinese. The innovative 
leaders in this area are 12 companies from the USA and 
9 from China [17]. 

Another problem in the development of industrial 
digitalization is the lack of an efficient digital infrastruc-
ture. For example, the use of high-speed industrial Inter-
net (5G) in the near future. Also, this infrastructure in-
cludes equipping industrial processes with sensors, with 
the help of which data is read and processed, the genera-
tion of computing power for predictive analytics [17]. 

Industrial production is becoming dependent on the 
applied information and communication technologies. 
According to the European Network and Information Se-
curity Agency (ENISA), the first three negative factors 
that can cause financial damage include the introduction 
of the Internet of Things. Business representatives do not 
see profitability in the digitalization of production, since 
the introduction of digital technologies is an organiza-
tional and technically complex process. 

5. CONCLUSIONS 

The main problems of digitalization in the field of in-
dustrial safety management include: 

• Inconsistency of the regulatory framework with 
technological changes taking place, but at the cur-
rent stage of development; 

• Low qualifications of competent personnel, lack of 
human capital; 

• The emergence of new technologies and applied so-
lutions that require infrastructure modernization; 

• Lagging behind the digital infrastructure in the Rus-
sian Federation, the need for significant scientific, 
financial and time resources. For example, in 2018. 
PJSC Gazprom Neft invested RUB 1.7 billion to de-
velop a special occupational health and safety pro-
gram. 

 
The formation of a corporate safety culture is one of 

the main tasks of enterprises. Oil workers implement per-
sonal obligations for all employees, conduct Leadership 
behavioral safety audits at enterprises. 

The transformation of industrial enterprises: digital, 
operational, cultural organizational - should be carried 
out in an integrated manner. Today, many enterprises are 
limited to a system of incoherent, scattered instructions 
and measures. It is possible to build an integrated system 
for a specific production in two or three years. 

With the integration of digital technologies into the 
work of enterprises, the variability of production in-
creases by actively changing the characteristics of the 
production process and providing the information com-
ponent of the stages of the life cycle of manufactured 
products. Along with this, the degree of efficiency of en-
terprises' work from the efficiency of the applied digital 
technologies increases. Disruption of integrated digital 
systems can lead to significant risks when compared with 
the traditional model of enterprise production manage-
ment. 

Modern digitalization forces industrial enterprises to 
reorganize their activities, to integrate new information 
systems in production. Experience shows that off-the-
shelf technologies cannot always be incorporated into an 
existing system. It is not always possible to eliminate 
risks and accelerate the process of transformation of 
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technological processes of an enterprise at all stages us-
ing existing tools and techniques. 

The main business risk of digital transformation of an 
enterprise is the lack of tools for calculating the effec-
tiveness of the integrated implementation of digital tools. 
A recent survey of more than 600 executives from min-
ing and metals companies showed that more than a third 
of respondents either know nothing about today's digital 
realities or have a very vague idea of them. Many enter-
prises lack modern instrumentation systems and auto-
mated production technology management systems. The 
automation device continues to work on relay logic, 
which does not allow it to be physically connected to the 
level of modern services and analytics. 

Digital technologies have different potential for use 
by industrial enterprises. Not all technologies are cur-
rently sufficiently regulated at the state level, and key 
technologies to a lesser extent. Based on the analysis of 
state regulation abroad, additional regulatory measures 
can be proposed. 

In general, the basis of information security should 
be the predominant use of domestic software and equip-
ment, Russian technologies for ensuring the integrity, 
confidentiality, authentication and availability of trans-
mitted information and its processing processes, as well 
as the use of information protection technologies using 
Russian cryptographic standards. 

Opportunities and advantages of digitalization are 
rarely questioned, including in our country, however, ac-
cording to the study "Digital funnel" of consumption: 
features and prospects of the Russian IT market ", Russia 
lags behind Western countries in digitalization by 6 
years. Statistics show this:  
1. The share of the digital economy in Russia is 5%, in 

Western countries - 16-35%.  
2. The number of innovative industrial enterprises in 

Russia - 11%, in some Western countries - up to 
60%.  

3. The number of employed in high-tech / knowledge-
intensive industries in Russia - 4%, in Western 
countries - 6%. 

Experts identify 4 reasons at once for Russia's lag behind 
the leading countries in the field of digitalization:  
1) Instability of the economy, exacerbated by sanctions. 
There are few manufacturers of high-quality hardware in 
Russia: processors, sensors, modems, etc., while foreign 
products are expensive and sometimes simply unavaila-
ble for the domestic market.  
2) Lack of clear standards. For the effective development 
of the high-tech market, IT standards are required, which 
are just beginning to appear in domestic legislation. Cer-
tain processes are not at all structured at the state level, 

which greatly inhibits the introduction of digital technol-
ogies.  
3) Lack of qualified specialists. The country's educa-
tional system lags behind the development of the digital 
technology market and does not have time to provide in-
terested companies with high-quality personnel.  
4) Striving of the business for quick profit. Many domes-
tic companies are only interested in the most liquid pro-
jects that can bring large income in the short term. In 
Western countries, corporations are happy to invest bil-
lions of dollars in projects with a payback period of 30 
years, our companies are trying to invest only in those 
technologies that will pay off in two years. Therefore, 
digitalization is generally less attractive for domestic 
businesses. 

Unfortunately, many enterprises are not yet able to 
grasp the full potential of digitalization and the possibil-
ities of transition to new technologies. 
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