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ABSTRACT 

The research study focuses on specific issues of delinquency prevention and other deviant juvenile manifestations. 

Taking into account the impact of virtual environment on the formation of communication links within society and the 

consciousness of social groups or individuals, it has turned out on the initiation of this publication, the main purpose of 

which is to determine the capability and the effectiveness of the Internet and mobile applications results in the field of 

juvenile delinquency prevention. It is emphasized that for the police the Internet in the system of juvenile delinquency 

prevention becomes either an object of attention as possible determinant of juvenile deviation or means of preventive 

influence exerting on the consciousness and behavior of children. Keeping this in mind, the specifics of general and 

individual prevention activities with "the risk group" of children has been determined in a new format, i.e. using the 

Internet and mobile applications. 
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1. INTRODUCTION 

The state of juvenile delinquency (misdemeanor 

committed by underage children) has been and still 

remains urgent problem for Ukraine. The average 

number of the minors who have committed criminal 

offenses during the last five years is almost 3,500 cases. 

And although according to the statistics of the Office of 

the Prosecutor General this number decreases every year 

(analysis of these indicators (for 11 months) during 2016-

2020 shows decrease of 29.9% [1]), this situation cannot 

leave indifferent the government nor society in the whole. 

Also, we should mention on the great number of 

administrative offenses committed by this category of 

persons, as well as emphasize on the significant 

percentage of juvenile offenses in Ukraine that remain 

latent. The solution of this problem goes far beyond the 

scopes of legal liability only. These legal relations cover 

a number of aspects, the main of which are the 

application of moderate infant-friendly response 

measures from the part of state bodies and local 

communities, special procedures for jurisdictional 

proceedings (criminal and administrative-delict), 

ensuring the rights of such children, withdrawing 

subjective and objective reasons contributing to the 

demoralization of minors, further relapses on their part, 

and finally taking up prevention measures. Today, 

juvenile justice is being a guiding theoretical and political 

principle of the best form of ensuring the rights of 

children who are in difficult living circumstances, in 

particular at risk [2] or in conflict with the law [3, p. 127-

128]. Currently dominating in Ukraine criminally 

legitimate (mostly punitive) approach to solving the 

problems of delinquency among children quite formally 

takes into account their interests being characterized by 

its retrospective nature [4, p. 50]. Every year the number 

of children convicted by the Courts is actually equal to 1/2 

of registered cases on criminal offenses committed by 

this age group category. However, taking into account the 

peculiarities of juvenile age, the prosecution should not 

always be the only possible response by the state for the 

offenders mentioned [5, p. 152]. Ensuring the widest 

range of interests of any infant occurred within a conflict 

to the law and trying to return the child back into society 

as soon as possible require quite a wholesome set of legal, 

social, educational, medical and organizational measures 

available in the arsenal of juvenile justice. In addition, 

efforts on the part of the state and the community should 

be aimed primarily at preventing offenses, which 

determines the priority of preventive activity. 

Thus, the purpose of this study is to determine the 

ability and effectiveness of the Internet and mobile 

applications capacity in the field of juvenile prevention.  
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2. RESEARCH METHODOLOGY 

In order to achieve the set-up goal, generally 

scientific and specially applied methods have been used 

during the investigation, being the means of scientific 

research (structural-functional and systemic, formally-

logical, hermeneutic, etc.). The overall reports of the 

Office of the Prosecutor General on persons who 

committed criminal offenses within 2016-2020 allowed 

us to determine dynamics and trends of criminal offenses 

among the minors in Ukraine over the past five years. In 

addition, the study is based on the generalization of the 

results of the implementation of a local pilot project on 

individual prevention with children who are registered in 

by the police (City of Kryvyi Rih) using mobile 

applications like Viber and Google Meet. Within the 

framework of this project the conducted surveys and 

questionnaires of children allowed us to find out the 

advantages and disadvantages of the new format of 

preventive activities.   

3. RESEARCH RESULTS 

The UN Committee on the Rights of the Child 

believes that the policy of administering justice to minors 

without a set of measures aimed at preventing juvenile 

delinquency suffers from serious shortcomings [6, p. 8]. 

It is not surprising, therefore, that English (Crime and 

Disorder Act 1998, Art. 37) [7], Canadian (Youth 

Criminal Justice Act. 2002, preamble) [8] state that the 

main purpose of juvenile justice is to prevent juvenile and 

youth delinquency. Therefore, any system of juvenile 

justice, that is activities like prevention (prophylaxis) of 

crimes committed by children, should be considered as 

one of its main principles and priorities. 

The determinants of juvenile delinquency can be 

divided into the following groups: social and economic, 

organizational and legal, cultural and psychological [9, 

p. 122]. Having rested on these classification, preventive 

measures can be divided into general (socio-economic, 

legal) and individual (special) ones, or their prophylactic 

measures like earlier (initial) intervention, 

rehabilitation [10]. 

In most countries of the world the main subject of 

counteraction to juvenile delinquency are police units 

[5, p. 156]. For example, in the United States there are 5 

stages of working with juvenile offenders, including 

police proceedings, pre-trial inspection, bringing the case 

to the Court, and so on. Discrete powers of the police at 

each stage allow to individualize the impact on the kid in 

specific situations. The application of preventive 

measures and measures of deterrence to juvenile 

offenders out of Court takes place in almost 90% of cases 

[5, p. 152]. It goes without saying that these activities are 

organized and carried out by the police in close 

cooperation with other government agencies and the 

community, using a variety of forms and methods. 

According to the legislation of Ukraine, prevention of 

offenses among children is an activity aimed at 

identifying and eliminating the causes and conditions that 

lead to the commission of administrative and criminal 

offenses by children, as well as a positive impact on the 

behavior of individual minor in Ukraine, in a particular 

region and within the family, at the enterprise, institution 

or organization, regardless of ownership or place of 

residence [11, Art. 3]. 

Today, the Internet through computers, mobile 

devices, various software is increasingly penetrating 

public relations and personal lives, creating a new form 

of virtual communication. We may assume that such a 

communication leads to the formation of a specific media 

culture among adolescents. Fascination with the Internet 

has both advantages and disadvantages. Through 

browsers and social networks, a child can find needed 

information very quickly, provide online 

communication, education, stay in touch with their 

parents, and many more. For example, in conditions of 

global pandemic, educational institutions are actively 

using online education. And although these alternatives 

may not fully compensate the benefits of full-time 

training, they provide flexibility and continuity of 

communication with the online audience, regardless of 

the location of participants [12, p. 18]. According to the 

international research project ESPAD, in 2019 only 6.7% 

of surveyed adolescents in Ukraine did not use social 

networks. Almost 45% of adolescents spend up to 3 hours 

a day on social networks, and about 50% – 4 or more 

hours [13]. At the same time, free placement and access 

to personal information, uncontrolled content of sites and 

social networks, the possibility of negative information 

and psychological impact on the unstable consciousness 

of the child, along with the benefits of the Internet, 

creates information security problems that require not 

only technological but also social legal solutions 

[14, p. 40]. Against the background of expanding 

possibilities of virtual communication through social 

networks and software applications like Facebook, 

YouTube, Instagram, Twitter, WhatsApp, Viber, 

Telegram it is often necessary to observe actual social 

isolation of children and adolescents [15, p. 59-60], 

which leads to disorders of cognitive and communicative 

processes in real life. Children are often lack of useful 

information to assess the risks of their own behavior 

properly, or the possible factual and legal consequences 

of their actions. 

The use of computers, smartphones and other 

electronic gadgets in order to attempt changes in human 

behavior is no longer uncommon today [16]. Nowadays 

it is already believed that the Internet can influence upon 

various aspects of a child's life and development, 

including politics, culture, religion, education, health, 

environment, and so on. Using technological, design and 

psychological methods of influencing the consciousness 

and subconsciousness of Internet users, the belief is 
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always aimed at changing perception, attitude, behavior 

of both individuals and indefinite groups of people, 

sometimes forcing them to certain actions or inactions 

[17, p. 2]. Such intentions can be socially useful, neutral 

or, conversely, harmful. Children are most prone to 

persuasion. Therefore, the Internet in the system of 

juvenile prevention simultaneously becomes for the 

police both an object of attention as a possible 

determinant of juvenile deviation, and means of exerting 

preventive influence on the consciousness and behavior 

of children. 

The police must monitor Internet content to identify 

threats to children's information security. However, the 

specifics of cyberspace stipulate the fact that to overcome 

all the threats and negative effects of the Internet for 

children in this area is not possible physically. Bearing 

this in mind, the police should focus their efforts on 

neutralizing mentioned threats using the Internet to 

prevent illegal acts by the minors. 

Effective persuasive system should transfer the 

potential user to its scope through the following stages of 

persuasion: (1) the stage of attracting attention; (2) the 

stage of maintaining interest; (3) stage of action (when 

the user follows the target guidelines). The above-

mentioned stages, however, depend on the effective 

coverage of the system [17, p. 3]. It is necessary to 

monitor perpetually how this or that preventive content 

and the form of its proof are able to contribute to the 

process of forming children's acknowledgement about 

the interaction of "subject-object". This will provide an 

opportunity to develop a system of using this potential 

and better adaptation it to the needs of children [18, p. 7-

8] and preventive tasks of the police in today's conditions 

either. 

Preventive material designed to be posted on the 

Internet can provide children with necessary tools to 

assess external potential risks or predict consequences of 

their own actions. In addition to training guidelines and 

recommendations from the police on the dangers to 

children, their parents and other social subjects of 

control, this should be information on the most disturbing 

practices that are spreading, including through the 

Internet (such as sexting, bullying, fraud, ludomania, 

tote, involvement of adolescents into destructive 

communities, the spread of juvenile drug addiction, 

alcoholism, excessive aggression, etc.). There is the 

necessity to raise children's awareness of the algorithms 

for their actions if they are already in conflict with the 

law, the types and conditions of alternative measures of 

juvenile justice, ways to involve minors into illegal 

activities, etc. For example, the UK Government website 

has a Youth and the Law overview page, which contains 

information on "What happens if a child under the age of 

10 breaks the law?", "What happens if your child gets 

into trouble with the police", etc. [19]. In order to draw 

the attention of Internet users to the most pressing issues 

on their websites, the Swedish Police, in addition to their 

own projects, also posts information from other social 

services and public organizations, such as the link "About 

young people and alcohol on the Teenårsparlören 

website" [20]. 

To achieve the effect of preventive effects on children 

through the Internet and mobile resources, it is necessary 

to adhere to the following principles: (1) there cannot be 

too much preventive information; (2) diversity of 

thematic content; (3) the extreme specificity of the 

content and experimental nature of the method of 

information presentation; (4) children should not look for 

the necessary and useful information for themselves, so 

this information "should find itself " necessary 

addressees, and the kids just have to separate it. 

Active use of the Internet and mobile resources 

should be widespread among individual prevention 

measures with children who are on preventive 

registration in police departments. Mobile application 

technology can increase motivation of such people to 

socialize/re-socialize, since the adolescents of new 

generation are naturally inclined to the idea of using 

mobile phone (smartphone/iPhone) as often as possible. 

The traditional mode of contemporary education is 

increasingly being replaced by mobile teaching because 

of its role in shaping students’ motivation [21; 22, p. 92], 

which cannot be left without proper attention in the 

context of prevention. Starting from September 2020, the 

project of individual preventive activity with the use of 

mobile applications was tested with children registered in 

Kryvyi Rih City (Dnipropetrovsk region). For children 

who own Viber software application in their modern 

mobile communication devices (this is 72% of the total 

population registered in the city) a chat was created, in 

which these persons became participants. Except juvenile 

preventive police officers, the administrators of this chat 

were specialists from a local center for free secondary 

legal aid, juvenile service, and juvenile psychologists. 

The capabilities of the software application allow quick 

bringing of necessary information to the group members 

from administrators (including the form of files), sharing 

links to useful sites, creating surveys to check 

recommended preventive material for review, 

questionnaires. In addition, chat allows to maintain 

constant feedback under quarantine restrictions with 

these people. Also, using a software application like 

Google Meet, periodic preventive interviews and lectures 

can be conducted with the participants of the mini-groups 

by video conference with both police and involved 

specialists (psychologists, teachers, lawyers, probation 

specialists, etc.). 

It should be noted that 38% of children showed 

activity in participation as members of this project, 

moderate activity showed 29%, minimum activity – 21%, 

no activity at all – 12% (Figures 1). The first two months 

aroused the greatest interest in this form of interaction. 
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Among the advantages of the project respondents 

identified: efficiency in proving information and ease of 

perception; "live" feedback with project administrators as 

the opportunity to ask questions and get answers; 

expansion of communicative connections among peers 

without excessive personal personalization; group 

opportunity to discuss some typical problems of 

adolescence or social confrontation; anonymity in 

questionnaires; some participants even noted a sense of 

moral support. Among the disadvantages there was the 

dependence on the quality of the mobile Internet; the 

general nature of preventive material without taking into 

account specifics of the social microenvironment of 

individuals; the schedule of "mandatory" video 

conference meetings through Google Meet is not always 

convenient for participants, and so on. In general, 

according to the results of anonymous survey, this form 

of preventive activity was positively perceived by 62% 

of project participants, satisfactory – 24%, unsatisfactory 

– 2%, no participation in the survey – 12% [23]. 

 

 

Figure 1 Preventive chat participants activity 

4. RESULTS DISCUSSION  

Prohibitory and restrictive measures for children and 

adolescents on the Internet can arouse even greater 

interest in harmful Internet resources, making just 

additional advertisement for them. On the contrary, the 

police preventive measures can have positive effect on 

the consciousness and behavior of the minors. In this 

context, a belief system aimed at preventing deviant 

behavior among children should include the following: 

(1) understanding the etiology of risks and threats to 

children that occur within the social environment, 

including uncontrolled use of the Internet; 

(2) establishing causal links between the determinants of 

wrongful conduct and the forms of possible 

manifestations of juvenile deviation in order to take 

targeted countermeasures; (3) taking into account the 

specifics of juvenile psychology, in particular the 

perception of useful information and its corrective 

ability; (4) developing effective methods of neutralizing 

negative impact of antisocial environment (including 

destructive virtual environment) onto the child through 

risk awareness, legal education and positive impact on 

children's consciousness through mobile and online 

resources; (5) constant monitoring of the content of 

Internet resources and mobile applications in order to 

determine their rating among children and youth, as well 

as to identify and systematize threats to children; 

(6) proper response onto the threats to neutralize them. 

The use of new mobile interactive forms of individual 

prevention with children of “risk groups” (children who 

are registered by the police) usually has its advantages 

and disadvantages. They are not able to solve general 

social problems or to improve financial situation of the 

child in some cases (but some socio-economic and 

general legal measures should be applied for prevention 

of causes of delinquency, child neglect, etc.). However, 

the establishment of feedback and atmosphere of trust 

between administrators and participants within the 

"virtual communication" can further signal on the 

presence of particular social and material problems inside 

the micro-environment of the child and respond on them 

more quickly. The coverage of a child with a preventive 

effect in this way depends on a certain material support 

like the ability to have a modern smartphone/iPhone, 

mobile Internet (ideally). In such a remote mode, it is 

difficult to force the child to be an active participant of 

the prevention process, so the only way to involve the kid 

into interaction is to create an atmosphere of interest that 

is to require new design and software solutions, 

psychological techniques and methods (preferably IT 

professionals and programmers, psychologists, teachers 

are to be involved, etc.).  

5. CONCLUSIONS 

The level of modern IT-technologies development, 

the emergence of new ways of mobile search and 

exchange of information or virtual communication 

certainly affects the social processes and psychology of 

some individuals. Thus, the effect of neutralizing the 

harmful effects of negative social factors and the 

formation of the acceptability of the rules of law and 

morality of social behavior for children of “risk groups” 

can be achieved through preventive content, which in its 

turn, minding the specifics of children’s environment, 

can be posted onto the Internet, mobile phone 

applications in various designs and software formats. 

In order to achieve positive effect, the specificity of 

the general preventive impact through the Internet lies in 

the maximum saturation of this space with useful 

information for an unlimited number of users (children, 

parents, teachers). In its turn, measures of individual 

prevention using the Internet and modern mobile 

applications with children of "risk groups" should pre-

assume working in "small groups", taking into account 

38%

29%

21%

12%

Active participation

Moderate activity

Minimum activity

Lack of activity
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the specifics of social microenvironment of these 

categories of persons. 

The emergence of new prevention formats using 

information technology requires their constant testing 

and analyzing as for its effectiveness, which leads to the 

expansion of scientific research and further 

investigations in this area.  
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