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1. MOTIVATION

After 1 year and a half of the COVID-19 pandemic, almost four 
million deaths,1 and considerable socioeconomic damage world-
wide, we extend a prior short communication2 to more thoroughly 
explore the relationships between risk judgment and the decision- 
making that risk judgment informs. Our goal is to raise the debate 
about risk communication, starting from the influences on risk 
perceptions and risk decisions of cognitive, affective and social fac-
tors – with an emphasis on mental models and trust – and ending 
with the concept of the ethics of resilience.

2.  INFLUENCES OF RISK JUDGMENTS 
AND RISK DECISIONS

We choose the work of Breakwell [1] to summarize the determi-
nants of risk judgments and decisions regarding individual protec-
tive behavior (i.e., mask wearing, physical distance keeping, contact 
tracing app usage, vaccination, movement restriction, and lock-
down acceptance) (Table 1). Note that even though these influences 
are categorized here in terms of cognitive, personality, affective, 
and social factors for their readability, they interact with each other 
and provide different levels of explanation from the individual level 
to the institutional level.

In brief, risk judgments, and correlatively, risk decisions, are influ-
enced by (i) heuristics; (ii) affective factors (e.g., feelings of confi-
dence); (iii) mental models of risk including knowledge (e.g., virus 
transmissibility) and beliefs (e.g., self-efficacy), social and cultural 
norms (e.g., attitude toward mask wearing) and moral values (e.g., 
altruism); and (iv) trust as an engagement in action (e.g., intention 
to get vaccinated).

We decided to focus on mental models of risk and trust because 
the goal of risk communication is to (i) fill the gaps in the mental 
model with regard to risk understanding, reinforce correct beliefs, 
and correct misconceptions [2] and (ii) correct noncalibrated trust. 
However, let us begin with their common thread, the resilience of 
ethics.

3.  RESILIENT ETHICS AND RISK  
COMMUNICATION

Resilience is defined by the United Nations Office for Disaster Risk 
Reduction as the ability of a system, community or society exposed 
to hazards to resist, absorb, accommodate, adapt to, transform and 
recover from the effects of a hazard in a timely and efficient manner 
[…]. Resilience relies not only on groups and communities but also 
on their members as individual responsible moral entities who are 
distinct from each other but influence each other within a given 
group or community. The challenge of COVID-19-related risk 
communication is not only to change individuals’ attitudes until 
the pandemic is mastered but also to make people aware that there 
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A B S T R AC T
This perspective paper presents factors that bias COVID-19-related risk judgments and risk decisions, such as cognitive biases, 
affect heuristics, mental models of risk and trust. The goal is to gain knowledge about the difficulty of risk communication in 
inducing attitudinal and behavioral changes regarding protective measures. Talking about morality and ethics appears to be less 
obsolete and more necessary than ever; it could even be seen as a ‘spare tire’ after one and a half years of risk communication 
and almost 4 million deaths. Perhaps it is time to think in terms of resilience at all levels, from the citizen of humanity to the 
highest institutions.
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Table 1 | Cognitive, personality, affective, and social factors that influence risk judgment and decision-making from Breakwell [1]. The factors are in italics

Cognitive factors

Availability heuristic: Tendency to assume that the frequency or the probability of an event is greater if people can easily remember an instance of  
the event (p. 87). It can interact with confirmation bias, i.e., to favor paying attention to information that confirms existing hypotheses or beliefs  
(pp. 108–109).

Anchoring bias: Tendency to rely too heavily on the first piece of information offered (the anchor) about a hazard (p. 90).
Confirmation bias: Tendency to favor paying attention to information that confirms existing hypotheses or beliefs (p. 108).
Representativeness heuristic: Tendency to assume that the probability that an object A belongs to a category B (categorical judgment) is greater  

if A resembles B in some fashion (p. 86).
Optimistic bias: Tendency to believe to be less likely to experience negative events, and more likely to experience positive events, than other  

people (p. 91).
Mental model of risk: A system of beliefs, feelings and attitudes that the individual holds about the risk (p. 16), which can influence the way people  

use information and bring into play their heuristic biases (p. 103).

Personality factors

Perceived self-efficacy and locus of control: Representation of how much control individuals believe they have over what they do or what happens to  
them (p. 63).

Affective factors

Affect heuristic: Refers to the influence of the affect associated with the object of risk judgment and decision-making (p. 12 and 131).
Feeling of risk: Refers to the primacy of emotion in the response to the hazard (p. 123).

Social factors

Group norms: Perceived norms of the group to which the individual belongs (p. 113).
Cultural biases: Attitudes and beliefs shared by a group (p. 80).
Social trust: Comprising public trust (i.e., the amalgamated feelings of trust toward all societal institutions and leaders, the diffuse communal  

acceptance of the values of the system, p. 158), institutional trust (i.e., the general feeling of trust about a particular organization or social category,  
p. 109), and specific trust (i.e., the acceptance of the morals and feeling of confidence in a particular institution as it addresses a specific issue at  
a single time, p. 109).

are critical contexts in which their perceived right way to behave 
is not necessarily the best with regard to these contexts. Resilient 
ethics refers here to some flexibility and adaptability3 of the moral 
values to fit with very critical situations that require attitudinal and 
behavioral change.

3.1. A Bit of Morality

Communication must therefore be educative to make people see 
the hazard in a different way and persuasive to induce informed 
behavioral changes. Civic education programs could help to 
increase civic engagement, which would be beneficial in the long 
term [3]. Message design should be bidirectional and collaborative 
between government officials, experts and the public at large to 
acknowledge motives and needs and to avoid discordance between 
messages [4]. Messages should contain some types of moral lessons 
that address both individual and shared social and moral values 
to truly make messages an opportunity for attitude and behavior 
change: advocating altruism and prosocial behavior; emphasizing 
the effectiveness of protective measures at both personal and soci-
etal levels; emphasizing the sense of sacrifice for the greater benefit 
of society; developing a shared sense of identity; and encouraging 
the sense of cooperation [3,5,6].

Repeating messages over and over is a good strategy to avoid famil-
iarization with risk (especially relevant regarding the new vari-
ants!), which induces less perceived health risk and thus increases 
nonprotective behaviors, but it should also serve to avoid discour-
agement of people who make sacrifices; when they observe that 

other people “don’t bother,” they could feel unfairness and become 
less cooperative [7].

Communication should make the public aware of the impacts of 
the behavior of a handful of individuals across the whole society, for 
example, the extreme exhaustion of healthcare workers, the despair 
of people who lost their jobs, and increasing poverty: in short, all 
aspects of the socioeconomic fallout. Looking at these societal 
impacts, defending the value of individual freedom, for example, 
through organization of or participation in public demonstrations 
against COVID-19 restrictions, could be perceived as insulting 
given the millions of deaths.

However, values such as altruism are not sufficient. On the one 
hand, COVID-19 is considered to be challenging to humanity [8]; 
on the other hand, the philosopher Hans Jonas considered that 
humans were responsible for their actions regarding the future of 
nature and humanity [9]. His imperative of responsibility is a moral 
obligation that should be considered in education: we are responsi-
ble “for and to a distant future,” and behaviors toward compliance 
with protective measures are part of respect for humanity. Given 
the threat due to the new variants, the morality issues in COVID-19  
risk communication are less than ever obsolete and more than ever 
crucial.

3.2. Updating Mental Models of Risk

The work on moral values can be reinforced by working on 
mental models, by filling the gap with regard to risk understand-
ing, reinforcing correct beliefs, and correcting misconceptions 
[1]: knowledge about COVID-19 disease, especially the mecha-
nisms of transmission and infectiousness, helps people to be more 3https://www.collinsdictionary.com/dictionary/english/resilient.

https://www.collinsdictionary.com/dictionary/english/resilient
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4BMJ Opinion: https://blogs.bmj.com/bmj/2020/03/11/slowing-down-the-covid-19-
outbreak-changing-behaviour-by-understanding-it/.

8WHO: https://www.who.int/director-general/speeches/detail/who-director-general-s-
opening-remarks-at-148th-session-of-the-executive-board.
9GAVI: https://www.gavi.org/covax-facility.
10Reuters: https://graphics.reuters.com/world-coronavirus-tracker-and-maps/vaccination-
rollout-and-access/.

Table 2 | Recommendations on communications that address vaccine hesitancy and vaccine refusal

Regarding the audience of messages [14,15] 
 • Localizing educational messages to specific audiences, without ‘scientific slang’.
 • Involving the public in the communication campaign. For example, involving students to elaborate messages and communicate 

  them to their peers whom they trust (much more than they trust official institutions) via their usual social media platform; for an  
 example, see: http://fckitwontcutit.com/ (accessed 4 May 2021).

Regarding the fears related to vaccination and vaccines [15,16]
 • Comparing vaccine risks to other daily risks and providing nonmathematical information using an emotive, empathic approach.
 • Acknowledging that the transient side effects of vaccination mean that the vaccine is preparing the body to fight the disease, and that the risk 

  of the COVID-19 disease is by far more important than the risks related to the COVID-19 vaccines.
 • Educating people to weigh risks against benefits for vaccines, for example, by means of fact boxes.5 Fact boxes present health information in an 

  understandable and transparent manner (see: https://www.hardingcenter.de/sites/default/files/2020-05/methods_paper_Harding-Center_EN.pdf,  
 accessed 5 May 2021).

Regarding the awareness of the necessity of vaccination
 • Acknowledging that the new coronavirus is also harmful and deadly in younger age groups, i.e., the harmfulness is not limited to older populations 

  and people with comorbidities. This aspect is particularly true with the new variants.
 • Acknowledging that at this time, there is no scientific evidence that supports “natural” population immunity,6 i.e., being protected through 

  naturally acquired infection.
 • Acknowledging that as a result, the best solution, as well as the most ethical solution, to achieving population immunity is vaccination.7

Regarding after vaccine uptake [17]
 •  Acknowledging the need for continuing protective behavior such as mask wearing and physical distancing after vaccination because of 

  uncertainties regarding vaccine protection. 
5Scientific American: https://www.scientificamerican.com/article/few-would-fear-covid-vaccines-if-policy-makers-explained-their-risks-better/. 6BMJ Opinion: https://blogs.bmj.com/
bmj/2020/12/17/natural-herd-immunity-should-not-be-used-as-a-means-of-pandemic-control/. 7WHO: https://www.who.int/publications/i/item/10665338400.

reflective in their judgments and to use less heuristics [10]. One 
way to enhance individuals’ mental models of risk is to provide 
them with tools to better understand risk and its management. In 
the context of the present situation, Donnarumma and Pezzulo 
[11] suggest new educational strategies that make available to the 
public the relevant knowledge on cognitive and social sciences— 
e.g., regarding cognitive biases—to help them make informed 
decisions; providing statistical tools is also relevant, for example, 
to understand the concept of exponential growth, a mechanism 
that underlies the pandemic and that the lay public understands 
with difficulty [12]. The transmission process should be clearly 
explained to the public, for example, in the form of a mental 
model, such as the model suggested by Michie et al.4

3.3. Trust: Whom? What?

Finally, working on confidence and trust is also important because 
both appear to play an important role in the containment of the 
pandemic, even though there are no clear causal relationships: is 
noncompliance with protective measures truly due to a lack of 
trust? A strong sense of adherence to the values of a group (e.g., a 
political or religious group) could lead to unconditional affective 
support for or hostility toward, for example, behavioral recommen-
dations. Is vaccine reluctance and hesitancy due to a lack of confi-
dence toward the health system or to a lack of trust in a particular 
vaccine? Confidence is rather a feeling, while trust is a cognitive 
engagement in action [13]: the difference implies distinct commu-
nication guidelines. It is also important for appropriate communi-
cation to distinguish the object of confidence or trust, especially 
when different objects coexist for the same question and, therefore, 
different expectations, such as with COVID-19 vaccination, the lit-
erature reports various objects of trust: science, the health system, 
health care professionals, the localization of vaccine manufacturers, 

the effectiveness and safety of vaccines. Future studies could aim 
to clarify the content of expectations beyond all of these aspects of 
trust and confidence to design appropriate messages.

3.4. Specific Recommendations

At the time of the writing of this paper, COVID-19 vaccination is 
the center of attention in countries all over the world, because its 
success is necessary for the restart and recovery of normal social, 
economic, and political life. Therefore, Table 2 provides examples 
of recommendations to shape or update the beliefs that under-
lie both trust and mental models of risk regarding COVID-19  
vaccination.

4. CONCLUSION

Let us conclude in terms of the ethics of resilience. Even the most 
sophisticated and successfully tailored messages will remain useless 
if vaccines are not available to everyone in all parts of the world. 
On 18 January 2021, WHO’s Director-General declared that the 
world was “on the brink of a catastrophic moral failure,”8 referring 
to the fact that higher-income countries had gone around COVAX 
(i.e., a collaborative project that aims at guaranteeing fair access 
to COVID-19 vaccines for every country in the world)9 by deal-
ing directly with the manufacturers. Six months after this decla-
ration, Reuters reported that approximately 47% of people who 
had received at least one dose of a vaccine were from high-income 
countries (with at least approximately 43% from Europe and North 
America).10

https://blogs.bmj.com/bmj/2020/03/11/slowing-down-the-covid-19-outbreak-changing-behaviour-by-understanding-it/
https://blogs.bmj.com/bmj/2020/03/11/slowing-down-the-covid-19-outbreak-changing-behaviour-by-understanding-it/
http://fckitwontcutit.com/
https://www.hardingcenter.de/sites/default/files/2020-05/methods_paper_Harding-Center_EN.pdf
https://www.scientificamerican.com/article/few-would-fear-covid-vaccines-if-policy-makers-explained-their-risks-better/
https://blogs.bmj.com/bmj/2020/12/17/natural-herd-immunity-should-not-be-used-as-a-means-of-pandemic-control/
https://blogs.bmj.com/bmj/2020/12/17/natural-herd-immunity-should-not-be-used-as-a-means-of-pandemic-control/
https://www.who.int/publications/i/item/10665338400
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Therefore, even if citizens are more flexible regarding their moral 
values and accept changing their habits to comply with protective 
behaviors, societal resilience cannot be achieved without ethics 
at higher levels than that of the citizen. We call this concept the 
ethics of resilience, in support of an integrated approach to risk 
and resilience management of disasters.11 Concretely, the ethics 
of resilience implies respecting some moral imperatives through-
out the four phases of disaster management (i.e., prevention/mit-
igation; protection/preparation; emergency and crisis response 
activities; recovery for restoring a normal or improved situation). 
Such an ethics could consider the seven principles of ethics for 
disasters proposed by the philosopher Naomi Zack [18]: gen-
eral moral obligations to plan for and respond to disaster; ade-
quacy (i.e., proportionality to benefit and inverse proportionality 
to risk) and fairness, with the rule of Fairly Save All Who Can 
Be Saved with the Best Preparation; individual responsibility; 
social contract obligations, i.e., governments are obligated to 
assist individuals in disaster-preparation and -response planning 
and implementation; safety and security, with a clear distinc-
tion regarding the treatment of public safety and public security; 
dignity, i.e., the human dignity of all disaster victims should 
be preserved as a primary oral value; and needs, i.e., the needs 
of all victims must be addressed. The ethics of resilience could 
also account for Jonas’s collective imperative of responsibility 
for the distant future [9], as well as the englobing view of the 
interdependences between the various dynamics of a disaster, the 
various sources and natures of risk, and the spatial worldwide 
distribution of causes and effects [19,20]. Clearly, an enormous 
amount of work is waiting for the discipline of Disaster Risk 
Reduction.
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