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ABSTRACT 

The self-checkout service system has appeared and has gradually become popular all over the world nowadays. The main 

purpose of the self-checkout service system is to save staff costs and speed up the customer's shopping process. However, 

according to a number of studies, the self-checkout service system is causing an increase in thefts, and this causes huge 

losses for businesses. Therefore, this research aims to implement radio frequency identification (RFID) technology to self-

checkout service systems to solve the problem of increased thefts caused by the implementation of self-checkout services 

in supermarket. For this study, it was decided to use systematic sampling and submit a survey to every fifth customer who 

left the supermarket until the survey results of 100 customers were collected. Using this latest RFID technology in the self-

checkout system can make the supermarket without suffering additional losses. This RFID technology is implemented with 

the help of RFID tags and RFID readers, which are similar to the functions of general bar codes and bar code scanners on 

the market, but they are safer to avoid theft. In addition, this article also studies how to use RFID to help reduce the waiting 

time for checkout, which can scan the entire area of goods in a few seconds, which is suitable for inventory, checkout and 

simplifying the process.  

Keywords: Anti-theft, Internet of Things Technology (IOT), RFID, Self-checkout system, Supermarket. 

1. INTRODUCTION 

Self-checkout service systems have emerged and are 

gradually becoming popular worldwide. The system allows 

consumers to complete the purchase process without the 

help of retailer personnel [12] [45] which also reduce 

business costs because customers can perform the checkout 

by themselves, so the cashier can take care of several 

counters, thereby reducing labor costs. Merchants 

introduced the self-service checkout system is to reduce 

labor costs and speed up the customer checkout process. 

However, recent studies have found that because merchants 

use a self-checkout system, the annual income does not 

increase but decreases. [3] According to a study conducted 

by The New York Times on self-checkout kiosks in the 

United States, the United Kingdom, the Netherlands, and 

Belgium, self-checkout technology increases the possibility 

of shoplifting. [20] After investigation and statistics, in 

addition to external theft and internal theft, daily customers 

(customers who usually do not steal in any other way) often 

embezzle during self-checkout are also the biggest reason. 

[14] This is because the self-checkout system reduces the 

monitoring of checkout products, which increases the 

possibility of theft, which in turn causes the company to 

pay higher fees. [3] [46-50]. Besides that, many research 

reports show that more and more people have been thief in 

the self-checkout center store consciously or 

unconsciously. [24] For example, there is a survey by 

VoucherCodesPro.co.uk for 2634 adults shows that 20% of 

people admitted that they had stolen during self-checkout, 

and more than half of them said that they did so because 

they could not scan items, so they just take things without 

paying. [22] This research proposes an improved self-

checkout system, which implements the latest RFID 

technology on the original system which can minimize the 
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theft problem by its tracking technology. This study 

describes a study of self-checkout systems in supermarkets. 

This article will be divided into several parts. The first is 

the literature review, which will conduct a wide range of 

reading and understanding of the literature in the research 

field, and conduct a comprehensive analysis and review. 

The research on related issues is also discussed, including 

a further description of the purpose and objectives of this 

research and the research problem. This article also 

discusses how to conduct the research and what 

improvements can be brought to the industry as a result of 

the research. Finally, this article also summarizes the 

proposed system. 

2. RELATED WORK 

2.1 Self-checkout System 

Nowadays, many retail stores and shopping malls in the 

world have introduced the self-checkout system. It is the 

system in a hardware so that customers can perform the 

checkout service by themselves [16], this system is more 

efficiency than the traditional checkout stations that need to 

operate by workers. It includes many components that 

similar to traditional checkout counters, which including 

components for scanning, packing, and bidding customer 

orders. [30] This invention is to reduce the time required 

for customers to process the purchased items and also 

reduce labor costs [51]. [15] Normally, customers can 

handle all the items that they want to purchase by 

themselves. They perform barcode scanning through a 

scanner and screen, and then make payments [52-54]. [1] 

Generally, there are two payment methods for self-

checkout system, either the shoppers print out the receipt at 

the scanning location, and takes it to the checkout clerk then 

completes the payment, or they can pay directly at the self-

checkout station, and the customers can choose to pay in 

cash or pay with credit. [29] 

2.2 RFID technology 

Radio Frequency Identification technology (RFID) is a 

new technology that uses radio waves to read and capture 

the information stored on the RFID tag carried by the object 

to identify and track the object. [18] The RFID system 

consists of 3 parts: (1) RFID tag, a microchip that can be 

embedded in physical products for storing and processing 

information, which contains a specific serial number (2) 

reader and its antenna, can receive and send signals to read 

the information on the RFID tag, such as serial number, 

location, color, date of purchase and so on. (3) Data 

processing system, to gather and filter all RFID tag data, 

then communicate with other supply chain information 

systems. [2][39] The entire data collection process is based 

on the electromagnetic wave exchange between these 

components. RFID tags are superior to barcodes because 

when using a barcode system, the operator must scan items 

one by one, and RFID readers can automatically receive 

information from multiple tags at the same time [19][25]. 

Besides, when used it for identification of objects, it also 

has faster response time and processing time, which has 

absolute advantages in many areas. It has a better security 

level compare with other tag such as barcode tag [10], so in 

many industries around the world, more and more 

organizations have been considering the introduction of 

RFID systems to improve its business and operational 

processes. [37] RFID can be mainly used for three purpose: 

asset management and tracking access control and 

automatic payments. [9] It has obvious benefits, such as 

reducing costs, time, human resources and preventing theft 

[36][43]. 

2.3 Supermarket 

Since the 1990s, the importance of supermarkets in the 

world food economy has increased a lot. Now, they are not 

only the main buyers and sellers of food in developed 

countries, but also in developing countries. The term 

"supermarket" is used to denote a large self-service store 

that provides a variety of groceries, food and daily 

commodities classified by department. [11] Compared with 

traditional grocery stores, it has a larger size and a wider 

range of choices. It also sells goods that are usually found 

in convenience stores, but compared with hypermarket, its 

size smaller and also fewer types of goods to choose from 

it. [42] Supermarkets are generally run by a variety of 

commercial organizations, from wealthy locals to well-

known multinational companies, so their global 

procurement network, strict quality requirements and 

Strong financial resources enable them to provide 

consumers with relatively cheap but high-quality products 

[6]. 

2.4 Self- Checkout Service with RFID technology 

in Supermarket 

The product information stored in the RFID tag can be 

retrieved through the RFID reader provided in the self-

checkout channel without having to access the lookup table 

to find product information. [5][30] RFID technology can 

identify thousands of items in a few seconds, RFID reader 

can capture all the relevant data of the items with RFID 

tags, and transmit the item information to the host system 

[4][20] [55,56, 57], this is the biggest advantage of using it 

in the sales industry, because if barcodes are used, all 

products purchased by customers must be scanned one by 

one. [39] With RFID, customers no longer need to remove 

groceries from the shopping cart and place them on a 

Atlantis Highlights in Computer Sciences, volume 4

496



  

 

conveyor belt to be tracked for payment. [15] Generally, 

the self-checkout system also adds a payment function to 

enable shoppers to pay bills using various payment 

methods. That is very high risk when it is using barcode, 

but improving security is the biggest benefit of using RFID 

in a self-checkout system, as it provides real-time 

information about product movement and sounds an alarm 

to the security system when an unpaid product movement 

is detected. [16][44] In addition, some self-checkouts also 

uses RFID tag products to obtain and manage information 

about inventory levels in order to respond to customer 

needs in a timely manner. As RFID technology has the 

ability to provide the latest information about items, it can 

provide accurate information about inventory levels [9] In 

this way, merchants can also keep inventory levels to a 

minimum, which may result in lower inventory costs. [31] 

However, in Malaysia, few merchants adopt self-service 

technology. The implementation of the self-checkout 

system in Malaysia is still in its infancy, now there is only 

two Malaysia's supermarkets that have implemented self-

checkout system, one of them is Tesco IOI City, Putrajaya 

and another is Tesco KSL City, Johor Bahru and since the 

implementation of the system in Malaysia has not yet been 

exposed to RFID technology, the acceptance of the 

technology is still uncertain. [21] 

2.5 Systematic Review 

2.5.1 Similar System 

2.5.1.1 NCR SelfServ Checkout in Tesco Malaysia 

 

Figure 1 NCR SelfServ Checkout [35] 

NCR SelfServ Checkout is a self-checkout system that 

launched by Tesco Malaysia and this technology is the first 

of its kind in Malaysia, which can guide customers to 

purchase goods by themselves by providing a touch screen 

throughout the process, thereby reducing queue time. [35] 

The system requires customers to scan barcodes one by one 

themselves, after that the system will enter the types of 

items such as fruits and vegetables and weigh and then 

customer can put all the items that already scanned by them 

into the "bagging area". [30] The machine's "bagging area" 

sensor will confirm the weight of the previously stored 

information to ensure that the correct item is bagged. Only 

when the observed weight matches the expected weight, the 

customer is allowed to continue paying. If customers do not 

have a credit or debit card, they can still pay in cash through 

the banknote scanner and coin slot at the self-checkout 

station. NCR is currently the leading provider of self-

checkouts and according to NCR’s research shows that 

after consuming the system, the waiting time for customers 

can be reduced by up to 40%. [30] 

2.5.1.2 Snabble 

 

Figure 2 Snabble Application 

Snabble is a well-known Scan&Go application on the 

market, which is a self-checkout system based on a mobile 

phone application. Users only need to download the app, 

and no need to log in or register to use it. After customers 

have the app, in any participating store, they only need to 

open the app before putting the item in the shopping cart, 

click the scanner, scan the barcode of the item in front of 

the phone camera, and then add the item to the digital 

shopping cart. Then, customers can pay directly in the app 

via direct debit, credit card or PayPal if the retailer has 

supported it. Otherwise, they can also pay directly at 

regular checkpoints and self-checkout terminals. Currently, 

the application has announced cooperation with an IKEA 

that located in Germany in 2019. [34] 

2.5.1.3 Regi-Robo™ from Panasonic using in retail 

shop. 

 

Figure 3 Regi-Robo™ [33] 

Regi-Robo™ is a fully automatic checkout system that 

uses a special basket and RFID tags, so that customers do 

not need to scan the purchased items one by one before 
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payment, achieving faster checkout. When using the Regi-

Robo™ system, customers can directly pick-up items that 

already implement with RFID tags and put them into a 

shopping basket, and then walk with the shopping basket 

through a special checkout channel for automatic checkout. 

The system will automatically scan all products which 

having RFID tags, and then display the price and total of all 

items on the screen for customers to pay, thereby 

significantly shortening the checkout time. This also 

greatly reduces staff operations and saves store labor. In 

February 2017, Lawson and Panasonic collaborated on the 

first experimental demonstration of Regi-Robo(R) in 

Japan. [33] 

Table 1. Comparison between NCR SelfSery, Snabble 

and Regi-Robo™ 

 

The above table shows the key differences between 3 

similar systems. The tags used by NCR SelfServ and 

Snabble to identify information are barcodes, while the tags 

used by Regi-Robo™ are RFID tags. By using RFID tag, 

the efficiency will be better than using Barcode. This is 

because the barcode scanner needs to directly aim at the 

barcode just can read the information of the product. The 

most troublesome thing is that customers need to scan all 

barcodes individually, which is time consuming. On the 

contrary, the RFID tag does not need to be aligned with the 

RFID reader and the reading speed of the RFID tag is very 

fast. It can read about 40 RFID tags at the same time. In 

addition, the use of RFID has higher security than barcodes, 

because if the barcode is torn or damaged, the product 

cannot be scanned, and its data is easy to be copied and 

counterfeited. However, RFID tags are covered by plastic, 

which is very rugged and durable, and its data can be 

encrypted. Among these 3 systems, only Snabble has a 

`mobile application, which is why it is more efficient than 

NCR SelfServ, because although it also requires customers 

to scan items one by one, but this process is done when 

customers are shopping and it allow customer to pay 

directly through the program. However, if customers use 

NCR SelfServ, they need to scan the items one by one at 

the self-checkout station to make payment. At present, 

NCR SelfServ and Snabble have been used in retail stores 

and supermarkets. Instead, Regi-Robo™ needs a special 

shopping basket and is still under development, so it is only 

used by retailers. Therefore, based on this situation, shows 

that there is a need to develop a self-checkout system that 

implemented with RFID for Malaysia supermarket.  

2.5.2 Overview of the proposed system 

 

Figure 4 Use Case Diagram of the System 

Figure 4 shows that the proposed system with RFID 

technology. According to the use case diagram, there is 

enough basic functions of self-service shopping in this 

proposed system for customer, such as viewing item lists, 

making payments and so on. Customers can directly take 

the product and put it directly into their shopping cart. At 

the end of their shopping, they just need to place the 

shopping cart in a specific area of the RFID reader, the 

system will directly read the information on all RFID tags 

inside and display it on a screen. Then the customer needs 

to make the payment in this specific area before they can 

walk out from the supermarket, otherwise if the RFID 

reader detects an unpaid item, an alarm will sound. For 

merchants, when the alarm sounds, the RFID tag on the 

unpaid item will immediately locate them to know the 

specific location of that item. Merchants can also use the 

system to check inventory information at any time through 

the RFID tag on the item to help prevent internal theft. In 

addition, they can use the system view daily financial 
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reports and to check in or check out by using their employee 

ID cards.  

3. METHOD 

This research will use quantitative and qualitative 

research methods to conduct an in-depth study of the 

problems that caused decrease in income of merchants who 

use the self-checkout system. 100 customers who shop in 

Malaysia's supermarkets which equipped with self-

checkout systems will be selected as the target of this 

research. The main reason for choosing this research 

population is that they are direct users of the system. The 

selection of the customer was based on the systematic 

sampling method that belongs to probability sampling, 

because this method does not need to have a list of all 

customers in advance, and the exit order of customers is 

essentially random [40], so if continue to implement this 

method, can collect different type of customers' survey in 

different days and time periods, by this shows that it can 

provide a representative sample of customers.  

This research will use a face-to-face survey method to 

collect data, because this method has a higher response rate 

and helps visitors get answers more accurately [17], like 

screening questions, such as gender or race When the 

interviewee was unable to provide false information. The 

survey will consist of 7 questions with 5-point Likert scales 

and 3 open questions, it will distribute to every fifth 

customer who leaves a supermarket equipped with a self-

checkout system. The data collection will be conducted 

until there are 100 customers' survey results. 

After the survey results are collected, the researchers 

will eliminate missing data and outliers to identify any data 

points that may affect the accuracy of the results. Then, 

analyze the remaining quantitative data, generate charts, 

and summarize them into different descriptive statistics 

such as average, median, frequency, etc. [27] For the 

qualitative data collected in the open question, look for 

basic observations or patterns, find specific words or ideas 

that continue to appear in the survey, and then integrate and 

list the response categories. In the process, it needs to 

ensure that the data analysis and results reliability and 

validity, and finally look for possible and reasonable 

explanations of the results, and sort them out. [31] 

4. DISCUSSION 

After the supermarket uses the self-checkout system, 

the problem of increased thefts has caused many 

unnecessary expenditures in the supermarket, which 

greatly harmed their interests that also contrary to the 

original intention of the self-checkout system being 

intended: “To save business operating expenses”. By using 

RFID technology to improve the self-checkout system, the 

system can scan goods faster and more accurately through 

RFID tags. When a customer passes through the RFID 

reader door, if there is something unpaid, the reader will 

make a sound, which will notice the guard and staff on duty. 

Besides that, RFID is a tracking technology, so by using 

RFID tags to replace the original barcodes on products, in 

addition to allowing RFID readers to automatically scan all 

products in a short period of time, merchants can also track 

the status of products [38], which will not give the thief any 

chance. Compared with the existing similar self-checkout 

systems, by implementing RFID can minimize their 

problems. For example, the barcode self-checkout system 

of Malaysia Tesco and Snabble. The self-checkout system 

that implements RFID can allow customers to operate 

faster and easier than them. By RFID tag and reader, they 

do not have to scan the goods one by one, and it also 

reduces the possibility that customers do not know how to 

operate the system. In addition, the proposed system is 

applied in the supermarket, which is customer will buy a 

plenty of goods that compare with the Regi-Robo™ from 

Panasonic that only using in retail shop is more suitable. By 

implementing RFID technology in existing self-checkout 

service not only can improve the speed, quality of self-

checkout goods in supermarket and also can minimizing 

loss and theft. This can significantly improve anti-theft 

capabilities and make payment faster than ever. Therefore, 

the research is valuable in term of minimizing the problem. 

5. CONCLUSION 

This paper proposes the combination of self-checkout 

system and RFID technology so that it can be used in 

supermarkets to solve the problem of increased theft rate of 

supermarket after using the self-checkout system. Through 

RFID, it can not only scan all items quickly and accurately, 

but also support merchants to track the location of 

inventory and items. Once a theft occurs, it is also easy to 

track the real-time location of the object. However, the 

current RFID technology in Malaysia is not mature enough 

and not well known to the public. At present, the best RFID 

technology used in Malaysia is the RFID TAG of the 

highway toll system, and the rest are still under 

development. With the further popularization of RFID, it 

can also be used in supermarket parking systems and 

attendance systems. For example, RFID technology can be 

used to automatically identify incoming and outgoing 

vehicles without stopping the car or RFID employee 

attendance system, which can automatically sense 

attendance without touching the machine. By this, can 

improve the efficiency and use of the mall. 
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