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ABSTRACT 

In computer networks, security is one of the most important aspects of protecting the network from various attacks. 

Especially in wireless networks, security can prevent unauthorized data access and save systems from potential threats. 

The security protocols in the wireless networks help to achieve the security process. Many protocols are designed to 

accomplish wireless security, which includes Wired Equivalent Privacy (WEP), WiFi Protected Access (WPA) and 

WiFi Protected Access 2 (WPA2). This research paper discusses on the prominent wireless security protocols, that is, 

Wired Equivalent Privacy (WEP), WiFi Protected Access (WPA) and WiFi Protected Access (WPA2) by providing a 

comparative analysis in terms of strengths and weaknesses of each protocol. In addition to that, the paper assesses each 

protocol in terms of authentication and encryption mechanisms and recommends the best wireless security protocol for 

a corporate network, which helps the network from unauthorized attacks. 

Keywords: Wireless Security Protocols, Wired Equivalent Protocol (WEP), WiFi Protected Access (WPA), 

WiFi Protected Access 2 (WPA2). 

1. INTRODUCTION 

The wireless network is the most common type of 

network in which computers and network equipment are 

connected without using cables for exchanging 

information. The wireless network uses high-frequency 

radio waves to connect deceives, 2.4 GHz and 5GHz are 

the two prominent frequency bands used in the 802.11 

Wireless LAN. This type of network will be the best 

networking solution for small firms.  

The core component of the wireless network are 

routers, access points, and wireless-based computers. 

Unlike the wired network, the wireless network will be 

able to provide networking services to nearby devices, as 

the wireless network range is limited compared to the 

wired network. Wireless networks are classified into ad-

hoc and infrastructure-based networks. All the wireless 

nodes are connected to an Access point or centralized unit 

in Ad-hock or peer-to-peer network. All the 

computers/nodes will be able to communicate directly 

and share the data. However, in order to communicate 

efficiently, the number of nodes should be limited [36-

39]. 

On the other hand, a single access point will facilitate 

all the wireless nodes to communicate and share the data 

and resources. This type of network will be suitable for 

small and medium-size business as they do not need 

enormous effort to set up the entire network using wired 

media. Wireless networks are highly exposed to security 

threats, as the data is broadcast using a wireless medium. 

Both internal and external threats are more in the wireless 

network, as anyone who breaks the wireless security will 

be able to access the network. Rogue Access Point is one 

of the common security threats to this type of network. 

This access point is not legitimate, allowing others 

(outside of the business) to access the business resources 

without authorization from the network administrator. 

This type of access point is mostly set for sharing Internet 

services with nearby people without the knowledge of 

network administrators. Denial of Service is also one of 

the common security threats to wireless networks. A 

large number of requests are sent to the access point at 

once, which will slow down or stop the service of the 

network equipment [32-35] [40-43].  This paper focuses 

on the security protocols of wireless networks, describing 

the security protocols and the effectiveness of these 

protocols. 
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2. SECURITY PROTOCOLS 

In this section, researchers have discussed the 

common security protocols. i.e. WEP, WPA and WPA2 

for wireless networks. 

2.1 WEP (Wired Equivalent Protocol) 

WEP (Wired Equivalent Protocol) is a wireless 

security protocol introduced and ratified by the IEEE. 

Both IEEE 802.11 and IEEE 802.11i standards contain a 

description of this protocol, while IEEE 802.11i 

introduced a more advanced security mechanism to this 

protocol with the help of existing security measures [1]. 

The core reason for introducing this protocol is to provide 

encryption for data broadcast by the networking devices 

[2]. 

2.1.1. History 

Ron Rivest first developed this protocol in the year 

1987. However, it was implemented in 1997 by IEEE and 

labelled as IEEE 802.11 protocol [3]. Until 2005, this 

protocol was the most widely used protocol for 

businesses and individuals. Most of the networking 

components have a default configuration with this 

protocol. Since 2001, several weaknesses were identified 

in this protocol by cryptanalysts, which introduced a new 

protocol to provide security with the wireless network 

[4]. 

In 2005, the FBI demonstrated the weakness of this 

protocol by cracking the encrypted key in less than 3 

minutes [2], [5]. After that, IEEE has declared that WEP 

is an obsolete protocol and WPA and WPA2 gets more 

popular in wireless security. As for the safety of the users, 

most of the devices will show a warning message when 

the user tries to use this protocol’s service. However, this 

protocol is still in use, where security is not a significant 

concern. 

2.1.2. Authentication  

According to [6], IEEE 802.11 defines Open System 

and Shared Key WEP authentication. In open system 

authentication, the network will not have any security 

mechanism to prevent unauthorized access. In other 

words, anyone will be able to join the network without 

restrictions. Figure 1 shows WEP authentication process. 

 

Figure 1 WEP Authentication [7]. 

By scanning the wireless signals, the wireless 

computer/nodes will be able to find the wireless access 

point by identifying the SSID of the wireless access 

point. The SSID is the broadcast name of the access 

point. At first, the wireless computer/node will send an 

authentication request following that the access point will 

send a random 128-bit text to the wireless device.  

The wireless device will encrypt the random text by 

using a pre-configured key on the device. The encrypted 

text will be sent to the access point. Then the access point 

will decrypt the text, using its pre-configured. It will 

compare the original text and the decrypted text, and if it 

matches, access will be granted to the witless device. 

Then the access point will send permission granted replay 

message to the wireless device [6], [7].   

2.1.3. Encryption - Rivest Cipher 4 

The encryption algorithm used in this protocol is RC4 

(Rivest Cipher 4) stream cipher. According to [2], this is 

a stream cipher cryptographic engine that enables 

encrypting the network traffic. Stream cipher RC4 was 

used to achieve the confidentiality of the data packets, 

while the CRC-32 checksum is used for the integrity of 

the data [3]. Using these two encryption algorithms, data 

is well protected during transmission. Due to the 

advancement of the technologies, the encryption 

algorithm used in this protocol provides a lack of security 

to the network and the data. In order to overcome this 

problem, the Temporal Key Integrity Protocol was 

introduced, which provides a wrapper to the WEP 

protocol.   

2.1.4. Key 

According to [1], a single key is shared between all 

the networking devices, which is referred to as Root Key 

(Rk). In most cases, a single key will be used. However, 

in exceptional cases, more than four keys will be used. 

40-bit keys are used in the standard version of this 

protocol. The advanced version uses a 104-bit key, while 

some vendors implement this protocol in their devices 

having a 232-bit key to strengthen the encryption.   

2.1.5. Strengths 

It is a well-known fact that the impact of security 

protocol for transmitting the data over the wireless 

network is tremendous. Attackers have to make some 

effort in order to break the encryption of WEP. Not every 

user will be able to hack the wireless network and access 

the resource to the data will be protected to a certain level. 

2.1.6. Weaknesses 

There is a high degree of data manipulation and data 

loss in WEP as a shared key can be easily decoded by 

capturing the data. The integrity of the data cannot be 

Atlantis Highlights in Computer Sciences, volume 4

633



  

 

guaranteed. In addition to that, key management is also 

an issue, as it does not maintain a proper key table leading 

to use the same key for a more extended period [8]. Poor 

key management exposed to a high threat to WEP 

networks. Apart from the key management, the size of 

the key is small, which provides a lack of security to the 

data packets. The 40-bit key is not enough to provide 

adequate security to the network [9].  The small size key 

opens the WEP networks for the attackers to implement 

brute force attack. 

Moreover, the same initialization vector is being used 

in this protocol, enabling the attacker to decrypt without 

using the encryption key. The challenge-response 

scheme used in a shared key is a significant issue in the 

authentication process of WEP. There is no protection 

against packet forgery, while data packets can be forged 

using third-party applications and injected into the 

network [10].  

2.1.7. Attacks / Treats 

The most common attack for WEP is Keorek 

Chopchop Attack, where the attacker tries to decrypt the 

last bytes of plaintext using a 128-bit packet over the 

network. In this attack, the attacker modifies the captured 

data packet with his values and sends it back to the 

wireless access point [11]. If the attacker's guess is 

correct, the wireless access point will accept the data 

packet. This attack is highly possible, as there is a high 

possibility of guessing the last byte of the encrypted data 

encrypted in the data transmission. Another type of 

common attack is Bittu's Fragmentation attack. This type 

of attack is usually known as a fragmentation attack, 

where the attacker tries to find the key stream length after 

having the key stream [10].  

2.2 WiFi Protected Access (WPA) 

The WiFi Protected Access (WPA) is the wireless 

security protocol introduced by Alliance to overcome the 

security loopholes faced in the WEP protocol. This 

protocol was introduced in 2003, and still, this protocol 

is used in many devices to secure the witless network. 

This protocol is a subset of 802.11i, and it is designed to 

provide security to all versions of 802.11 devices, 

including 802.11a, 802.11b, and 802.11g. WPA uses the 

basic principle of WEP however, it rectifies its security 

problems by providing improvements in security 

problems of authentication and data integrity. 

2.2.1. History 

As security analysts have found weaknesses in the 

WEP protocol, there is a high demand for an improved 

protocol. WAP is not a new protocol as it is an 

enhancement for WEP protocol. WiFi Alliance 

developed WAP in 2003 by adding a security layer to the 

WEP protocol. WiFi Alliance is a non-profit international 

association established to carry out research work related 

to network securities. The flaws in WEP protocol resulted 

in introducing a new protocol by Alliance in 2003 [12]. 

In 2004, WEP protocol was declared an outdated security 

protocol for wireless networks, and it was replaced by 

WPA, which is more reliable and has a more robust 

algorithm. So the significant change in this protocol is a 

message integrity check to verify the data packets 

between the client and the wireless access point  [13].  

2.2.2. Authentication  

Different authentication process is used for two 

versions of WPA protocol. For WPA Personal, PSK 

authentication has been used. On the other hand, EAP 

authentication is used for WPA Enterprise [14]. RADIUS 

is used to secure extensive networks by securing 

centralized management through access control. As there 

is no centralized authentication server in small offices 

(SOHO), the Pre-shared key is used to provide security 

to the network, enabling the users to get access by 

providing a password or a key [15]. Extensible 

Authentication Protocol (EAP) is the protocol used by the 

client during the authentication process. The 

authentication components in this protocol are the Client, 

Access Point (AP) and Network Access Server (NAS). 

The three-entity model was initially designed to use 

Point-to-Point Protocol (PPP) connections in a modem 

and Local Area Networks [16]. 

 

Figure 2 WPA Authentication uses NAS 

In this model, the client obtains access to the network 

through the network access server in the network. When 

the client tries to connect to the access point, the request 

will be forwarded to the network access server by the 

access point. NAS initially blocks access to the client, 

and after verifying the client's authentication, the NAS 

will decide to grant permission or not.  NAS act as a 
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broker between the client and the access point  [17]. 

Figure 2 shows WPA Authentication uses NAS. 

2.2.3. Encryption - Temporal Key Integrity 

Protocol 

TKIP algorithm acts as a wrapper to the old WEP 

algorithm, providing more security to the WEP without 

modifying the WEP security flaws. According to [6], 

TKIP is a cipher suite, an enhancement to the WEP 

protocol on pre - RSNA hardware. Through Temporal 

Key Hash (TKH) function, WEP integrated devices will 

be more secured over the wireless network 

communication.  Due to the introduction of CCMP, the 

TKIP was considered a short-term solution, as CCMP is 

more advanced in providing security to the WEP [18]. 

Also, after the introduction of CCMP, the complicated 

calculation slowed down the entire network. There was 

an increase in the data packet size, which makes the 

network more inefficient [19]. Different keys are 

provided to do encryption in specified intervals. For 

every ten thousand data packets, temporal keys are 

changed. Due to this key mechanism, WPA networks are 

challenging to crack [20]. According to [13], TKIP uses 

per packet key system through a dynamic key mechanism 

and provides more security to the network. Advanced 

Encryption Standard (AES) is also used as an optional 

security enhancement for this protocol. After encryption 

keys are generated, a security verification will be done by 

configuring TKIP.  

2.2.4. Key 

In WPA, keys are generated on the authentication 

server, and these keys are validated and certified. Pre-

shared key (WPA – PSK), usually known as WPA 

Personal, was used in this protocol. WPA-PSK uses a 

128-bit encryption key, which will be insufficient to 

break down. According to [21], TKIP allows creating 280 

trillion possible keys for a data packet, leading to offer a 

high-security key to the client.   

2.2.5. Strengths 

This protocol prevents forgeries by using the 

cryptographic Message Integrity Code (MIC). MIC is 

used to detect the error in data packets. The data packet 

may have an error due to the alteration of data packets or 

errors in data transfer. Using the Message Integrity Code, 

the wireless network will be secured from the man in the 

middle attack and DoS attacks. In addition to that, replay 

attacks are removed using a new Initialization Vector 

(IV). Moreover, the key relaying mechanism is used to 

provide a new and fresh key for data encryption, enabling 

the attackers to make it difficult to break the network 

[22]. 

 

2.2.6. Weaknesses 

The Pairwise Master Key (PMK) implementation is 

weak as there is a loophole in Passphrase Choice in WPA 

Interface. Also, this security protocol is very much 

exposed to brute force attacks. The attacker will try every 

possible permutation to generate keys and decrypt the 

encrypted message. Attackers use file header and other 

data to compare and validate key in the process of 

cracking the key. Moreover, the Placement of MIC is 

considered as another issue. With the combination of a 

brute force attack, MIC can be used to validate the data 

in the decrypted message [23]. There is a high-security 

weakness when the security protocol is changed through 

firmware updates from WEP to WPA, as the weakness of 

WEP will still exist in WPA at a certain level [13].  

2.2.7. Attacks / Treats 

The introduction of Beck and Tews' attack, several 

weaknesses of TKIP was exposed, enabling the attacker 

to find an easier path to decrypt ARP and facilitates DoS 

attack on the network. Ohigashi-Morii Attack is another 

possible attack to WPA networks. This is an 

improvement of Beck and Tews' attack as time is reduced 

from 15 minutes to 1 minute to inject a fake data packet 

to the network. This attack is exposed to all models of the 

WPA protocol.  

In addition to that, Michael Attacks and Hole196 

vulnerabilities are also possible on this protocol. Hole196 

vulnerabilities are a type of man-in-middle attack, where 

the attacker tries to manipulate the ARP request and 

updating ARP tables of other users. Moreover, a 

Dictionary attack is also a common attack on this 

protocol, where the attacker tries to obtain the security 

key by using different words from the dictionary file. The 

dictionary is a large text file with many different words 

with different characters [24]. 

2.3 Wi-Fi Protected Access 2 (WPA2) 

Wi-Fi Protected Access 2 (WPA2) of IEEE 802.11i 

standard is developed in 2004 as an enhancement for 

WPA. Both encryption 802.1X/EAP authentication and 

PSK authentication is used in this protocol. The most 

significant change in this protocol is using the Advanced 

Encryption Standard (AES) for encryption. AES enables 

an adequate security level by ensuring that the current 

technologies are insufficient to break a WPA2 network. 

2.3.1. History 

WPA2 was introduced in June 2004 with the 

introduction of IEEE standard 802.11i. As WPA was 

introduced as a temporary solution for WEP devices, this 

protocol was introduced as a permanent /great lasting 

solution for wireless networking devices. Significant 

changes were introduced in this protocol, especially in 
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the authentication process. Due to TKIP's weakness in 

the Message Integrity Check, a more secure algorithm 

was introduced into WPA2, i.e. CCMP (Counter  

Mode/CBC-MAC  Protocol) [25]. AES encryption was 

created in October 2000 by, National Institute of 

Standards and Technology as a replacement for the RC4 

algorithm. WPA2 is considered the most reliable wireless 

security protocol [27].  

2.3.2. Authentication  

WPA2 uses the same authentication mechanism used 

in WPA. The two types of key management systems are 

the authentication server and the pre-shared key. The pre-

shared keys are mostly used in home and small business, 

where an authentication server is not needed. For Small 

Office Home Office (SOHO) environment, it will be not 

sufficient to establish an authentication server due to its 

complexity and cost. IEEE 802.11i protocol provides 

enough security to pre-shared key generation and usage 

[4]. 

Whereas, in a large organization, authentication 

servers are used. 802.1x key generation protocols are 

used to create matching Pairwise Master Keys (PMK). 

On both sides, i.e. Supplicants and the server sides. 

Whenever the client tries to connect to the access point 

four types of 128-bit temporal keys are generated. These 

keys are data encryption key, a data integrity key, 

EAPOL-key encryption, and EAPOL-key integrity key 

[28]. 

2.3.3. Encryption 

WPA2 uses Advanced Encryption Standard (AES) 

algorithm for encryption and decryption, addressing both 

data privacy and integrity in the network. AES's 

symmetric-key algorithm enables the use of the same key 

for encryption and decryption [29].  AES is considered 

the strongest block cipher as it uses a minimum 128-bit 

key and text blocks that make the algorithm secure. AES 

chipper is mostly combined with robust and sophisticated 

cryptographic algorithm, i.e. Counter Mode Cipher 

Block Chaining Message Authentication Code Protocol, 

known merely as CMM mode Protocol. Here, Counter 

Mode AES is used for encryption, while CBC-MAC is 

used for authentication and integrity of the data [27].  

2.3.4. Key 

In this protocol, Pairwise Transient Key (PTK) is 

used to generate keys, allowing to have more secure keys 

of 128 bit to 256-bit keys. Only the authorized entities 

will know the generated key, so it enables to provide 

security to the data packets [30].  

 

 

2.3.5. Strengths 

The introduction of WPA2 provides enough security 

to the network users as it uses AES encryption to protect 

the data. Moreover, CMMP encryption provides 

encryption to the data packet header too, enabling the 

data and data packet to be well protected in this protocol. 

The well-known strength of this protocol is the length of 

the initialization vector (IV). 48-bits are allocated to 

overcome the weakness of using 24-bit used in previous 

protocols. Since brute force attacks, due to the 

complexity in the pre-shared key, are unpredictable and 

time-consuming, and disk usage may arise. PMK caching 

and pre-authentication support reduce the roaming time 

in streaming applications like video streaming and VoIP. 

The roaming time is reduced from 1 second to 1/10 

second, which is a significant improvement in this 

protocol. PMK caching support enables wireless users to 

move from one access point to another without the need 

to re-authenticate on previously connected access points. 

Pre-authentication support enables the client to be 

authentic to the access point before moving to that access 

point, and the users will not realize the process happens, 

as it is a very fast and quick process [23].  

2.3.6. Weaknesses 

Until now, significant weakness is not discovered in 

WPA2; however, minor weaknesses exist in this 

protocol. The greatest weakness in WPA2 is the 

implementation of PSK. The strength of PTK relies on 

the strength of the PSK. According to [29], the second 

message of 4 way handshake in the authentication 

process of this protocol exposes to the dictionary and 

brute force attack.  Moreover, there is a high processing 

power in this protocol. High ended hardware devices are 

needed to provide security to the network.  

2.3.7. Attacks / Treats 

The most common attack for WPA2 is DoS attacks, 

like RF jamming and data flooding, as none of the Wi-Fi 

security protocols prevents these types of attacks. These 

attacks operate on Layer 2 of the network, so the physical 

layer will not be able to prevent these attacks. Due to 

continuous requests sent to the access point, the access 

point will not respond to all the requests [31]. 

In addition to that the implementation of management 

frames enables the attacker to discover the topology used 

in the network. The attacker will be able to find the 

locations of the access point, which enables them to 

attack more quickly. Moreover, the use of Control 

Frames in the network opens  DoS attacks from hackers 

[30].  

While implementing re-authentication, there is a 

possibility of MAC address spoofing in this protocol, as 

there is a weakness in the implementation of the re-
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authentication protocol. The attacker is to make 

successful attacks when the user navigates from one 

access point to another access point. 

3. CONCLUSION 

In this paper, the three security protocols used in 

wireless networks are assessed, and each security 

protocol's strengths and weaknesses are identified. 

Through the information presented in this paper, network 

administrators and security specialists will be able to 

determine the most suitable wireless protocol for the 

wireless network that caters for their business needs. 

WPA2 protocol is the best protocol for Wi-Fi security, as 

this protocol provides several advantages over other 

protocols. One of the key reasons to choose the WPA2 

protocol is that it uses AES encryption, a reliable 

encryption algorithm and is approved and recognized 

worldwide. 
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