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ABSTRACT

Cybersecurity is getting more critical and important to the digital world nowadays. Government, military, company, and
medical industry use technologies to collect and store sensitive data and information for many purposes. There are more
cybercrime cases raise at the same time. The reason is that people are still lack of cybersecurity awareness especially the
Youngs age between 13 years old to 15 years old. The aim of this research is to study on how to increase cybersecurity
awareness among teenagers by using gamification, and how a computer game would attract teenagers to learn about
cybersecurity. At the end of this research, a computer game named “BEWARE” is developed to achieve the aim. For this
research, quota sampling method is applied to 50 secondary students range age from 13-15 years old in Malaysia by using
Online survey. 3 students were randomly selected to participate in the interview session to ensure the online survey result is
reliable. An area of future research to raise the awareness of cybersecurity that would be recommended that is focusing more
on actions must take by schools and find out more interesting way to help the Youngs to notice about cybersecurity.

Keywords: Cyberattack, Cybersecurity, Cybersecurity awareness, Cybersecurity Computer Game,
Gamification.

1. INTRODUCTION scams, cyberbullying, online harassment, identity fraud,
and so on are increasing day by day due to the lack of
awareness on the knowledge of Internet [39, 40]. They also
stated that based on the statistics, the most common age of
victims who are easy to become a target is from 13 years
old to 15 years old. This is because the Youngs are unaware

of the consequence and impact of revealing their personal

This proposal is about increase cybersecurity awareness
level among the Youngs by developing a cybersecurity
computer game. Nowadays, human life has been serving
well by the numerous benefits of the rapid changes in
technology. However, it also raises the rate of cybercrime

at the same time. According to the survey result of a target
group of secondary students aged 13-17 years, 80% of them
uses internet at least 2-3 days a week, 92.47% of them have
social media accounts, 77% of them seldom change their
password [17] [33-36]. Based on that result, it can be
concluded that the students are highly exposed to the
internet. According to Asokhia [8], young generation has
the high risk of becoming the victim of cybercrime and thus
they need to be protected. Nurul ‘Ain Ahmad and Nooraini
Othman [2] stated that the number of cases such as internet

information [1]. It is necessary to educate the Youngs on
the best practices and how to behave on the internet.

The objectives of this research are:

1. To build a computer game to inspire young people
interest in learning.

2. To implement simulation element which users are
training in a simulated real-world environment for
better learning process.
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3. To enhance users learning performance by adding
leadership board feature for scoring competition.

Therefore, a cybersecurity game is being proposed in
this paper to educate the Youngs on the cybersecurity
knowledge. This game will implement simulation element
that the Youngs will be trained in a simulated real-world
environment and taught how to effectively react to a
specific situation relate to cybersecurity threats that they
may be faced in real world. The real-world environment is
simulated on first person mode which is entirely different
from others cybersecurity game. It enables the Youngs to
learn cybersecurity knowledge in an interesting way that
allow the players to make themselves greatly involve in the
situations. It is easier for the players to remember what they
have been practicing in the game, effective learning
achieved. They can always get second chance to correct
their mistake in simulated environment which is impossible
in the real-world. In order to ensure the players are
familiarized with the recent techniques used in the real
world, the players are given scenarios which are designed
based on recent techniques used by the scammers in real
world. Besides, the proposed system is implemented
leadership board feature that has not been built in the
similar systems. Leadership board feature allows the
Youngs to have scoring competition in order to stimulate
their learning performance. Schools can give attractive
rewards to the students based on their ranking in leadership
board, therefore this encourages students to compete with
each other to strike for the rewards and thus improve their
cybersecurity knowledge.

2. RELATED WORK

2.1 Cybersecurity

The meaning behind the term Cybersecurity is about
defending digital system and assets from online illegal
activities [9] [37, 38]. In other words, it is means that
protecting and preventing data fall under bad people hands
for criminal purposes [29-32]. This term has also been
defined by several researchers. Cybersecurity is about
technologies, processes, and practices to against the attack,
damage or unauthorized access on the networks, data, and
computers [10]. According to Lene Hansen and Helen
Nissenbaum [23], the concept of cybersecurity is indicating
a lack of security in computer networks in early 1990s.
However, recently this concept is more than mere
insecurity and has then become a real problem requires
attention and appropriate solutions to protect internet users
from cyber threats [13]. The problem related to cyber
threats is important and should be taken into account early
before it does serious impact to the internet users especially
young users [24]. For instance, the problem bought by the
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growing of internet can be pornography that can lead to
social problem including crime [25].

2.2 Cybersecurity awareness in Malaysia

Cybersecurity awareness can be defined as the user’s
level of awareness of the online best practice [15]. D.S.
Cruzes el at [26] also defined cybersecurity awareness as a
form of education that give cybersecurity knowledge to the
internet users to be alert to the various cyber threats and
vulnerability of IT assets to these threats.  Malaysian
Communications and Multimedia Commission (MCMC)
has reported that an average of 6.6 hours online spent daily
in 2018. This may be a risk to become a victim of
cybercrime as the longer they stay online, the higher the
risk. Adamu Abdullahi Garba et al [27] mentioned that
there is a greater risk for the young and immature students
whose often look for the information via improper online
conduct to satisfy their curiosity. Nurul ‘Ain Ahmad and
Nooraini Othman [2] also stated that the Youngs in age 13-
15 years are the common group of people to become an
easy target as they are unaware of cybersecurity. However,
based on the survey result by Zulkifli et al [16], 86% as the
majority of secondary school students in Malaysia are
willing to learn about cybersecurity awareness. This
indicates a good sign to develop a best solution to educate
them on cybersecurity awareness. When comes to
responsibility, 55% of the students think government must
endorse cybersecurity awareness, while other 33% think
that it is the responsibility of parents for cyber safety [16].
Education in cybersecurity awareness is not only essential
for primary and secondary students, but every level of
students. In Malaysia, although “CyberSafe” by
Cybersecurity Malaysia that works to spread the awareness
of cybersecurity especially to the kids, youth, and parents,
it is not reachable enough to educate them all.

2.3 Gamification

The term of gamification has no final definition on its
[12]. But this term has been defined by some research
studies regarding the contexts in which it is applied. In
other words, gamification can be known as application of
game design in non-gaming contexts to motivate and
influence people [12]. These contexts can be in health,
education, marketing, and finance. In addition,
gamification can be also defined as a methodology of
designing and creating systems that give similar
experiences and motivations when playing games and
include educational goal of influencing user behavior [11].
There are two concepts that are closely related to
Gamification are serious game and game-based learning
[28]. Game-based learning refers to the game that designed
for the intention of educating while entertaining by
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including problem-solving and challenges that provide
players sense of achievement [28]. According to Prensky,
digital game-based learning is a new feature that is capable
to deliver education materials via interesting games while
enjoying at the same time [18]. While serious games are
designed for the serious purpose which beyond education.
Common example is the training or simulation in the
industries such as military, health, science, and even
politics, that is rather focusing on training than
entertainment [18], [28]. The concept of gamification
started to attract people attention around 2010 [14]. By
gamifying the contexts, people can practice their behavior
and skills without stress in a safe environment.
Leaderboards, points, quest/mission, medals, and feedback
are the key gamification mechanism suggested by several
research of application of gamification concept [3]. By
concluding the previous definitions  mentioned,
gamification is wusually implemented to increase
engagement and motivation of people. Research studied on
gamifying laboratory experience by Drace [19] has proved
that the gamified skills and materials from the lecture made
the students felt engaged and interested.

2.4 Cybersecurity awareness by gamification

Human factor is the weakest link in cybersecurity. In
other words, people are vulnerable to the cyber threats as
lacking cybersecurity awareness, like downloading
untrusted files, opening attachment without checking, and
sharing sensitive documents that they created opportunities
for the perpetrators [7]. Cybersecurity awareness must be
spread around people. Cybersecurity awareness is not an
easy task. It needs people’s understanding, differentiation,
and application of the concept that are commonly scarce.
An excellent example to achieve the requirements is
gamification that is an approach of using digital and non-
digital games in non-entertainment context to fulfill the
objectives [20]. Gamifying cybersecurity knowledge has
more potentials to help students to have better
understanding on the complex and unfamiliar concepts in
cybersecurity [21]. There are several cybersecurity-based
games have been established to educate, especially
children, and young people. An example of the game is
Cybersecurity Lab that is designed to educate young people
basic cybersecurity skills.

2.5 Systematic Review

2.5.1 Overview Proposed System
BEWARE, the cybersecurity game.

BEWARE is a simple computer game that is covering
the aspects of cybersecurity in the gameplay. These aspects
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can be information security, social engineering, email
phishing, identity fraud, and more. It is a role-play game
that the players control a fictional character to do mission,
and tasks in an imaginary world. The game environment is
simulating a real-world environment with a basic but
interactive graphic that can give players a great gaming
experience.

‘Authentication

Successful————)

Game start

Game stages Win Next stages

Lose ontinue

Figure 1 Flowchart of the overview system

Figure 1 shows a flowchart of the overview of system.
The game is going stage by stage. There is different type of
game mode in BEWARE. The game mode will be different
in every stage. The players may be asked to make decision
on a scenario provided by the NPC or do the mission/tasks
within time given. Mission failure and wrong decision
made will lead to reduce point. However, there are some
circumstances in which the failure of the mission will
trigger a “fatal” penalty that will cause the player to lose in-
game. There will be some quiz to be answered in between
the stages. Points will be awarded to players if the answer
is correct. In addition, there is a leadership board feature to
record all the high scores of players.

Considering most the Youngs are immature in decision
making, especially when they do not aware of the
cybersecurity. Thus, they need to be educated. By using
decision making mode, the player can learn how to
response to the circumstances if it is in real-world. In
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decision making mode, NPC will provide a scenario to the
player. The player should select one of the decisions among
the given options. As mentioned above, the wrong decision
made will lead to lose in game or loss in points. For
instance, an NPC from the bank will ask the player to
provide his bank information such as PIN or password for
verifying purpose. In this case, the player will have to select
a decision whether give or do not give. After decision has
made, the correct answer will be displayed with
explanation, and point will be given. Therefore, the players
can see what the consequence of their choices is and learn
from it.

Besides, some stages are required the players to do
some quests. These quests must be done within the time
given. The longer the time taken, the lesser the point given.
One example of the quest in this game is that the player
must point out the things which must be paid attention to in
an email to avoid email phishing. The knowledge for this
quest was provided through the conversation between the
player and the NPC. So, the player must pay attention to
what NPC said before.

2.5.2 Similar systems

2.5.2.1 Hot Spot

Figure 2 HotSpot in game

Hot spot is one of the cybersecurity games in education
context. The game is running in a simulation of work
environment. This game contains very basic knowledge of
cybersecurity related to office environment. User is asked
to find out the violations that scattered around by clicking
on the items before the time runs out. Once the user spotted
the violation, a message will pop-up that provides security
knowledge to the user related to the specific violation.
There is no limit of tries.
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2.5.2.2 Cybersecurity Lab

Figure 3 Cybersecurity Lab in game

Another cybersecurity game is Cybersecurity Lab from
NOVA Labs website. Cybersecurity Lab is challenging
users to play a role of chief technology officer of start-up
social media company against increasingly gradual attacks.
The goal is to enhance cyber defenses by winning a number
of challenges. There are four main challenges in this game
such as Coding, Password-Cracking, Social Engineering,
and various of cyber battles. This game has real-world
stories of cyber-attacks animated in videos that explain the
need for cybersecurity.

2.5.2.3 CyberCIEGE

Larry wants you to meet his on-line "date" ...

...but you better first check your new objectives...

Figure 4 CyberCIEGE in game

CyberCIEGE is a serious cybersecurity game designed
mainly for employees to have lesson on network security
concepts. This game required basic knowledge on network
security. It has an interactive environment. The players
spend virtual money to defend their network by purchasing
and configuring workstations, servers, network devices,
and operating systems. The game is challenging users to
maintain a balance between budget, productivity, and most
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importantly optimizing security by making tradeoffs. The
players can see the consequences of their selections

Atlantis Highlightsin Computer Sciences, volume 4

Table 1. Comparison table of CyberCIEGE, Cybersecurity Lab, Hot Spot, and Proposed system

System CyberCIEGE | Cybersecurity Lab Hot Spot BEWARE

(Propose system)

Criteria

Leadership board No No No Yes

Overall Graphic Low Low Low Medium

Simulation Yes Yes Yes Yes

User type Employee Young Employee Young, Employee

Basic knowledge Yes No No No

requires

Based on the system analysis, only BEWARE
implementing leadership board feature. This feature
stimulates participant’s motivation on learning by having
competition with their friends or colleagues. Besides,
BEWARE has better graphic for a better visualization
compared to the other similar systems. An awesome
graphic is capable to attract people to get interested to play
the game. All systems do have simulation. However,
BEWARE has “First person” mode in simulation which is
different from the other three systems. First person mode
enables player to fully involve in the game situations. This
proposed system is suitable for Youngs and even
employees compared to other three systems which can only
be suitable for single user type. CyberCIEGE is suitable for
training and taking course. For Hot Spot, there is only
office/workstation environment in the game which the
information is insufficient to educate Youngs. Moreover,
there is no foundation of cybersecurity required in
BEWARE and the other two systems except for
CyberCIEGE. This is because CyberCIEGE is a serious
game which is focus on education rather than
entertainment, so it does need basic security knowledge to

play.
3. METHOD

Research methodology is a process of collecting,
processing, categorizing, and analyzing the data for a
particular topic by using methods and techniques. This part
is essential for every research because it allow the
researchers to ensure their aim and objectives are supported
by valid and reliable results. For this research, online
survey with quota sampling method is applied to 50
secondary students range age from 13-15 years old in
Malaysia. In addition, qualitative research is executed to 3
students were randomly selected to participate in the
interview session. This is to ensure the online survey result
is accurate and reliable.

3.1 Sampling Method

Quota sampling method is a non-probability sampling
technique in which the participants were selected according
to specific traits or qualities determined by the researchers
[4]. The selected sample would then represent a population.
In this research, a subgroup of age range 13-15 years old
teenager is the targeted group to find out their awareness
level on cybersecurity. Therefore, quota sampling method
is used as it is a suitable method to locate a subgroup of
people that would have a great contribution to the research.

3.2 Online survey

Survey method can be understood as collecting data by
questioning individuals relate to the topic. This method can
obtain valuable and reliable data from the large group of
people in no time. As mentioned above, survey method is
used in this research. The survey is Likert scale-based with
several closed-ended and open-ended questions by using
Google form. The reason of applying Likert scale-based
survey is that it is a reliable way to measure opinions and
perceptions as well as person ability estimates [5]. Meaning
that the participants can specify their level of cybersecurity
awareness. In addition, considering the less of time, using
Likert scale-based survey is better because it allows the
researchers to collect data from many respondents rapidly
[5]. Besides, closed-ended questions are often good for
survey due to very straight forward questions. To obtain the
data in more detail, open-ended question is included to give
a free form answer. There will be 50 secondary students age
from 13-15 years old in Malaysia participating in this
research.

3.3 Interview

Interview is one of the effective data collection methods
that is to ask the participants several questions face-to-face.
There are three type of interviews such as semi-structured,
structured, and unstructured. In this research, one-to-one
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structured interview is used in which the participants are
questioned by a list of predetermined questions [6]. 3
respondents are chosen randomly to have interview session.
The reason for this research to carry out interview in
structured way is that time will be saved as the questions
are prepared in advanced to reduce mistakes during
interview. In addition, according to Anja, the Content
Marketing specialist, structured interview is easy to
compare the answers from respondents because they are
asked on the same questions. Thus, the results are easier to
be analyzed compared to unstructured interview. While
unstructured interview is an approach that does not prepare
question in advanced and with little or no organization for
the flow of event [6] Thus, it may lead to failure. As
mentioned above, the purpose of conducting interview not
only to gather data but to ensure the accuracy of the survey
results.

4. DISCUSSION

Cybercrime is increasing in Malaysia due to the lack of
awareness of cybersecurity threats among teenagers age
between 13-15 years old. These cybersecurity threats can
bring serious impact to the young generations such as
financial loss, cyberbullies, damage in asset, identity fraud,
and so on. It is essential to increase the teenager’s
cybersecurity awareness which is the most critical part of
this research. Upon considering the young’s hobby-
interested in game, deliver the cybersecurity materials
through a game is an ideal solution to raise the
cybersecurity awareness among the Youngs. They will get
motivated to fully engaged in the educational process by
the interactive game if there are rewards and objectives
established [22]. A computer game named “BEWARE”
will be developed with an attractive graphic, leadership
board feature, and simulation element that would greatly
inspire the Youngs to effectively increase their awareness
of cybersecurity in a much interesting way. In the game, the
players, as well the Youngs, are given scenarios that were
happened in real life to answer. This game will prepare
them on how to react these threats in real-world. They can
always practice their mistakes in the game. Thus, playing
this game, they can get themselves familiarize with the
threats and has the ability to response to it in a quick and
proper way before they encounter it in their daily life which
would not give second chance for them to react. There are
several similar games related to cybersecurity on the
internet. However, simulation element and leadership
board feature which are implemented in the computer game
is less to be seen in those other similar games.

5. CONCLUSION

Overall, as mentioned above, the Youngs are easy target
to the perpetrators. It is necessary to increase the
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cybersecurity awareness among them early before the
threats cause serious impact on them. In addition, they
should be educated regularly on Cybersecurity awareness
as there will always new threats developed in the future.
Through this game, Youngs will be educated with the
knowledge of how to protect themselves from
cybersecurity threats. They can realize the risk of using
internet and able to react to the circumstances effectively in
their real life. However, there is limitation in the proposed
system. This solution required a computer with ideal
hardware specification, which may be costly, to run due to
the game designed in an attractive graphic. Low-income
household may not afford to own one. The research in the
solution to raise the awareness of cybersecurity especially
in schools is still less. It is recommended to have research
focus on that in the future. Also, this game is still having
the improvement spaces to get better in order to make the
game more interesting and attracting to the Youngs. Thus,
cybersecurity awareness will be increases in the future.
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