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ABSTRACT 

There are many different types of Denial of Service attacks like Ping flood attack and ICMP flood attack but this case study is 

about Denial of Service SYN flood attack that floods the victim machine with SYN packets and causes the victim machine 

performance to become slower. In this case study, the Kali Linux machine is used as a virtual machine and act as an attacker that 

attacks the victim machine, and the victim machine is using Windows 2008. Kali Linux is a well-known operating system used by 

unethical and ethical hackers out there performing their hacks to the victim or performing pen-testing. And there is a tool that used 

in Kali Linux to perform the SYN flood attack, the tool is Metasploit framework, which is also a well-known penetration testing 

framework that is currently using by all professional ethical hackers and also the unethical hackers because it is easier to use and 

it is a command-line interface which is more professional compare to the tools that is the graphical user interface. Hackers can 

easily launch the SYN flood attack if the hackers know the IP address of the victim machine and send all the SYN packets to the 

victim machine to jam the victim machine. 
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 INTRODUCTION  
In this case study, the attack has been used is, to launch 

a Denial-of-Service attack from Kali Linux which is also a 

virtual machine to make the target machine which is a 

Windows 2008 virtual machine become slow and lag by 

sending a lot of SYN packets to flood the target machine, 

which is also known as SYN flood. What is a SYN flood? It 

is a type of Denial-of-Service (DoS) attack which can slow 

a machine or a server, by non-stop sending SYN packets, by 

doing so, the attacker that launch this attack can overwhelm 

all the ports that are available on the target server machine 

[8-13].  

There are few types of Denial of Service (DoS) attacks 

and SYN flood Denial of Service (DoS) is just one of them, 

other than SYN flood attacks, ICMP flood which also 

known as Ping flood is also one of the common Denial of 

Service (DoS) attack. ICMP flood attack is usually used by 

the cybercriminal or hackers to overwhelm the victim’s 

machine by sending lots of ICMP echo requests, and this is 

the purpose of ICMP flood attack, it floods the victim’s 

network with tons of request packets because the network 

will only able to respond a certain number of reply packets, 

but it will overwhelm when there are tons of request packets 

suddenly coming in. other than that, there are few ways of 

launching ICMP flood attack by using the code or some 

tools which are hping and scapy. Hping is a TCP and IP 

packet assembler and analyzer which is using command line 

orientation [2]. Other than sending ICMP echo requests, 

hping can also use it to test firewall, it performs very well in 

port scanning too, and it is a very good and useful tool for 

the students who are learning TCP/IP and many more [2] 

Hping can support more than 2 operating system which 

included Linux, Windows, Solaris, FreeBSD, NetBSD, 

MacOS X and OpenBSD [2]. Other than hping, Scapy is 

also a good tool, Scapy is a very strong interactive packet 

manipulation program [7]. It can scan, probing, tracerouting, 

attack and many more, it can do many actions that others 

can’t do, such as sending frames that are not available, 

injecting our own 802.11 frames and many more [7]. 

Other than that, Ping of Death which is also known as 

(POD) is also one of the Denial of Service (DoS) attacks. 

How Ping of Death (POD) works? The purpose of Ping of 

Death (POD) will crash or even freeze the victim’s machine 

or server by way of sending overcapacity or abnormal 
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packets just by typing a ping command [6]. Ping of Death 

(POD) is an older version attack of the ping flood attack. In 

the old days when computers are not as advance as today, 

the old version of computers couldn’t large packets, and 

when one of the computers receive one of the big-sized 

packets, the computer will crash. Besides, sending a ping 

packet is already larger than 65,535 bytes it is already 

against the Internet Protocol. Because of this issue, the 

hackers will attack with another way by sending the 

abnormal packets in fragments and when the victim’s 

system try to congregate all the fragments, in the end, it will 

become a big sized packet, and the victim’s system memory 

will overflow and it may cause different types of systems 

problem and system crashing will be one of them. One of 

the advantages for the attacker when using a Ping of Death 

(POD) attack is because the attacker’s identity can be easily 

deceived [6]. Other than that, the attacker that used this 

attack don’t need any knowledge of the victim’s machine 

that they trying to attack, but the attackers must know the IP 

address of the machine they are going to attack [14-19].  

In this attack, will be using Metasploit which is already 

provided inside Kali Linux. Metasploit is a well-known 

penetration testing framework used by most ethical and 

unethical hackers because it makes hacking simpler. Users 

can easily choose an exploit and what payload they need to 

use and attack the victim. Other than that, the attack I 

launched from a virtual machine called Kali Linux. Kali 

Linux is a Debian-based Linux which usually used by 

attackers and defenders, Kali Linux is focused on 

Penetration Testing and Security Auditing [4]. Other than 

that, Kali Linux comes with more than 600 tools which 

include Wireshark, Metasploit, John the ripper and many 

more. Not just the penetration tools, but it also includes the 

network scanning tools and forensic tools, because of this it 

is very useful to the attackers and defenders. Besides, it is 

completely free for everyone and it supports multiple 

languages [4]. 

 MATERIALS AND METHODS  

Metasploit framework is a very well-known and 

powerful tool that is used by ethical hackers and also 

cybercriminals too, they use it to test the systematic 

vulnerabilities found on the servers and networks. Other 

than that, the Metasploit framework is an open-source 

framework that can use by everyone, and it can support most 

of the operating systems [3].  Other than that, the Metasploit 

framework now has 1677 and more exploits established over 

25 platforms which were included PHP, Python, Android, 

Cisco, and many more. Besides, the Metasploit framework 

also comes with around 500 payloads which included 

meterpreter payloads which able to let the users confiscate 

device monitor by using VMC to replace sessions download 

or upload files, and another one is Dynamic payloads, which 

able to let the users create special payloads to escape from 

antivirus software.  

There are some modules provided by Metasploit. First 

are the exploits, which is a tool that can take benefits of 

system weaknesses. The second is payloads, it is a group of 

malicious code. The third will be Auxiliary functions, it has 

additional commands and tools. Besides, the Encoders are 

used to convert the information or code. Other than that, 

Listeners is also one of the Metasploit modules, Listeners 

are malicious software that is concealing in a machine and 

let the users gain access. Moreover, Shellcode is also 

included in Metasploit modules, Shellcode is a set of 

instructions programmed, and it will be executed by a 

program that is already exploited. Next, is the Post-

exploitation code, which helps the user to penetrate deeper 

once they were inside the target machine. Last but not least, 

it is a NOP generator, which is a set of instructions to 

prevent the payload from getting crash and it can use it to 

bypass some basic IDS and IPS [3]. 

 Scenario 
Here comes a company, and a worker name Elliot which 

is a grey hat hacker that no one knows his real identity in 

real life. In the daytime, Elliot is a cybersecurity analyst and 

at night, Elliot is a black hat hacker. One day, Elliot was 

frustrated working at the company because no matter how 

well he performs but his boss still didn’t raise his salary. So, 

he decided to teach him a lesson without letting him know. 

Elliot is a cybersecurity analyst of the company, and he 

knows how the network of the company works. First, he 

uses Kali Linux in a virtual machine and then pings the IP 

address of his boss computer. After successfully ping his 

boss computer, then he uses NMAP which is a scanning tool 

to scan the target IP address to see which port is open. After, 

Elliot know which ports are open, he launches Metasploit 

which is a famous penetration tool use by attacker and 

defender all the time in Kali Linux. After started the 

Metasploit in Kali Linux and he searches the SYNflood 

method. And then Elliot will be setting up the RHOST 

which will be the target IP address and sets up the RPORT 

which is the open target port. After the RHOST and RPORT 

were set up then Elliot can start launching the Dos attack to 

the target machine. When the attack was launched, the target 

machine will become slow and it is flooded with SYN 

packets, the performance of the machine will continue 

slowly until Elliot stop the attack.  

2.1.1. Impact of the attack  

Denial of Service (DoS) Attack can bring a huge impact 

too especially when the big company got attacked by Denial 

of Service. Although the attack is just temporarily if the 

companies were attacked at bad timing, they can lose a lot 

of money. Denial of Service (DoS) can make the 
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performance of the computer or the webserver slow when 

logging into a web-based system [1].  

Other than that, the DoS attack has different types of 

flood attacks which are buffer overflow attacks, SYN flood, 

and ICMP flood. SYN flood will keep sending requests to 

the server until the open ports of the server are full of 

requests and none of the ports can let the users connect. 

Other than that, why the impact of the DoS attack is big for 

an online business organization like eBay, Lazada, Shopee 

and many more. Because if they got attacked by DoS attack, 

the site will unable to receive the customer’s order and 

because of this the organizations might lose income, it 

happens when there are special events or promotions in the 

online shopping site because the attackers knew there will 

be many people going to buy stuff when there are 

promotions and event and it is good timing for them to 

launch the attack.  

Besides, if the organizations got attacked by DoS, 

organizations need to contact their IT staff or hire IT security 

specialists to help them to recover their server and increase 

the security of their server to prevent getting attack again in 

the future. 

 STEPS AND RESULTS 

Step 1. Check IP of both machine 

 

Target machine (Windows 2008): Open CMD and 

type ipconfig to check the IP address of the machine.  

 

Attacker machine (Kali Linux): Open Terminal and 

type ifconfig to check the IP address of the machine 

 

 

Step 2. Ping each other machine 

 
Attacker machine (Kali Linux): Open a terminal and 

type the target IP address which is 192.168.150.128 
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Target machine (Windows 2008): Open CMD and type ping 

192.168.150.129 

Step 3. Scan target machine for open ports 

 

Attacker machine (Kali Linux): At terminal type nmap 

192.168.150.128 

 

Step 4. Launch Metasploit  

 
Attacker machine (Kali Linux): At terminal type 

postgresql start press enter to start the service and type 

Msfconsole and press enter.  

 

Step 5. Search SYN flood  

 
Attacker machine (Kali Linux): At terminal type 

search synflood and copy the file path and paste on the 

terminal. 

  

 

 

Step 6. Set RHOSTS and RPORT 

 
Attacker machine (Kali Linux): Type options on the 

terminal and set RHOSTS to the IP address of the target 

machine 192.168.150.128 and SET RPORT to 135. 

 

Step 7. Check RHOSTS and RPORT after setting up  

 
Attacker machine (Kali Linux): Type show options to 

see if the RHOSTS and RPORT is successfully changed 

 

Step 8. Launch attack  

 
Attacker machine (Kali Linux): Type exploit in 

terminal and press enter and the attack will be started 

 
Step 9. Check the target’s machine  

 
Target machine (Windows 2008): This is a screenshot 

of the performance before the attack was launched.  
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Target machine (Windows 2008): This is when the 

attack was launched 

 

 
Target machine (Windows 2008): Open Wireshark on 

the target’s machine can see it was flooded with packets 

 

Step 10. Stop the attack  

 
Attacker machine (Kali Linux): To stop the attack, the 

user just need to press CTRL + C to stop the entire attack 

and it will stop sending packets. 

 

 

 CRITICAL ANALYSIS AND 

COUNTERMEASURE 

In my opinion, using the Metasploit framework to launch 

Dos Attack is much easier and fun using it. Like Armitage, 

a graphical user interface (GUI) will be easier compared to 

the CLI method, but most of the defenders and attackers 

mostly using the CLI method. In my opinion, using the CLI 

method is much more suitable for a professional, because 

GUI is for beginners to help them easily understand how the 

attacks work. Other than that, when using the CLI method, 

the user needs to make sure the commands are correct if not 

the command won’t be working. During the step when the 

user needs to set the RHOSTS and RPORTS, users need to 

make sure the IP address and the port number are correct 

before launching the attack, otherwise, the attack won’t be 

working or maybe the user will be attacking the wrong target 

machine.  

Other than that, there are few countermeasures for the 

DoS attack. The first one will be contacting the Internet 

Service provider for example if a company is under attack, 

the employee which is in charge of the IT department of the 

company should call their Internet Service Provider and ask 

if the traffic can be rerouted. Other than that, implement 

Intrusion Detection Systems which is also known as IDS and 

Intrusion Prevention System which also known as IPS to 

increase the security level of the organization’s network and 

to prevent the DoS or DDoS attack from the attackers. 

Because the Intrusion detection system monitors the 

network traffic of the organization in real-time and see if 

there are any known threats and suspicious activity, and the 

Intrusion detection system detected something, then it will 

notify the users. Besides, the Intrusion Prevention System 

(IPS), controls the system by comparing the incoming and 

outgoing packets with the ruleset, if the packets were 

blacklist in the ruleset then the incoming packets will be 

rejected. For the Intrusion prevention system (IPS), the 

database needs to be always up to date with brand new threat 

data to prevent the new threats that are never saved in the 

database [3]. Other than that, installing a firewall is one of 

the ways to prevent the DoS attack. The purpose of firewalls 

is to protect the network from attackers, by defending the 

user’s network and computers from unauthorized and 

malicious network traffic. Not just that, the firewall can also 

protect the computers and networks from software that is 

malicious for entering the network by the internet and 

computer. 

 CONCLUSIONS 

In a conclusion, new cyber threats are coming out day by 

day, the best security and the best way to protect a user’s 

data is not just improving the security level of the device or 

the network the best security is every people must protect 

their privacy, for example, their card info, their addresses, 

passwords and many more and not spreading it everywhere 

especially on the social media, nowadays people like to 

share their life and sometimes their private life on the social 

media, they never know that might be the worst thing they 

have done after something bad happened to them.  
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