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ABSTRACT
Penetration testing is a mirrored cyber-attack defined for identifying vulnerabilities and flaws in a computer
system/Network/Web application— the organization appoints experts to conduct the test and present the details for
deeper interpretation. One of the critical components of securing the network is to perform penetration tests of the
network and web applications. In this paper, the industry-known OWASP (Open Web Application Security Project)
vulnerability tool and three vulnerable web applications in a lab setup are explored and presented with a detailed
analysis. Further, three penetration test reports are selected, and comprehensive analysis and reports are generated from
the proposed setup. After the observation, it's understood that there is a lack of standardization format of the penetration
testing reports. Therefore, this paper presents a format that will cater to the understanding of domain knowledge experts,
decision-making bodies, and board members of the top executives of an organization for making further decisions on
improving the robustness of their network and web applications.
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With the endless demands of information networks,
daily life and work increasingly depend on information
network systems. Cyber-attacks have developed into one
of the biggest threats worldwide. The magnitude of
damage due to cyber-attacks is increasing exponentially,
and hackers perform organizational data breaches.
Penetration testing is a security evaluation process for
Information Technology infrastructure originating from
an attack by the penetration tester. The testing process
requires generating many attacks on the intended system
to determine security gaps. The significant difference
between a penetration tester and a hacker is that a
penetration test works with a license and signs an
agreement with the organization and outcomes produced
as reports. Figure 1 represents the amount of monetary
damage by the reported cybercrime [1] from 2011 to
2020.

in million in US dollar

1. INTRODUCTION

Amount of damage reported by cybercrime

2015

2016

2017

2018

2019

2020

Amount 1070.71 1450.7 1418.7 2710

3500

4200

Year

Figure 1 Damaged caused due to cybercrime.
In India [2], the reported number of registered
cybercrime cases increased to 44564 in 2019 from 9622
in 2014, shown in Table 1.
Table 1. Cyber Crimes cases in India
Year
2014
2015
2016
2017
2018
2019

Total No of Cases Reported
9622
11592
12317
21796
27248
44546
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As per the penetration testing survey conducted in
2020 [3], 72% of the responder noted they use open
source/ freeware tools. Nearly 50% of responders
reported commercial tools that open source tools may not
offer. Reporting was the most prevalent factor [3] while
selecting tools for penetration testing. As per survey [3],
69% of the responder listed reporting as an essential
factor, maybe due to compliance requirements, which
often require extensive documentation to comply with
regulation and industry needs. 64% of the respondents
listed multi-vector testing capabilities as the second
important factor in the penetration testing report.
Expert security consultants conduct penetration
testing as complex manual processes. However, the
manual penetration testing process is time-consuming,
expensive, and dependent on the skill set of the
penetration tester. Therefore, expert professionals
develop an automated tool so that non-expert users can
supplant the penetration team to view the current security
status. Table 2 shows the comparison between manual
and automatic penetration testing [4,5].
Table 2. Comparison between manual and automated
penetration testing
Phases
Testing
Phases

Attack
Database
Management

Manual
Manual nonstandard
process, high cost in
customization.
process, high cost in
customization.
Dependencies on the
public database and
essential to maintain
the database
manually.

Reporting

Manual process of
collection of data.

Network
Identification

No change is needed
in systems.

Auditing

Slow, complex to
manage, and often
inaccurate process.

Exploit
Development
and
Management

Maintaining an
exploit database is
very difficult, and
public exploits can
be unsafe to run.

Training

More
straightforward, to
train users compared
to manual testing.

Automated
Standard process,
fast in time.

Updates are
available for the
attack database.
Customization of
reports based on
requirements and
available
centrally.
Different systems
modifications are
required.
Records all
activity
automatically.
Product vendors
maintain exploits
and are easier to
manage. In
addition, exploits
are developed by
professional
experts and
thoroughly tested.
Training can be
customized but
time-consuming.

In this context, the motivation of this work deals with
studying different open source tools, web vulnerable
websites online available for freeware testing. A lab
environment has been set up to experiment with various
attacks, generate reports on a real-time basis. Further,
different penetration testing reports are studied, available
online. Based on common gaps identified in reporting
formats, comparative analysis and a standardized
penetration testing report have been proposed.
The remaining paper is formulated as follows.
Section I discusses the related works. In section II
discussed methodology, set up a lab environment.
Section III performed detailed analysis, captured and
presented this paper. A standard penetration report based
on findings has been proposed. Finally, in IV, the paper
has been concluded and provided various directions for
future research.

2. RELATED WORK
Kwiatkowska et al. [6] highlighted the significance of
each tired of the web, mainly security with its service
point and sufficient security check at the service point.
Touseef et al. [7] proposed a complete study of web
vulnerability measuring and recognizing relevant
datasets. Khera et al. [8] examined and presented the
lifecycle of the VAPT process and VAPT tools. They
concentrate on several organization levels for adaptation
requirements of security standards to defend various
cybersecurity threats. Alanda et al. [9] highlighted
vulnerability and techniques used to find an exposure in
mobile-based penetration testing using the OWASP.
Yulianton et al. [10] suggested a framework for
identifying web vulnerabilities using taint analysis and
black-box testing. Jinfeng et al. [11], a case study is
conducted for vulnerability scanners using the OWASP
tool. Helmiawan et al. [12] examined the security of the
web using Open Web Application Security Project 10.
Wijaya et al. [13] suggested a web-based dashboard for
monitoring penetration testing based on OWASP
standards. The dashboard is made using PHP
programming languages tools and can display application
vulnerabilities based on their frequency of occurrence.
Lala et al. [14] highlighted the mitigation process of
vulnerabilities in web applications using configuration
changes, coding, and security updates.
Shebli et al. [15] explained the importance of
penetration testing, components considered, the survey of
tools and procedures resulted while conducting
penetration testing. Zakaria et al. [16] proposed a
penetration testing format to understand the
organization's security professional and upper
management needs. Shebli et al. [15] explained the
importance of penetration testing, components
considered, the survey of tools and procedures resulted
while conducting penetration testing. Zakaria et al. [16]
suggested a penetration testing format to understand the
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organization's security
management needs.

professional

and

upper
Hardw
are

3. METHODOLOGY
This study begins with selecting tools for this work—
first, popular tools are chosen in the cybersecurity
domain. Second, popular open source tools are studied
based on Gartner Magic Quadrant for application security
testing [17,18,19]. Unfortunately, due to the lack of a
licensed version of the tool, it was not feasible to continue
research. Therefore, only freeware tools, i.e., OWASP
ZAP [20], are used in this work. Table 3 represents the
version and other parameters of the OWASP tool [31-34].

Softw
are

8 GB
RAM,
Intel
Core i5
2.7 GHz
OWAS
P

1GB
Ram, 1
CPU,(Vir
tual)

1GB
Ram, 1
CPU,(Vir
tual)

1GB
Ram, 1
CPU,(Vi
rtual

DVWA

Google
Gruyere

BWAPP

The process followed while detecting attacker
patterns and evaluating vulnerable web applications is
shown in Figure 3.

Table 3. Parameter of OWASP tool
Tool
Name

Availabili
ty

Licen
se

Versio
n

Tool
type

Last
updat
e

OWAS
P ZAP

Freeware

Apach
e

2.10.0

Prox
y

June
2021

Two computers are used, one for the attacker and
another one for the server. Both connected physically
through wire via a switch, shown in Figure 2. The server
computer uses Windows 10 Professional operating
system with Intel (R) Core (TM.) i7 5GHz, 16 GB RAM
processor. In addition, three virtual machines are
installed for running web servers (named web server 1,
web server 2, and web server 3). The attacker computer
uses Windows 10 Professional operating system with
Intel Core (R) Core (TM.) i5 2.20GHz, 8 GB. of RAM
processor. Table 4 represents each component in the
proposed method.
Figure 3 Process flow for detection and reporting.

3.1. Tool
OWASP ZAP: It is a freeware tool extensively
accepted concerning automated vulnerability detection in
web applications. It is a non-profit organization, which
serves to enhance security in software. The 2.10.0 version
of OWASP ZAP is utilized for this work, with default
scan profiles [35-38].

3.2. Vulnerable Web Application
Figure 2 Proposed lab setup.
Table 4. Test environment features

OS

Attacke
r
Windo
ws 10
Professi
onal

Web
Server 1
Ubuntu
Server
14.04.6
LTS x86

Web
Server 2
Ubuntu
Server
14.04.6
LTS x86

Web
Server 3
Ubuntu
Server
14.04.6
LTSx86

Three types of vulnerable web applications, namely
DVWA [21], Google Gruyere [22], and BWAPP [23], are
employed in this work. DVWA (Damn Vulnerable Web
Application) is a web application based on vulnerability
used by security professionals to test skillsets and tools
in a legal environment. Google Gruyere is a web
application that is thoroughly discovering bugs and
learning ways to fix them. Finally, BWAPP (Buggy Web
Application) is an open source web application and uses
the penetration tester to find and prevent web
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vulnerabilities. The analyses discussed above are
performed for education purposes only.[39-42]

Vulnerability

4. RESULT AND DISCUSSION
The experimental assessment is detailed and showed the
web vulnerability identified in Table 5, Table 6, and
Table 7.
Table 5. Web vulnerability detected inside DVWA
Vulnerability
Cross-Domain Misconfiguration
CSP: style-src unsafe-inline
CSP: Wildcard Directive
Vulnerable JS Library
X-Frame-Options Header Not Set
Incomplete or No Cache-control and
Pragma HTTP Header Set
X-Content-Type-Options
Header
Missing
Information Disclosure - Suspicious
Comments

Table 7. Web vulnerability detected inside BWAPP

No of
instances
19
3
3
1
2
6

X-Frame-Options Header Not Set
X-Content-Type-Options
Missing

Header

No of
instances
4
4

After evaluating BWAPP, vulnerable web
applications employing the OWASP ZAP tool, two types
of vulnerability are identified, i.e., X-Frame-Options
Header Not Set and X-Content-Type-Options Header
Missing.
Figure 4 represents the overview of the OWASP ZAP
tool, and Figure 5 illustrates the analysis of Vulnerability
in DVWA web application; Figure 6 shows analysis of
Vulnerability in Google Gruyere web application.

16
2

After evaluating DVWA vulnerable web applications
utilizing the OWASP ZAP tool, the Cross-Domain
Misconfiguration and X-content-type-options header
missing amount to the maximum number of instances.
Therefore, the shared vulnerability revealed by DVWA
is
command
injection,
JavaScript,
domain
misconfiguration, CSS, information disclosure, etc.

Figure 4 Overview of OWASP.

Table 6. Web vulnerability detected inside Google
Gruyere
Vulnerability
Cross Site Scripting (Reflected)
X-Frame-Options Header Not Set
Absence of Anti-CSRF Tokens
Cookie No HttpOnly Flag
Cookie Without SameSite Attribute
Cookie Without Secure Flag
Incomplete or No Cache-control and
Pragma HTTP Header Set
X-Content-Type-Options Header Missing
Charset Mismatch (Header Versus Meta
Content-Type Charset)
Information Disclosure - Suspicious
Comments
Timestamp Disclosure - Unix

No of
instances
1
60
3
2
2
2
62

Figure 5 Analysis of Vulnerability in DVWA.

72
7
1
1

After assessing Google Gruyere's vulnerable web
applications utilizing the OWASP ZAP tool, the common
vulnerabilities identified are cross-site scripting, charset
mismatch, CSRF, time disclosure, etc.
Figure 6 Analysis of Vulnerability in Google Gruyere.
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In this section, the discovery of web vulnerability
using open source penetration testing tools is highlighted.
The primary intention is to aid security professionals in
testing their skill set and tools in a legal environment.

Security) institute [29], four primary penetration report
writing phases are shown in Fig 10. An ancient proverb
in the consulting business: "If you do not document it, it
did not happen" [30].

Additionally, two online open source penetration
testing tools are tested, i.e., pentest tools [24] and
Forgenix [25], with three existing web-based vulnerable
databases. Reports generated using the OWASP tool are
represented in Figure 7.

Figure 7 Generation of the report using OWASP.
Figure 8 - 9 presents reports generated subsequently
from tools using three existing vulnerability applications
used in the current setup.

Figure 10 Penetration testing report-writing phases.
Based on the online penetration report and
experimental setup study, a penetration test report has
been proposed that should comprise the below-specified
objectives.

Executive Summary
This section represents a comprehensive outline of
the report. In addition, it contains a high-level meeting of
the penetration test, findings, observations, and forms for
the executive members.

1.Scope of work: This section defines the overall
Figure 8 Generation of the report using pentest.

scope of work.

2.Objectives of work: The aim is to connect the
penetration test report outcomes based on the scope of the
work and direction.
3.Timeline: It shows the penetration testing start and
end date, which should be included.
4.Summary of findings: It represents the overall
identified risks based on priorities in Summary.
5.Summary of recommendation: This section
represents the high level of advice for the target
organizations based on identified risks.

Methodology
Figure 9 Generation of the report using Forgenix.
There is no standard format of penetration testing
report from the study as mentioned above. Further, three
different penetration test reports available online [26],
[27], [28] are studied. No standardized report format for
the above studies is discovered, shown in Annexure 1.
According to the SANS (SysAdmin, Audit, Network, and

This section outlines the steps to be pursued to collect
information, analysis, and the method used to measure
the risk of vulnerability.

1.Planning: In this phase, the requirements of
penetration testing are identified.
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2.Exploitation: The penetration tester maps all the
possible vulnerabilities and sees to what extent they can
get into the environment.
3.Reporting: In this phase, the penetration tester reports
all the detected vulnerabilities.

Detailed Findings
This section represents complete information concerning
each finding; results can be described as a table, pie chart,
bar graph, diagrams, etc.

1.Details of vulnerability: For all vulnerabilities, the
description should be conferred about the source of the
vulnerabilities, impact, and the likelihoods to be
exploited.

2.Impact: It outlines the effects of vulnerability by
threats.

3.Likelihood: It represents the probability of
occurrence of the threat.

4.Recommendations: The penetration tester presents
good recommendations on the risk rating and severity of
the asset based on the outcome and discoveries. [42-44]

5. CONCLUSION
Several state-of-the-art penetration testing tools have
been studied and explored in their report formats. This
paper highlights the differences in reports produced by
various tools. A new standard format of report generation
for pen testing is proposed based on the survey carried
out. This standardized format will facilitate
understanding of the network vulnerabilities by the
security professionals irrespective of the pen testing tool
used. The tool collects the data in any format and
converts it to the standardized format as per the proposal.
The future scope is to construct a penetration testing tool
and generate the report as the proposed idea.
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