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ABSTRACT  

In the IT sector, an important role is played by Cyber Security. Securing information has become one of the biggest 

challenges even today. The cybercrimes are growing enormously bit by bit and many measures are taken to prevent 

cyber-crimes. Despite these dealings, cybersecurity is still a tremendous apprehension to many. So, this paper 

emphasizes encounters met by cybersecurity and the modern cyber security performances using text cryptography. The 

secured way of transmission of data over the network from security attacks is using cryptography. This paper explores 

different cryptographic approaches to improve data security and performance evaluation metrics. The notable ones 

among them like Playfair, BCD encoded key management and Blowfish operate on discrete techniques of their own. 

Unlike the conventional encryption schemes which focus on improving algorithms for the text message, the BCD 

method aims at enriching the algorithm for key generation. The Blowfish functions on subkey generation and 

permutation for data encryption. 

Keywords: Blowfish Approach, Cyber Security, Performance Evaluation Metrics, Playfair technique, Text 

Cryptography, Vigenère meth.

1. INTRODUCTION 

Now, in the era of digitization, people are getting 

fond of the internet and hackers are getting quick-

witted every day, thereby making it hard to secure 

privacy [1]. Every day news about phishing, 

vulnerability exploit, IoT-based attacks, etc. is heard 

[2-3]. The hackers reputedly target companies and then 

steal the details of clients (name, number, email, 

personal correspondence, etc.), which leads to massive 

financial and reputational losses for a business [4]. As 

the internet has grasped a position that meets this era, 

expanding exponentially over the past few periods, data 

security has developed a major apprehension for 

everyone linked to the network [5]. Data security 

guarantees that data is merely available to the proposed 

recipient and avoids any modification of the 

information [6-7]. To reach this position of security, 

several algorithms and approaches have been 

established. Cryptography scripts can be precise as 

encrypted data tactics, liable on certain algorithms that 

convert the data scribbled to the human eye unless 

expressed by algorithms and the sender [8-10]. 

Cryptography further branches out to Text encryption, 

Image encryption, Audio Encryption, and Video 

encryption. Text encryption forms the base for any 

cryptographic method. It mainly deals with the 

conversion of plain text into secure ciphertext [11-13]. 

This can be done with the help of a key. Key can be 

classified into two types, symmetric and asymmetric. 

The ciphers mentioned in this paper deal with the 

symmetric key where the same private key is to be 

shared with both sender and receiver [14] as shown in 

Fig. 1. 

 

Figure 1 Text Cryptography 
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2. RELATED WORK 

Data Security is one of the principal and continuing 

concerns and this paper aims to explore the perception 

of security in cryptography. Here important approaches 

like BCD, Blowfish, Vigenère, Playfair are discussed. 

2.1 Technique - 1 

Marzan and Sison [15] proposed an algorithm that 

handles plaintext containing alphabets, numbers, and 

special characters. This study heightened the Playfair 

cipher by key encryption and decryption process that 

will direct the key security difficulty without 

negotiating its runtime functioning. The runtime 

performance of this system outclassed the study of 

Amalia et al. in relation to encryption and decryption 

methods. Similarly, in this technique, the key security 

algorithm demonstrates a robust avalanche effect. 

Limitation in accommodation of character is the 

weakness of Playfair cipher. By eliminating the letter j 

from ciphertext it roots uncertainty and makes the 

ciphertext easy to break by the frequent occurrence of 

attacks. Thus, the Playfair cipher algorithm should be 

made into a 5x19 key matrix that can hold any type of 

95 characters. By modifying the Playfair cipher into a 

5x19 matrix, it can overcome its weakness and be 

strongly encrypted [16].   

2.2 Technique - 2 

Ranjan et al. [17] have presented a new algorithm 

according to the idea of poly alphabet cipher an 

improved version of the mono alphabet, uses BCD 

coded parity bits checker. The key sequence is 

generated with the help of the BCD converter and a 4-

bit even parity checker which leads to the creation of a 

substitution technique model. It is observed that small 

key variations produce maximum avalanche effect 

which in turn boosts the strength and security of the 

algorithm.  

2.3 Technique - 3 

 Vigenère cipher is an advanced method of 

encryption using a serial disclosure of a variety of 

Caesar ciphers created based on letters of a specific 

keyword making it much harder to crack. The different 

encryptions applied depends on the length of the 

keyword.  This algorithm uses a table called the 

Vigenère table. The user inputs are plain text and the 

keyword, if the keyword is not equal to plain text, then 

it is repeated to match the length of plain text. There are 

some defects in this cipher which is hidden by using the 

Hill cipher. The defects of this cipher are that it is easy 

to detect the size of the key to start a statistical attack 

and two same letters are located at the same place at 

different blocks which makes the cipher weak. So, by 

combining these two algorithms an unfailing hybrid 

algorithm will be obtained, which will help in resisting 

the attacks including statistical attacks [18].  

2.4 Technique - 4 

Nie and Zhang [19], combined two widespread 

encryption algorithms, Blowfish and DES. DES 

algorithm was advanced by the IBM team [20]. 

Blowfish, the algorithm developed by Bruce Schneider 

remains uncracked till date. Being a symmetric 

encryption algorithm, it has a varying key size from 32 

to 448 bits and uses block cipher. Through various 

analyses and tests, it has proved to be a fast encryption 

algorithm. In the Enhanced blowfish algorithm (ebf), 

by dropping the number of rounds and enlarging the 

block size, using a variable key span with further 

revolution and shifting method on selected rounds, the 

accomplishment of blowfish can be expanded. So, the 

outcome demonstrates that the swiftness of encryption 

and decryption get upgraded by 11.3653% and 

9.8028% respectively [21]. The AES algorithm and 

Blowfish algorithm both utilize the same power but 

while generating ciphertext, blowfish displays quicker 

results [22]. 

3. TAXONOMY  

The taxonomy is pictorially represented in Fig. 2. 

 

Figure 2 Taxonomy of Cryptography 
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4. SCHEMATIC ANALYSIS 

 

Figure 3 Schematic analysis 

The schematic analysis is shown in fig.3. 

Section 1 contains an outline of cryptography which 

plays a chief role in fighting the rising cybercrimes and 

also deals with types of encryptions. Section 2 contains 

a briefing over the chosen techniques for this survey 

which is followed by the taxonomy in the next section. 

Section 5 contains a thorough description of the ciphers 

picked for this survey starting from Playfair, it follows 

symmetric encryption which uses the block cipher 

matrix method. The next cipher has an algorithm for 

efficient key management using binary coded decimal 

and parity checkers. The Vigenère cipher which is a 

modification of the Caesar cipher uses a table for its 

encryption scheme. Finally, the Blowfish has the 

division of keys into smaller segments for secure 

encryption. In the same section, this paper also 

discusses the metrics used for performance evaluation 

which are needed in knowing the efficiency of each 

algorithm. The latter half comes to the comparative 

study of each of the techniques based on applications, 

features, advantages and all of them have proven to be 

efficient. In section 6 the proposed idea has been given 

which can be implemented in the future. 

5. METHODOLOGY 

The procedure of encryption and decryption is as 

shown in Figure 4. 

 

Figure 4 Process of encryption and decryption 

5.1 Techniques 

5.1.1. An Enhanced Key Security of Playfair 

Approach  

It is a manual symmetric polyalphabetic encryption 

system that uses a block substitution cipher. Based on 

the symmetric approach, Playfair cipher uses only a 

particular key for encryption and decryption.  This 

cipher has a great advantage over the monoalphabetic 

cipher. Because Playfair cipher uses matrix method 

(Fig. 5) in which letters are arranged in N X N form (N 

rows and N column), so the attacker gets confused and 

won’t be able to break it. 

Playfair cipher with 16x16 matrix  

In this paper, the plain text contains alphabets, integers, 

and different characters.  

i. The process of repetition of plaintext 

letterings in the identical duo includes 

replacing the initial letter by the letter to the 

right, with the initial component of the row 

circularly succeeding the last one and then the 

next letter to the left, with the last element of 

a row circularly following the initial.  

ii. If an expression does not have an even number 

of letters, then add Z there to make it even. 

And by adding Z, it will not affect decryption. 

Playfair Cipher Algorithm 

Initially, the dispatcher will enter the plaintext (P1) 

collectively with its key (K1). Then the same key is 

used to encode the plaintext and arrange the key into a 

Playfair matrix of 16x16. The improved algorithm on 

K1 will be put on to construct Cypher Text (C1). To 

achieve this, convert ASCII letters into binary form, 

then the resultant will be renewed into a binary number. 
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Next is to get the two's complement of the binary 

number and Exclusive OR the outcome to the key size 
of the plaintext key. Follow the Bit Swapping method, 

the first position will be the last bit l, the second 

position will be the first- bit f, the third position will be 

the l-1, and then so on. The resultant of the bit swapping 

method will be changed into decimal and then that 

decimal number changed into their equivalent ASCII 

character. To decrypt the coded text C1, the enhanced 

key algorithm will be applied again. The decryption 

process will begin with the bit swapping method till the 

adaptation of the ASCII character is complete. Now at 

the recipient side, the recipient will decode the encoded 

key and use that key to retrieve the plaintext. So 

basically, the dispatcher and recipient will be knowing 

the key as it comes under symmetric encryption.  

 

Figure 5 Letters arranged in N X N form 

5.1.2. Efficient key management and ciphertext 

generation using BCD coded parity bits 

 This encryption algorithm uses a stream cipher and 

is constructed on the concept which is an upgraded 

version over a mono alphabet known as the poly 

alphabet cipher. This method is based on symmetric 

encryption and uses a key that can either be a numeral, 

a string, or a word. The generation of cipher keys of 256 

characters is done with the aid of a BCD converter and 

a 4-bit even parity checker. Poly alphabet cipher is 

utilized for encryption and establishes a prototype for 

substitution technique. The steps for generating the key 

sequence are shown in Fig. 6. 

 

Figure 6 Steps for generating the key sequence 

5.1.3 Vigenère Cipher Approach 

Vigenère cipher was first used in 1585 in a book by 

Blaise de Vigenère and hence the name. In this method, 

this paper makes use of a table called Vigenère table or 

Vigenère square. This Vigenère square is a 26X26 

matrix filled with all the alphabets ranging from A up 

to the letter Z in sequential order. Starting from the next 

successive rows each letter is transferred one position 

to its left in a cyclical manner. In this method two inputs 

are required from the user 1) a plain text and 2) a 

repetitive keyword, matching the overall size of the 

plaintext. 

Illustration, Visvesvaraya Technological University 

be a plain text and RVITM be a keyword, then remove 

all the punctuations and spaces, changing all letters to 

capital letters, and distributing the output into a 5-letter 

set as shown below: 

Visvesvaraya Technological University 

Rvitmrvitmrv itmrvitmrvitm rvitmrvitm 

5.1.4 Blowfish technique 

The Blowfish algorithm is a 64-bit block cipher 

with a flexible key length that was pioneered by the 

foremost cryptologist Bruce Schneider. Being 

unbroken till date finds its enhancement in hardware 

applications owing to its compactness. The algorithm 

comprises two major parts of which the key expansion 

part leads to the creation of several sub-key arrays 

computing to 4168 bytes from a key of max 448 bits. 

The data encryption part entails going through a round 

network of key reliant permutation, and a key and data 

reliant substitution for 16 rounds.  

All functions on the Blowfish are XORs and adding 

up to 32-bit words.  

5.2 Performance Evaluation Metrics 

5.2.1. Run-Time Performance 

The runtime performance of the intended key 

security algorithm will be achieved by acquiring the 

finishing time of the algorithm and is evaluated in 

milliseconds through a time complexity of O(n), with n 

as the number of computations. 

5.2.2. Avalanche Effect 

A minor shift in either the key or the plain text 

resulting in a substantial change in the cipher-text leads 

to the property termed the avalanche effect.  

 The avalanche effect taken into account as one of 

the worthiest properties is a word linked with a 

Atlantis Highlights in Computer Sciences, volume 4

197



particular behaviour of mathematical functions used for 

encryption. 

This effect is typically satisfied when changing of 

bits in a text is harmonized with an avalanche effect 

including a probability of more than 50%. 

Formula: 

AE (%) = # of changed bits in ciphertext x 100 / total 

# of bits in ciphertext. 

5.2.3. Brute-force attack 

Brute force attacks remain straightforward and 

dependable as the computer is let to perform all 

possible permutations of usernames and passwords and 

don’t stop until they uncover the right one. The best 

possible way in stopping a brute force attack is to break 

it as the process is carried on. 

Formula: 

 Estimated time = (number of character set key length) 

/ ((encryption/second) (EPS))  

5.2.4.  Execution Time Analysis 

The key factor in estimating the working of all 

algorithms is the summation of time taken for both 

encryption and decryption processes and this is 

distinguished as execution time. 

5.2.5. Throughput Analysis 

Throughput acts as a key factor of power 

management as it possesses inverse proportionality to 

the expended power of the algorithm.      

Throughput of a specific algorithm is computed by, 

division of complete data size in kilobytes and 
execution time in seconds as throughput is put across in 

terms of kilobytes per second. 

5.2.6. Entropy 

Randomness holds its position as a significant 

property by preventing the hacker from guessing the 

key. Entropy is the degree of randomness in the 

information which quantifies ambiguity in the 

information. The relationship between key and 

ciphertext grows complex as the degree of randomness 

is higher and is known as the confusion property [23].    

5.2.7. An Optimal number of bits required for 

encoding 

It is fundamental for the encrypted text to maintain 

its optimality which is achieved by reducing the 

number of characters. After encoding is done there is a 

transmission of ciphertext over a network which 

measures the bandwidth requirement. [24] For less 

consumption of storage and bandwidth, encoding is 

expected to be done with fewer bits.

5.3 Comparative table  

Sl. 

No. 

Techniques Features Advantages Disadvantages Applications 

1. Playfair It is a manual 

symmetric 

polyalphabetic 

encryption system 

that uses a block 

substitution cipher. 

Based on the 

symmetric approach, 

the Playfair cipher 

has the same key for 

both processes. 

It is a rigid cipher as 

the frequency 

analysis method used 

to disrupt simple 

substitution ciphers is 

tough. 

The matrix format of 

this cipher always 

needs to neglect one 

letter as it can 

accommodate just 25 

and cannot be 

reconstructed after 

decryption.  

The British forces in the 

Second Boer war and world 

war I have seen a greater 

application of this cipher.   

2. BCD Code It uses stream cipher 

and the concept of 

poly alphabet cipher. 

Ciphertext depends 

on the generation of 

key sequences. 

BCD follows 

conversion to binary 

for arithmetic 

processing, hardware 

to work directly on 

BCD can be built. 

There exists no 

boundary to the 

extent of a number 

which can be 

followed by just 

adding a new 4-bit 

sequence. 

BCD arithmetic in 

hardware takes a large 

portion of electronics 

thereby making it 

time-consuming. 

There is a wastage of 

space as it 

accommodated 16 bits 

whereas a single-digit 

just requires 4 bits. 

Binary-Coded Decimal is 

used for doing arithmetic in 

decimal, usually to satisfy the 

requirements of human-

written contracts that are 

expressed in decimal figures 

and subject to given rules of 

rounding that do not give the 

same results as rounding in 

binary. 
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3. Vigenère  It uses a simple form 

of polyalphabetic 

substitution using 

multiple substitution 

alphabets. 

The rotation of cipher 

through different 

shifts makes it 

invulnerable to 

frequency analysis 

and makes sure the 

same letter will not 

continually be 

encrypted to the same 

ciphertext letter. 

The occurrence of the 

histogram can be seen 

in this cipher by which 

the key will be in 

repetition until its 

length matches the 

plain text. 

Securing of digital images 

follows the application of the 

Vigenère cipher. 

4. Blowfish The algorithm 

features key 

expansion of 448bits 

into several subkey 

arrays up to 4168 

bits. 

Data encryption goes 

on for 16 rounds 

based on XOR 

operation. 

Blowfish uses only 

XOR and addition on 

32-bit words making 

it easy to implement 

in a short time. 

It uses memory up to 

or lesser than 4KB 

while running. 

The initialization of s 

boxes and subkeys  

consumes a large 

space for memory. 

Blowfish stipulates a 2pc 

protocol and superior data 

security for protected data 

transactions. 

6. PROPOSED METHODS 

 

Figure 7 Proposed System Architecture 

The proposed system architecture is as shown in 

Fig. 7. The key factors that led to this model are 

improvised with the BCD method and the complexity 

of the F function is replaced by the Playfair cipher 

making it harder to crack (Fig. 7). In this proposed 

method, a symmetric encryption algorithm using a 

block cipher and a modified Blowfish algorithm will be 

used [25-30]. Then the key sequence of 256 bits using 

a BCD code converter is generated and a 4-bit parity 

checker is used (Fig. 8). 

6.1 Algorithm 

This algorithm follows a unique passing 

accompanied by the XORed operation [31]. The initial 

step has a partition of 64-bit plain text into left and right 

parts of 32bits each [32]. There is a V-array whose first 

element gets XORed with the left part to create a value 

called ‘Ro’. ‘Ro’ is next run past the Playfair cipher and 

XORed with the right part containing 32 bits to yield a 

new value called ‘Li’. Now ‘Li’ switches the left part 

and ‘Ro’ switches the right part and the process is 

reiterated 15 more times with consecutive members of 

the V-array. The resulting ‘Ro’ and ‘Li’ are lastly 

XORed with the last two entries (17 and 18) in the V-

array and recombined to generate the 64-bit cipher [33]. 

6.2 Key generation 

         

Figure 8 Key generation technique 

Here the V-array consists of the key sequence 

divided into sub-arrays by the key expansion method 

[34]. The decryption will have the following processes 

in the reverse order and the plain text will be generated 
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back [35]. This technique has good chances of 

procuring a fine result as it will be the hybrid of other 

ciphers. 

7. CONCLUSION  

In the era of rising data breaches, distinct encryption 

algorithms have made it to the forefront, the most 

capable among them have been recorded in this paper 

which grants scope for the researchers to work on their 

advancement. Both stream and block cipher encryption 

techniques have been listed and elucidated in brief with 

different key sequences. Results of various parameters 

that comprise the Avalanche effect, Throughput 

analysis, and execution time have been considered as 

performance evaluation metrics. In the new proposed 

architecture, plan to build a strong model using the 

Blowfish as the base upon which minor modifications 

will be done with the help of the Playfair approach. And 

an efficient key is generated with the help of a BCD 

converter and an even parity checker which will 

provide better results. 
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