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ABSTRACT 
Hospitals around the world are facing overcrowding issue especially during the Covid-19 pandemic. IoT devices can be 

implemented to improve the efficiency at hospitals and reduce risks of doctors getting infected. By implementing IoT, 

health monitoring can be done remotely, and healthcare provided to patients will be better and timelier. The method 

used to get the sample for the research is the Stratified sampling method and survey questionnaires will be distributed 

to collect data from them. A proposed system will then be made to check the feasibility and effectiveness of the system. 

In the future, the system should improve along with advancements in IoT so everyone will have ease of mind using the 

system. The aim of this research and proposal is to implement a solution for hospitals to improve health monitoring and 

provide better and timelier healthcare for patients. 
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1.  INTRODUCTION 

As healthcare became more and more available for 

everyone, the problem of overcrowding in hospitals 

became more apparent [1] [32, 33]. Ever since the Covid-

19 pandemic started in 2020, hospitals are also swarmed 

by patients infected by the virus and caused hospitals to 

not be able to care for other patients as hospitals are at 

full capacity [2, 3] [30] [34]. Medical staff will also face 

an increased risk of getting infected by the Covid-19 

virus as they are in close contact with other infected 

patients [2] [23, 24, 25].  

Other than the pandemic, [4] claimed that nurses 

spent the most time on medication related tasks, such as 

documentation and preparations as well as indirect 

patient care. The current process is not efficient as nurses 

need to manually check on the patient’s status as well as 

administering medication for the patient when necessary 

[5]. That could waste the hospital’s resources such as 

money and time which could be used to improve the care 

provided to patients [4, 5].  

This research will propose an IoT based health 

monitoring and healthcare system using ZigBee, RFID 

and Wi-Fi to improve efficiency and reduce excess 

miscellaneous work done by the medical staff. This will 

allow hospitals to care for more patients as well as 

remotely monitor a patient’s condition even they are not 

present at the hospital which could reduce the risks of 

them getting infected by Covid-19. The medical staff can 

also access the history of the patient’s condition as the 

data will be stored in the cloud where anyone with proper 

authority can access the data through a web interface. 

With the patient’s history, the medical staff can also 

decide what will be the best treatment to be provided for 

the patient.  

2. RELATED WORK 

This section of the research will look at past research 

that are done which are related to the topic of this 

proposal. Studying past research will help identify flaws 

or drawbacks of current systems so improvements can be 

made in the new proposed system. Other than that, this 

section will compare several other similar existing 

systems. Some of the research domains that are reviewed 

for this research are:  

i. Internet of Things (IoT) 

ii. Types of Patients 

iii. Health monitoring 

iv. Healthcare 

v. IoT Health Monitoring 

2.1    Internet of Things (IoT) 

There have been four phases of industrial revolution 

since the early 18th century and the world is now in the 
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fourth phase, which is Industry Revolution 4.0, otherwise 

known as the Digital Revolution [6]. According to [6, 7], 

the Industry Revolution 4.0 means to integrate complex 

machinery and devices with sensors and software 

through networks to generate information to make more 

informed decisions. In other words, the Industry 

Revolution 4.0 is driven by the Internet of Things, which 

allow connected devices to communicate with each other 

to capture data and convert to useful information [8].  

To achieve that, IoT devices come equipped with 

sensors, actuators, and processors as well as transceivers 

for wireless communication [9] [27, 28]. Sensors and 

actuators are devices that interact with the physical 

environment to collect data, which are then processed to 

derive useful information [9] [29] [31]. For wireless 

communications, IoT can use different protocols to 

function which include Wi-Fi, Cellular, 6LoWPAN, 

ZigBee, RFID and NFC, where according to a system’s 

requirements and limitations, will be using different 

protocols [9, 10].  

2.2    Types of Patients 

Hospitals need to admit many patients within a day 

and according to [1], emergency departments often face 

issues of overcrowding. As a result, a triage system is 

implemented to prioritise patients based on their 

symptoms [11, 12]. This issue became more apparent 

since the start of the Covid-19 pandemic where hospitals 

are overwhelmed with patients, so screening patients 

accurately to their respective urgency is very important 

[11, 12]. Having said that, different patients would 

require different type of care provided by the hospital so 

they can be treated more effectively and efficiently [1].  

2.3    Health Monitoring  

Health monitoring means to monitor the health 

condition of an individual, which could measure various 

parameters such as heart rate, blood pressure, body 

temperature and respiration rate [13] [26]. Having the 

health of a patient constantly monitored means if the 

device detects any anomaly, it can instantly warn or 

notify a doctor for immediate treatment before the 

patient’s condition would worsen [14]. Having a health 

monitoring system in a hospital can be advantageous as 

it can help detect illnesses early, monitor patients 

continuously as well as preventing illnesses from getting 

worse and reducing unnecessary deaths [13].  

2.4    Healthcare  

Healthcare is the service provided by hospitals or 

other medical facilities for patients, which is why 

hospitals should attempt to deliver good quality 

healthcare services for their patients [15]. According to 

[15, 16], some of the factors that affect the quality of 

healthcare services and should be improved are 

reliability, hygiene, equipment, adequate facilities, desire 

to serve and so on. On the other hand, reference [16] 

stated that interactions between medical staff and patients 

will impact the patient’s satisfaction level on the 

healthcare provided. The healthcare provided to patients 

could also vary for different demographics, such as senior 

citizen needing more thorough care compared to other 

age groups [17].  

2.5    IoT Health Monitoring  

To implement IoT into health monitoring means to 

include the sensors that monitor vital signs into a network 

or the cloud so that health monitoring can be done 

anywhere and anytime [14]. Reference [18] stated that 

integrating health monitoring with IoT can improve 

efficiency of providing aid during an emergency while 

also improving the quality of life for patients. According 

to [19], using IoT also indicates that patient’s health 

condition can be monitored and stored in the cloud which 

allows doctors to make better decisions based on the 

patient’s specific situation.  

2.6    Similar Systems  

This section will discuss about other similar systems 

and these systems are focused on smart health monitoring 

and healthcare.  

2.6.1    System 1 

[14] proposed a framework for IoT health monitoring 

system that can detect a patient’s heart rate, blood 

pressure, temperature, respiration rate, and activity which 

has a transmitter and a receiver section as shown in 

Figure 1. The sensors used are then connected to an 

Arduino Uno microcontroller which is being powered by 

an external power supply. It will be handling the data 

received from the sensors before sending the processed 

data to a web server via GSM [14]. After that, the 

received information can be represented as a graph at the 

webpage to display a patient’s health condition [14]. 

With this proposed system, doctors, or other health 

workers can easily monitor their patients’ status from 

anywhere and anytime as long as they have access to the 

Internet [14]. If there are anomalies in detected in the 

graphs, then immediately action can be taken to provide 

aid to the patient, so no precious time will be wasted 

before getting treatment for the patient while also 

avoiding the patient’s condition from getting worse [14].  
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Figure 1 Block Diagram of Health Monitoring System 

[14] 

2.6.2    System 2 

Figure 2 below shows a health monitoring system 

proposed by [18] which can monitor a patient’s blood 

pressure, heart rate and body temperature. The sensors 

are connected to a Raspberry Pi 3 microcomputer which 

is powered by a 5V USB-B cable [18]. The data collected 

from the sensors are processed and can be sent to a 

mobile application or a web server using Bluetooth, Wi-

Fi, or GSM. GSM is used to send the patient’s vital signs 

to a phone via SMS while the Wi-Fi module is used to 

connect the system to a web application through the 

MQTT protocol. Other than that, the system uses 

Bluetooth for short range transmission so that patients 

can check their health on their phone through a mobile 

application.  

 
Figure 2 Functional Architecture of Health Monitoring 

System [18] 

2.6.3    System 3  

System 3 is a Healthcare Monitoring System proposed by 

[19] which has three fundamental stages, sensors, data 

processing and web interface. This proposed system can 

detect a patient’s body temperature, heart rate as well as 

the environment of the hospital such as temperature, 

humidity, and gas [19]. As shown in Figure 3, the sensors 

are connected to a ESP32 microcontroller that is 

connected to a battery power supply, which will be the 

centre of the system and collect data from the sensors 

before transferring them to a web server via its built-in 

Wi-Fi module [19]. If a medical staff wants to access the 

data on the web server, they can access it though a web 

interface on any device that can browse the Internet [19]. 

The web server will also be password protected to 

increase security, so the medical staff must enter the 

correct password. On the web interface, the data will be 

presented graphically so the medical staff can quickly 

and easily understand the patient’s condition or 

diagnosing the patient [19].  

 

 
Figure 3 Overall System Architecture of Healthcare 

Monitoring System [19] 

2.6.4    Comparison of Similar Systems  

Table 1. Comparison Between Similar Systems 

 System 1 System 2 System 3 

Monitoring Sensors Heartbeat, accelerometer 

sensor, blood pressure, body 

temperature, infrared, 

respiration 

Blood pressure, heart rate, body 

temperature 

Body temperature, heart rate, 

room temperature, humidity, 

gas 

Communication Protocols GSM GSM, BLE, Wi-Fi Wi-Fi 

Processing Device Arduino Uno Raspberry Pi 3 ESP32 

Server/Database Yes  Yes Yes 

Alert No No  No 

Patient Tracking Yes No No 

Remote Monitoring Yes Yes No 
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Table 1 below shows the comparison of features and 

components of three similar systems. For monitoring 

sensors, system 1 has the most sensors so it could monitor 

more vital signs to detect any changes on a patient’s 

health condition, while system 3 also offers monitoring 

for the hospital environment so it gives more context to 

the data received about the patient. System 2 uses 

multiple communication protocols for different situations 

while the other two only uses one, which is sufficient for 

their use cases. All three systems use a different 

processing device, but if the system is very demanding 

then the Raspberry Pi 3 in system 2 will be better suited. 

These 3 systems also include a server or database to store 

data collected from the sensors, so that medical staff can 

check on the patient’s history files to gain more context 

into the patient’s health condition [20]. Other than that, 

system 1 meets most of the criteria, a server/database, an 

alerting feature, patient tracking function as well as 

remote monitoring function. The proposed system will 

include multiple monitoring sensors, uses multiple 

communication protocols, has a server, alert, patient 

tracking, remote monitoring with additional features like 

automated drug dispenser and equipment tracking [5].  

2.7    Overview of Proposed System 

The proposed system can monitor remote patients as 

well as normal patients. For remote patients, they will 

wear a health monitor and an activity monitor to monitor 

their health condition and activity which will send the 

data to the hospital’s cloud server through Wi-Fi or 

cellular signal. For normal patients, they will have 

sensors attached to them for monitoring heart rate, blood 

pressure, respiration rate, oxygen level and body 

temperature. The data will be transmitted to the local 

database that is connected to the cloud through Wi-Fi and 

ZigBee which allows for real-time monitoring by the 

medical staff from anywhere with Internet access. The 

database will also allow for checking a patient’s medical 

history. If there any anomalies in a patient’s condition, 

the system would detect it and immediately notify and 

alert the medical staff, so immediate treatment can be 

given or having an ambulance sent for the remote patient. 

The medical staff can also schedule a time for medicine 

to be automatically dispensed to a patient via IV drops. 

Other than that, medical equipment will have an RFID 

tag for location tracking by RFID readers all over the 

hospital, so no time will be wasted looking for equipment 

that is misplaced. The process of the system is shown in 

Figure 4 below. 

 

 
Figure 4 Overview of the Proposed System 

 

3.    RESEARCH METHODOLOGY  

This research will be using the quantitative research 

approach to study the factors that cause inefficiencies in 

current systems. The sample size of respondents is 25 

which are 15 from hospital patients and 10 from medical 

staff. The sampling method used to identify the sample is 

stratified sampling which is a probability sampling 

method. This method is used because the sample is 

divided into two subgroups which are the patients and 

medical staff, this way the data collected will be more 

precise. The respondents are the patients and medical 

staff because they are the most involved with the health 

monitoring and healthcare systems.  

A survey questionnaire will be distributed to the 

respondents to collect data for the research which 

includes some multiple-choice questions and questions 

with 7-point Likert scale about the current systems. A 

mix of open and closed questions will be used for the 

questionnaire which are objective and Likert style 

questions. After collecting the data, it will be analysed to 

summarise what the respondents think of the current 

systems.  

4.    DISCUSSION  

This section of the article will discuss about the 

significance of this research. This research is important 

especially during the Covid-19 pandemic where hospitals 

are flooded with patients infected by Covid-19. This 

situation only worsens the issue of hospital overcrowding 

as other patients will not receive any medical care as the 

hospital cannot spare more resources for them. If the 

proposed system is implemented, it could reduce the 

workload of medical staff and make more efficient use 

hospital resources which allows hospitals to aid more 

patients. It could also provide automated basic medicine 

administering so that patients with lower urgency will 

still get treated even while staff are busy. This research 

will help discover how IoT can help in innovating and 

changing the medical sector in the future. 
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5.    CONCLUSION  

This research proposed an IoT based health 

monitoring and healthcare system for hospitals using 

RFID, ZigBee, and Wi-Fi to make processes in the 

hospital more efficient and reduce workload of medical 

staff. It can reduce the time for physical contacts between 

medical staff and patients as monitoring can be done from 

anywhere. Time wasted locating medical equipment will 

also be reduced as their location will be tracked by RFID. 

As IoT improves in the future, data transmission will be 

faster, more reliable, and robust while security also 

improves on every device on the IoT network so that 

everyone can feel more reassured about their privacy.  

While IoT is still a relatively new technology that is 

still developing, it has a few limitations, namely security. 

With more IoT devices on the network, it also means that 

there are more nodes that a hacker or any person with an 

ill intent can get access to [21]. Since every device on the 

network could be made by different vendors, the security 

protocol implemented in each of them could be different 

while the hacker can easily find and exploit the device 

with the weakest security [21]. In addition to security, the 

privacy of the patients is also a notable concern, as the 

system will store a big amount data about them [21, 22]. 

Some patients might value their privacy and disagree 

getting a better treatment from the hospital. Other than 

that, if the data stored on the web server is stolen by a 

hacker, someone will be held accountable for the 

incident, whether it be the IT security, hospital 

management or even the device vendors. Future works 

should improve on the two points mentioned above, 

security and privacy, which go hand-in-hand. If security 

gets better, the privacy of patients will be better, and 

more people will start trusting in the system as well.  
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