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ABSTRACT

‘Aviation’ is referring to transportation of goods via air. The global community is increasing, and people are moving
from one place to another in a faster way due to the presence of aviation. As the technology is growing there have been
an increase in the cybercrimes as well. The most famous case in the aviation industry is the flight MH370, which was a
Malaysian airline travelling normally without any turbulence, disappeared without a trace. The aircraft had 227
passengers boarded including the crew, it is still a mystery which no one could solve. There have been conspiracies that
stated that the plane’s auto pilot was hacked. Considering the importance of this case, this research will be focusing on
the cybersecurity threats which exists in the aviation industry, it will also present threats which may have caused the
disappearance and highlight a plan to overcome vulnerabilities in the critical infrastructure of aviation industry.
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1. INTRODUCTION

Awviation is one of the most important phenomena for
global industries, it helps connecting different people,
businesses, and cultures across the globe. In this industry,
the stakeholders, and the partners play an important role,
their role is to work together and increase the benefits of
air transport to the fullest. They should support growth of
aviation by uniting people and places more. The growth
in the aviation has been seen throughout the years, it has
also shown a long-term resilience and became the
essential means of transport. Historically speaking, the
air transport has doubled every fifteen (15) year and it is
one of the fastest growing industries as compared to
others [1]. In 2016, the weight which was carried
worldwide was estimated around 3.8 billion passengers
and the revenue passenger kilometres (RPKSs) was
calculated at 7.1 trillion. Due to the pandemic, all airlines
carry carried 1.8 billion passengers which generated the
global revenue of 328 billion dollars in 2020 [2]. There
has been new development of technologies for more safe
services, internet is also amongst these technologies.
Nowadays everything is working on the internet, whether
it is the infrastructure, or any other service [29-34].
Internet is not a safe place, as it is the easiest path for
hackers to breach into companies and steal personal
information of the target or try to disrupt the business

[35-38]. Further classification of aviation industry is in
four categories which are as follows:

e One organization: The International Civil Aviation
Organization (ICAO) is a part which the United
Nations handles. This organization helps designing
the rules which are standards that needs to be
followed.

e  Governments: There are services like BEA (Bureau
d’Enquetes et analyses) and the NTSB (National
Transportation Safety Board) which provides
security and safety standards within the aviation
industry.

e Trading: The trade system in this industry follows
the guidelines of International Air Transport
Association (IATA) mostly all of the airlines
practice its guideline.

e  Aircraft’s manufacturers: Large companies such as
Dassault, Honeywell, Boeing etc., keeps their
systems updated from any new emerging threats.

Due to the use of technology in the aviation industry
there have been bigger challenges, such as dealing with
hackers mainly the cyber-terrorists, this is due to the
weight of economy which is more as compared to other
industries. This industry is popular for having the safest
type of transportation, many threat actors aim more to
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exploit its vulnerabilities because it is prone to attacks,
the reason is because there is less security in this industry.

1.1 Cyber Risks in aviation

Due to its complexity and high weightage in the
economy, there have been several attacks which have
occurred, the first attack which was experienced was
back in 1997, in which a teenager exploited a
vulnerability in the telecommunication service of the
airport, and he managed to attack it with denial-of-service
attack, which concluded that the infrastructure of the
telecommunication is weak. There have been remote
hacking attacks as well, these attacks mostly target the air
traffic control system, the aeroplane, and the airports.
Due to these attacks the risks increase in the passport
control, the passengers, and the systems that controls the
baggage [3]. A consultant called Phil Kernick from CQR
consulting stated that there have been attacks occurring
on Australian airports on the daily basis. It was reported
by the European Aviation agency that the average cyber-
attacks that occur monthly in airports are around 1,000
[4]. In 2014, a Tunisian hacker was abler to hack into the
computer and communication systems of the US airport.
Back in 2015, there was a DDoS attack on Poland’s LOT
carrier in their flight operation system in its airport.
Because of this attack there were about 22 cancellation of
flights and it also resulted in leaving around 1,400
passengers deserted [5]. According to Avlaw Aviation,
one of the most common attack that occur in the aviation
industry are the distributed denial of service (DDOS)
attack, this attack helps the threat actor to disable the
system and gain access of it. The infrastructure of
aviation industry includes airports, air bus, and air
transportation etc. According to the research above, it can
be presumed that the critical infrastructure of aviation
industry is the air transportation.

2. AIR TRANSPORTATION
TECHNOLOGY

The growth of the technology has been rapid
throughout the years, there have been different systems
which are involved for the transportation to work
properly and accurately. the Hackers are people who find
new ways to try to exploit a system’s vulnerability.
Following are some of the systems which are used in the
air transportation:

2.1 Data Communication

The Federal Aviation Administration (FAA) created
a system in which the pilots and air traffic controllers can
communicate easily, it is a system with digital text-based
communication it is called Data Communication. This
system is embedded with pre-written messages which
replaces the verbal communication of the pilot. This is
better than the verbal communication because it lessens
the overcrowding of the frequency and gives a written
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document of the communications between the controller
and the pilot [6]. According to a report by Alan
Pellegrini, who is the CEO of the Thales USA stated that
there have been numerous hacks in the systems, and data
communication was amongst them [7]. As far the
information goes there have been no serious records of
hacks in this system.

2.2 Wi-Fi

Wi-Fi is a wireless network protocol which is used to
connect local devices in a network and also access the
internet. But in airplanes, the Wi-Fi is a connection to an
access point which has the ability to connect to a network
[8]. There are two different types of connectivity which
are used in aviation nowadays,

i Air-to-ground (ATG)
ii. Satellite

There have been no major attacks that have occurred
through the Wi-Fi system, but back in 2013, a security
officer was able to gain access of the navigation system,
and he was able to get into the air traffic control with just
the use of his smartphone [9].

2.3 Entertainment

It is widely known as In-flight entertainment, almost
all the airlines have this system installed for making a
flight more exciting. These systems are connected with a
wiring which is inserted in the aircraft walls, this is
placed just next to the AC’s and the oxygen masks, but a
new IFE does not require wirings [10]. The fibre optic is
carrying all the data and power. The listening of the
music was achieved by a frequency which is called the
Automatic Direction Finder (ADF) and then it broadcasts
it to the aircraft Public Address (PA) [11]. In 2015, a
security expert hacked into the aircraft’s in-flight
entertainment system and using its vulnerability he
slightly made the aircraft fly sideways by changing the
commands into the climb mode. According to him he had
hacked couple of planes 15 to 20 times. He could achieve
this attack by connecting his laptop directly to the IFE
and then he was able to hack into the Thrust Management
Computer, which had default passwords and ID’s [12].

2.4 Air Traffic Control

Air Traffic Control is a very important system which
is required in recent aircraft travel. It helps in monitoring
the air traffic in a specific area, it uses it skills and
intelligence to direct all the flights safely to their
destinations. The following area comes under this system
such as the tower control, departure and arrival control,
and the control of the route [13]. These activities are
conducted by the people who are working on the ground.
This system has been most vulnerable as compared to
other systems, due to which many hackers were able to
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access various systems in the civil aviation. Back in 2011,
hackers gained access to the radio frequencies which was
used by the British air traffic controller and gave false
information to the pilot [14]. These kinds of attacks can
cause serious damages such as the crashing of the plane.

2.5 Satellite Navigation (GPS)

Itis a fastest growing type of navigation system in the
aviation industry it is called the Global positioning
system navigation (GPS). This navigation uses a
NAVSTAR satellites which orbits the earth [15]. There
are three parts of GPS:

I.  One segment is the space.
Il.  Another one is the control.
Il. Lastly, the user

Some hackers also exploit its vulnerabilities as well.
A black hat hacker known as Santa Marta, demonstrated
an attack on the SATCOM (satellite communications). In
this attack he was on the ground and was able to interrupt
a non-safety communication which was the Wi-Fi [16].
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Figure 1 Virtualization of Interlinked systems in civil
aviation

3. VULNERABILITIES

To attack the systems of the civil aviation is not that
hard, because many attackers have managed to get into
the system quiet easily, following are the prominent
vulnerabilities which are present in the air transportation
systems:

3.1. Voice (Very High Frequency — VHF)

It is called a voice communication which is a main
way of the communication between the Air Traffic
Control and the airplane. It is used to broadcast all the Air
Traffic Control instructions to the airplane, which is then
known by the pilots, these reports and requests are also
reported to Air Traffic Control by the pilots. The
information which gets broadcasted includes, the
weather, information about the flight, broadcasts of
information related to the airport. This communication is
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occurring due to the analogue radio, this radio is called
VHF (Very High Frequency) and HF (High Frequency).
As this service uses a frequency for the communication
to work between the aircraft and the ATC, there are high
chances of denial-of-service attacks. Many experts stated
that the attackers are either using pirate radio stations or
buying an aviation transceiver without the license to
attack the aircrafts. There have been recorded incidents
of spoofing in the voice communication, which is why
the need to secure these systems is highly recommended
[17]. The intruders who are detected in the VHF are
between 30% and 40%, which is why attacks such as
jamming can also occur which can effectively disable a
VHF this can result in the airplane making use of an
unauthenticated data link, which is easier to hack into.

3.2. Automatic Dependent Surveillance-
Broadcast (ADS-B)

Itis a system in which the airplane broadcasts its own
ID, velocity, and position or any other related
information such as any urgent codes. These broadcasts
occur twice in a second for both the information about the
velocity and the position, but the identification of the
aircraft occurs on every five seconds. This is an important
use in both the European and US airspaces, because this
helps in the accuracy of the location [18]. This system is
easily exploitable because the messages which are sent
are neither using encryption nor it is authenticating it. In
a Black Hat USA conference, a researcher named Andrei
Costin demonstrated an attack on ADS-B. This attack
consisted of a software-defined radio which was bought
at a price of $ 1,000, he used an ADS-B receiver so he
can spoof the messages that were being accepted by the
other receiver. This demonstration showed that attackers
can easily intercept these messages and also spoof it [19].
For example, the attackers can install a replay attack in
which they can seize the packets of the flight information
and can replay them to the system they are targeting.

3.3. Satellite Navigation (GPS)

There has been the recent introduction of NextGen
system, in which the heavily use of GPS system will be
embedded. There have been many vulnerabilities that can
be exploited in the GPS system. A study conducted on
the GPS vulnerability stated that, the GPS is vulnerable
because of the weak signals which are on the single
civilian frequency. Plus, it is very easy to buy a GPS or
build one device which can disrupt any other GPS.
Attacks such as jamming, could lead to GPS not
receiving any signal which can result in an undesirable
performance. Spoofing can also deceive pilots and the
control systems which can lead to disastrous situations
[20]. There are severe attacks such as radio frequency
attacks which can cause damage to the electronics and the
individuals.  Satellite communication uses radio
frequency to transfer energy which is why it is prone to
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all kinds of attacks. According to Santa Marta a
cybersecurity researcher, theorized that physical
damages can be caused to this system if the attacker
applies energy to any part of the aircraft [21].

4. IMPACT OF DDOS ON AIR
TRANSPORTATION

There have been a lot of attacks which were
mentioned above, it was also discovered that the
vulnerabilities in aviation industry are a lot, which gives
the attackers privilege to attack on the biggest growing
industry easily. It was uncovered earlier in the research
that the most attacks that occur in the aircrafts or systems
surrounding it are the Distributed denial of Service attack
(DDOS). This attack mainly attacks services such as
websites or anything which is available online. The main
purpose of this attack is to overwhelm the target with so
much traffic that is disrupts or slows down [22]. In some
severe cases it can destroy the hardware completely or
they can encrypt the data and ask for ransom, there are
many ways to wrongfully use an information. Table 1
shows the impacts that can occur if there is a possible
DDOS attack.

Table 1. Threats and its impact on air transportation

Thread ID | Threats Description Threat target Impact
Artacking of critical | 1. Gain control of the
systems via IFE (In- | system Severe
1 Flight Entertainment | 2. lead to the crash of the
Systems) airplane
Malware Infection on | It can lead to damage but
2 Wireless Interfaces not that much effort. Major
VHS (Very High 1. Can gain control of the
Frequency) information about the
airplane. Severe
2. Can broadcast fake
3 information to the pilot or
the system.
3. Canresult in
musdirection of the
destination.
Attack on the airplane | It can damage the network Major
4 via Compromised IT | of the airplane.

5. DEFENCE TECHNIQUES

According to the threats and it is impacting the need
of defence techniques is very much required in the
aviation industry. The impact of an attack causes severe
damages to the system and to the infrastructure as well.

5.1. General Security

This paper will focus on evaluating and identifying
the information security risks which can be caused by
humans, this will be centred on 1SO27001. 1SO27001
covers all the aspects of management security risk and
helps in maintaining the CIA (confidentiality, integrity,
and availability) of all the information systems. The
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minimum standard of security risk is to have a consistent,
cohesive, analysable, functional, and cost-effective
sensible approach. The security risk management should
have the following functions:

i Security policies

ii. Standard and mindfulness strategies
iii. Security risks
iv. Technical risks

“In the light of information security, this paper will
classify the risks of civil aviation as subject threat,
management threat, technical threat and legal threat
which will be based on the 1SO27001 standards. The
Figure 2 will show the systematic risk classification.

Figure 2 Information Security sources of risks in civil
aviation.

5.1.1 Subject Security

The agencies which manage the organization are very
important, there should be a creation of information
security system in the civil aviation network. If the
management is not perfect it can result in the restriction
of proper regulations and it can also cause major security
disasters. To lessen the damage, the first action is to have
an effective supervision organization. The second
problem which occurs is the coordination between
different managements within the organizations which
includes the airlines, the technology, and the government
companies. Which can be the reasons why their
administration is weak and can be prone to attacks easily.

The most common weaknesses which is found in
almost all the industries is the security awareness. The
technology is increasing rapidly, and there are attacks
such as phishing which targets employees, if employees
of the companies are not aware of the dangers of such
attacks, there will be major data breaches [23]. The
employees should be fully aware of the smart airports and
should be more aware on the technologies which are
being used in the airports. It is the duty of the technical
maintenance and the management to educate the
employees as there are rapid increase of cases in the
aviation industry.

5.1.2 Management Security

There should be a construction of a prevention and
control system against any security risks, there can be
seen many attacks in this industry which means that there
is a need of this system. There are airplanes that follow
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both 1ISO27001 and NIST standards in their management.
These both standards are excellent in their own ways,
they provide good pointers when discussing the
prevention system [23]. The risk analysis of the security
has mostly been done by the aircrafts themselves, the
only weakness that can be seen is the management of the
third-party companies. As mentioned above there can be
a high chance that the management is not coordinated.
All the networks are interconnected with each other, for
example if the IT department is attacked with DDOS, it
will 100 percent effect all the departments which relate
to it, as IT plays a large role in the companies. The best
prevention control system that fits the aviation industry
is the Incident response plan. This procedure is important
because when it comes to air transportation many things
are at stake, the biggest worry is the human life. So how
an incident is responded successfully is very important
when it comes to aviation.

5.1.2.1 Incident Response Plan (IR)

It is a very thorough approach which should be taken
by the organization to prepare for any kind of cyber-
attack, this planning includes the detection, containment
and recover from an attack. This planning will be
effective on any cyber-attacks that can occur in the
organization and can help in protecting the assets as well.
The goal of this planning is to make sure the business is
running after an attack. There are two famous
frameworks which are being practiced by mostly all the
organizations: SANS (System Admin, Audit, Network,
and Security) and NIST (National Institute of Standards
and Technology). Following are the steps which can help
in responding to a cyber-attack:

NIST

CONTAINMENT,

‘ DETECTION AND » ERADICATION,
ANALYSIS AND RECOVERY

PREPARATION

=

POST-INDICENT
ACTIVITY

Figure 3 NIST framework

1. Preparation

As this framework will be for the critical
infrastructure, which is the air transportation, the first
phase should be to develop a set of policies and protocols
which needs to be followed. The cybersecurity policy
means the security and responsibility of an organization.
The policies include, password policies, wireless
communication policy, remote access policies etc. This
can help in being prepared for any time of attacks and
help in defending against it. The protocols which should
be followed can include, password management, raising
awareness, building strong firewalls, and informing
people of an attack etc [24].

The second step in this phase, which is very important
is to create a response team, this team can help in
mitigating attacks when there is an attack. They can help
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in training and allocating responsibilities to people who
can solve cases. The people who were affecting in this
attack should also be involved.

2. Detection, Analysis, and Identification

As previously mentioned, that the people should
know about the incident for example, the response team,
government, or officials. If the breach is high for
example, the customer’s personal data is lost due to the
DDOS attack, they should also have knowledge of such
attack as per guidelines for protection of data. There
should be a follow-up report on each step that was taken
during the mitigation, and if the situation is dire use the
data protection laws for safety.

The next step that follows, is to detect the attack. In
this case is to detect the Distributed Denial of Service
Attacks (DDOS). There are many types of DDOS attacks
as well, but mostly all attacks are flooding the service
with packets and overwhelming it to exhaustion.
Following are the ways to detect such kind of attacks:

e The use of detection systems in the Firewall.

e Using anti-virus and anti-spywares.

e Using Intrusion Prevention System and Intrusion
Detection Systems

e Hashing the confidential files, so even if there is an
attack, it is impact can be minimal.

e Thereisapopular DDOS detection tool called LOIC
(Low Orbit lon Cannon)

The next part is assessing the impact of the attack, the
company need to make sure how many systems were
impacted. This can be achieved by

e Using tools to identify any systems that may or may
not be affected.

e Get logs from all the systems such as breach
detection systems, security events, domain name
system (DNS) etc.

3. Containment, Eradication and Recovery

The first step in this phase is to isolate the systems
which were affected from the network. Isolation of the
systems will be done to further investigate them and
extract any information which can be found in its volatile
memory.

The next step is to eradicate the threat completely from
the system and give it for further analysis to security
personnel.

e  Firstly, remove the risk in the system completely.

e Forward the system to a security vendor to fix and
update it.

e  This vendor will help in completely cleaning of the
system and will scan it by using end point detection.

The last step of this phase will be do start fixing the

problems which the attack had done.
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e  Use tools to analyses the services that were involved
in the attack and check for any vulnerabilities.

e  Pentest should be done regularly.

e  Applying of patches on the systems, also hardening
it and cleaning it up completely [25].
4. Post incident

After the incident following steps should be taken:

e Recommendations which are provided by the
security professionals should be followed.
Configure any tools which they recommended.

e Have a depth review in all the layers, so that
they are secure.

e All the security policies should be reviewed
[25].

e The risk management processes should be
reviewed for mitigation of any risks.

e The final report should be shared to the
stakeholders.

5.1.3 Technical Security

The most technical risk that can be in the avionics will
be technical errors. To fix this problem, the first step
should be to mend all the software and hardware
technologies in the organization. In the case of DDOS
attack, chances are that the hardware might be damaged,
to replace it completely is the best way. This change of
hardware should do in a well-timed manner to avoid any
disruptions in the operating environment. Next, all the
technicians who are available should check the operating
platforms to detect any vulnerabilities which are present
in the system. They should scan the core of the operating
systems, database and general softwares [17]. There
should monitoring done on these systems 24/7, to avoid
any cyber-attacks. Following IT securities will help in
defence against DDOS attacks:

e Application Security
This security protects from application-level attacks.
Best technique is encryption and best tool is web
filtering firewall.

e Information Security
To ensure Confidentiality, Integrity and Availability
of data.

e Endpoint Security
Best practice is to raise awareness.

e Network Security
To improve the network security include, DLP,
Email security, Wireless security, etc. [26]

6. STRIDE MODEL FOR THREAT
CLASSIFICATION

STRIDE is a model which was introduced by
Microsoft on classifying the types of vulnerabilities that
are present in the cybersecurity. This methodology aims
to safeguard an application that should meet the demands
of Confidentiality, integrity, availability, non-
repudiation, authorization, and authentication of the
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security [27]. The vulnerabilities and can be classified
and according to that countermeasures can be produced
which can lessen the risk of the attack. STRIDE realizes
all the qualities of the vulnerabilities which the attacker
uses to exploit. The threat modelling will be concluded
on the threats which are mentioned in the Table 2.

Spoofing: Effect in Authentication
Tampering: Effect in Integrity

Repudiation: Effect in Non-Repudiation
Information disclosure: Effect in
Confidentiality

Denial of Service: Effect in Availability

o Escalation privilege: Effect in Authorization

Table 2. STRIDE threat classification analysis

Threat ID | Spoofing | Tampering | Repudiation | Information | Denial of | Escalation
with data disclosure Service privilege
1
v v
2
v v
3
v v v v v
3
v v v v v

This analysis can help in characterization of a threat
in various situations. This method can show us what the
attacker is trying to achieve. According to the case denial
of service attack has been marked in mostly all of the
threats, this shows us that in aviation the most attack
which occurs in the avionics is the Distributed denial of
Service Attack [28].

7. CONCLUSION

Awviation is expanding its new technologies daily, the
reason for this is because there is a rapid increase in the
number of passengers every year. Therefore, every airline
tries their best to put new technologies in their companies
in order to grow in this industry by giving an enjoyable
trip to their customers. Due to the new technologies, there
have been risks and threats which are growing with them,
this is due to the smart devices which have been used in
this industry a lot.

In this paper, proper systems were elaborated which
are being used nowadays in the civil aviation. The
vulnerabilities which were commonly found in these
systems were also mentioned in this work. The critical
infrastructure plays a very important role in the industry,
if it is somehow affected it can destroy it completely. The
critical infrastructure which was highlighted was the air
transportation because this main purpose of this industry
is to transport people or cargoes etc. By seeing the impact
of the most common attack, which was DDOS, it was
discovered that severe consequences can be seen. Proper
defence techniques were also given for threats and
STRIDE which is a threat modelling was applied which
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showed that the mitigation of risks can happen in cyber
security. According to the study, it can be assumed that
this industry is attacked very easily and the mystery of
the Flight MH370, cannot be a mystery anymore.
Because the technology which is used in the industry is
high tech, therefore there are high chances that this flight
was hacked and made to disappear.
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