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ABSTRACT

COVID-19's New Normal situation has been leading to a huge increase in the collection of personal data. Widely
and intensively used digital technologies have been an important feature of international responses to the COVID-
19 pandemic. One interesting class of such technologies is the COVID-19 Contact Tracing App (CCTA). CCTA
has been used to augment traditional public health interventions, including mapping population movement, tracing
contacts of infected persons, and authorizing movement. Although this surveillance program enables public health
interventions to mitigate the pandemic, it also raises concerns regarding users' privacy violations. The purpose of
this research is to analyze existing laws in personal data protection, especially related to CCTA in Indonesia. This
research also examines both national as well as international legal frameworks about personal data protection. The
type of this research is legal-normative research which has a descriptive-comparative nature. The result highlights
two main points: (1) There is no legal umbrella regarding personal data protection in Indonesia; (2) The use of
CCTA in Indonesia is still not effective. In a New Normal situation, cooperation between the government and the
public is crucial. Thus, we conclude that revising the existing legal framework in this kind of situation is urgent in
order to provide assurance and legal certainty and to earn public trust.
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1. INTRODUCTION lead to ineffective and unoptimized contact tracing

monitoring.

COVID-19 in Indonesia gets worse over time.
From January until March 2021 alone, there is an
addition of more than 765.000 new infection cases [1].
The increasing number of COVID-19 cases that are
getting worse every day can be caused by various
factors. According to Dr. Masdalina Pane as the Head
of the Professional Development Division of the
Indonesian Epidemiology Expert Association, one of
the underlying reasons behind this phenomenon is
ineffective monitoring of contact tracing [2]. Contact

If we look at the other countries that have
succeeded in reducing cases of the spread of COVID-
19, such as Singapore, China, and South Korea, all of
them have one thing in common. They rely on the
effectiveness of contact tracing by replacing the
traditional and conventional contact tracing
mechanism with the modern concept of contact tracing
through the COVID-19 Contact Tracing Application
(CCTA).

tracing is a process of identifying, assessing, and
managing people who have been exposed to a disease
to prevent onward transmission [3]. Meanwhile, in a
modern context, what is meant by ineffective
monitoring of contact tracing is manual contact
tracing. Manual contact tracing involves identifying
and interviewing a person who is carrying a virus to
identify those with whom that person had recently
been in contact, informing those contacts, and
repeating the process [4]. To put it another way, the
locating & monitoring functions were performed in
person traditionally. These conventional procedures

At the moment, Indonesia has the PeduliLindungi
app as an official CCTA. However, one thing to note
is that although CCTA enables public health
interventions to mitigate the pandemic faster, it also
raises concerns regarding users' privacy violations. In
order to anticipate this issue, there are several laws and
regulations in place which contain provisions
regarding personal data protection. For example, in
Law No. 19 of 2016, jo. Law No. 11 of 2008 on
Electronic Information and Transactions in statutory
level, Government Regulation No. 71 of 2019 on
Electronic System and Transaction Operation in

Copyright © 2021 The Authors. Published by Atlantis Press SARL.
Thisis an open access article distributed under the CC BY-NC 4.0 license -http://creativecommons.org/licenses/by-nc/4.0/.

568


mailto:reggy.dio.geo.fanny@mail.ugm.ac.id

ATLANTIS
PRESS

implementing regulation level, etc. Unfortunately,
there is an absence of a comprehensive and integrated
legal framework that addresses privacy on personal
data protection issues adequately. Thus, the purpose of
this paper is to analyze how the government of
Indonesia provides personal data protection to its
citizens, particularly in the implementation of CCTA,
and its relation with the CCTA's usage effectiveness
as well.

2. RESEARCH METHOD

This research is normative legal research that uses
secondary data related to personal data protection. The
secondary data were collected through literature
review and were divided into (a) primary legal
materials, that consist of any laws and regulations on
a national and international scale; (b) secondary legal
materials, that consist of literature, articles, journals,
seminars, research findings, and other related
scientific sources that provide answers to the problems
discussed in this research.

All of the collected data will be analyzed
qualitatively. Moreover, in conducting the analysis,
three research approaches were used, namely: (1)
statutory approach, where the authors examined the
compatibility between laws and regulations related to
personal data protection; (2) conceptual approach,
where the authors obtained scientific justification
concerning personal data protection according to the
developing concepts, and; (3) comparative approach,
where the authors compared the existing regulations of
personal data protection and the implementation of
CCTA between Indonesia and other countries.

3. FINDINGS AND DISCUSSION

During COVID-19’s New Normal situation,
digital technologies are being used as a part of
surveillance instruments. Moreover, privacy on
personal data collection has become a concern of
many. Privacy in the context of personal data involves
regulating and managing the processes of personal
data that enable the collecting, storing, sharing, and
analyzing personal data as one form of privacy on
personal data protection [5].

This research will highlight two problems that
arise in the current situation. The first problem faced
by people whose personal data are being collected is
regarding the legal framework related to user privacy
on personal data collection. The second problem is
related to user privacy on personal data collected in the
implementation of digital technology, in particular,
CCTA. Therefore, the discussion will be grouped into
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two parts that cover the legal aspect of personal data
protection and the implementation aspect of CCTA's
impact on users' privacy on personal data collection in
Indonesia.

3.1. The Legal Framework of Personal Data
Protection in Indonesia

3.1.1. The Absence of Specific Law
Regulating Privacy on Personal Data
Protection in Indonesia

As a result of cross-border information transfers,
privacy has become an important concern throughout
the world. The implementation of privacy rights
requires the involved parties to comply with varying
international standards [6]. Although there is no
definitive explanation of privacy, Solove has proposed
at least 6 (six) approaches in conceptualizing privacy,
namely: (1) The right to be alone; (2) Limited access
to the self; (3) Secrecy; (4) Control over the personal
information; (5) Personhood; and (6) Intimacy [7].

In Indonesia, the Constitution does not mention
privacy rights explicitly. Even so, it is widely accepted
that the foundation of rights to privacy is derived from
and implied by the "right to protection of self" and the
"right to security and protection from threats of fear to
exercise or not to exercise his human rights" in Article
28G (1) [8]. The concept of privacy rights can be seen
in the phrase "self," which is further elaborated as all
personal matters, including the options of the
individual to do or not to do something as well as the
right to be protected while exercising those rights [8].
Furthermore, the provisions regarding privacy in the
context of personal data protection are varied and
spread within several laws and regulations, as follows:

1. The Law of Republic Indonesia No. 36 of 1999 on
Telecommunication

The law does not recognize privacy on personal
data, although it already contains a prohibition of
information tapping that is transmitted through
telecommunication networks in any form (Article 40)
and the obligation of information secrecy for the
telecommunication service providers (Article 42)

2. The Law of Republic Indonesia No. 36 of 2009 on
Health

The law does not recognize personal data
explicitly, but it constitutes the right for every person
to the secrecy of their personal health conditions that
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have been disclosed to health service providers
(Article 57 paragraph 1), the concept of consent from
the person concerned in researches that use humans as
an object (Article 44 paragraph 3), and the obligation
of the researcher to guarantee the secrecy of the
objects' identity and personal data (Explanation of
Article 44 paragraph 3).

3. The Law of Republic Indonesia No. 24 of 2013 on
Residential Administration

The law recognizes the concept of personal data
(Article 1), the protection of residents’ personal data
(Article 84), and administrative and criminal sanctions
for the violators (Article 95A).

4. The Law of Republic Indonesia No. 19 of 2016 jo.
Law No. 11 of 2008 on Electronic Information and
Transactions

The law recognizes the concept of privacy rights
on personal data that covers: the right to enjoy private
life and freedom from all kinds of disturbances; the
right to be able to communicate with others without
prying eyes; and the right to supervise access to
information about a person’s personal life and data
(Explanation of Article 26 paragraph 1). Moreover, it
also contains the concept of consent from data owners
for data processing in electronic media (Article 26), as
well as the administrative and criminal sanctions for
the violators (Article 45 until 51).

5. The Government Regulation No. 71 of 2019 on
Electronic System and Transaction Operation

As the implementing regulation of Law No. 19 of
2016, it contains more specific provisions, for
example, the obligation of electronic system providers
to delete irrelevant data (Article 15), to guarantee
users’ personal data protection (Article 29), as well as
personal data protection principles in personal data
processing starting from data acquisition and
collection; processing and analyzing; storage; fixation
and updates; display, announcement, transfer,
dissemination, or disclosure; and/or deletion or
destruction (Article 14).

6. The Ministry of Health Regulation No. 269 of
2008 on Medical Records

Although the regulation does not contain an
explicit definition of personal data, it includes
provisions about the obligation of secrecy and
protection towards patients’ personal information such
as identity, diagnosis, medical and medication history,
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and examination history for health providers (Article
4).

7. The Ministry of Communication and Informatics
Regulation No. 4 of 2016 on Information Security
Management Systems

The regulation contains a definition of personal
data (Article 1) and the categorization of electronic
systems based on personal data characteristics that it
manages. (Appendix).

8. The Ministry of Communication and Informatics
Regulation No. 20 of 2016 on the Protection of
Personal Data in Electronic Systems

The regulation contains more provisions regarding
personal data protection in electronic systems, such as
the concept of privacy on personal data (Article 1);
personal data protection principles in data processing
(Article 2); the concept of consent from data owners
(Article 9); personal data owners rights (Article 26)
and obligation of data users and organizers (Article 27
and 28); dispute settlement mechanism (Article 29);
and also administrative sanctions to the violators
(Article 36).

9. The Ministry of Communication and Informatics
Regulation No. 36 of 2014 on Procedures for
Registration of Electronic System Operators

The regulation contains provisions regarding a
technical overview of electronic systems, which
includes personal data protection (Article 8 paragraph
5).

From the data above, it can be seen that there are
already provisions that are important in personal data
protection, such as the definition of personal data,
privacy rights on personal data, personal data owners'
rights, the obligation of personal data users and
organizers, the necessity of personal data owners'
consent for data processing, personal data protection
principles, and sanctions for the violators. However,
there is no specific regulation that comprehensively
regulates personal data protection at the statutory
level. The existing laws and regulations are still
sectoral-based and contain different provisions for
personal data protection. Therefore, issues regarding
legal certainty may arise.

In comparison to European Union with their
General Data Protection Regulation (GDPR) which is
known as comprehensive privacy law, the existing
laws and regulations in Indonesia still do not include
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provisions that could further optimize personal data
protection implementation, such as Special categories
of personal data (Article 9 [9]); Data Protection
Officer (Article 37 until 39 [9]); and Transfer of
Personal Data (Article 44 until 50 [9]).

3.2. The Absence of ""Sensitive Data""
Concept in Indonesia Laws and
Regulations

One of the most important factors in determining
the individual's perception of privacy is the sensitivity
of information [10]. Although it is difficult to identify
the categories of sensitive data, Bing has proposed to
assign the level of personal data sensitivity from the
most to the least sensitive, as follows: (1) Inherently
sensitive, intimate (e.g., medical or sexual)
information; (2) Judgmental data that could lead to
harm for the data subject; and (3) Biographical data
that provides access to more sensitive data [11].

In its existing laws and regulations on personal
data protection, Indonesia still does not adopt the
concept of sensitive data [12]. However, The Law of
Republic Indonesia No. 24 of 2013 on Residential
Administration includes 'other data elements that are a
person's disgrace' as one type of resident's personal
data that must be protected. Moreover, in the
Government Regulation No. 40 of 2019 on Resident's
Personal Data Protection, 'other data elements' is
defined as elements from certain important events that
cannot be known by other people unless determined
otherwise in accordance with the provisions of laws
and regulations. These certain important events
include (1) Children who are born without any
knowledge about the origin of their parents; (2)
Change of sex; (3) Children who are born from
relationships outside the bond of marriage; or (4)
Other important events determined by the Minister (of
Home Affairs).

From the explanation above, it can be concluded
that the existing laws and regulations do not emphasize
or adopt the concept of 'sensitive data’ and do not
regulate the basis of specific protection that the data
requires based on its sensitive nature. In addition, there
is no further explanation on how the protection will be
conducted and how it is different from the protection
that will be given to other types of residents' personal
data.

Meanwhile, in the European Union, GDPR has
already adopted the concept of sensitive data. In the
regulation, 'sensitive data' is designated under the term
of 'special categories of personal data,’ and also
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classified as personal data which are, by their nature,
particularly sensitive in relation to fundamental rights
and freedoms and therefore require specific protection
considering that their processing could create
significant risks to the fundamental rights and
freedoms itself [13]. Moreover, Article 9 of the
regulation contains an exhaustive list of 'sensitive data'
that includes but is not limited to: personal data
revealing racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union
membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying
a natural person, and data concerning health or data
concerning a natural person's sex life or sexual
orientation. These categories of data are subject to
additional protections and restrictions on processing
[14].

Furthermore, Article a quo also states that
exception shall be made under several conditions: (1)
If the data subject has given explicit consent; (2)
Processing is necessary for the purposes for carrying
out the obligations and exercising specific rights of the
controller of the data subject; (3) Processing is
necessary to protect the vital interests of the data
subject or of another natural person where the data
subject is physically or legally incapable of giving
consent; (4) Processing is carried out in the course of
its legitimate activities with appropriate safeguards;
(5) Processing relates to personal data which are
manifestly made public by the data subject; (6)
Processing is necessary for the establishment, exercise
or defence of legal claims or based on courts order; (7)
Processing is necessary for reasons of substantial
public interest; (8) Processing is necessary for the
medical purposes; (9) Processing is necessary for
reasons of public interest in the area of public health;
and (10) Processing is necessary for archiving
purposes in the public interest, scientific or historical
research purposes or statistical purposes [14].

Aside from European Union, there are also several
countries in Asia that have already adopted the concept
of 'sensitive data' in their legal framework and include
the basis of specific protection based on its sensitive
nature, such as Japan with the Act on the Protection of
Personal Information [15] and the Republic of Korea
with the Personal Information Protection Act [16].
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3.3. The Impact of CCTA Towards User
Privacy on Personal Data Collection
during the New Normal Era in
Indonesia

As one of the countries that have developed CCTA
as a surveillance instrument in the New Normal
situation, there are some deficiencies in the
implementation of CCTA in Indonesia. Furthermore,
this part will explain several considerations of
Indonesia’s CCTA and its comparisons with CCTA
implementation in other countries. The following are
crucial issues in Indonesia’s CCTA implementation,
which have become the central issue of the user
privacy on personal data collection:

3.4. Method

Each CCTA has its own methods in conducting
data collection and user monitoring. In general, CCTA
focuses on one method of data collection because this
will affect the size of the app and how much battery
power will be used if it is continuously opened. In this
case, users often put a big consideration in the battery
usage in choosing a CCTA [17]. Therefore, it can be
concluded that the more focused the method is, the
easier it is for the app to be accepted and downloaded
by people [18].

In Indonesia, PeduliLindungi, as an official CCTA,
implements various methods for data collecting, such
as Bluetooth, GPS, and QR Code [19]. It is different
from CCTA implementation in other countries, which
generally uses Bluetooth as a data collection method
[20][21], for example, Google and Apple's Exposure
Notification System [22]. Moreover, they also
guarantee that the Bluetooth connection used is
Bluetooth Low Energy which is more battery-saving
than an ordinary Bluetooth connection, even if the
users are constantly transmitting Bluetooth connection
[23]. The other example is CoronApp in Colombia
which initially only used GPS connection, but in the
process, finally took part in adopting technology made
by Google and Apple [24]. Thus, GPS usage in
PeduliLindungi App also needs to be reviewed since
its implementation tends to be prone to inaccuracy [25]
and consumes more battery power than Bluetooth
[26].

The various methods used in PeduliLindungi
surely give more options to the users, but on the other
hand, they require more users' data to be collected and
stored by the app. This obviously will raise doubts
regarding privacy for new users who want to download
CCTA and confusion for users who do not have
sufficient technology readiness [27]. The evidence is
shown in the case of Colombia with its initial version
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of CoronApp, which resulted in low public acceptance
of the CCTA [28]. The situation did not give the
government of Colombia any other option but to
replace and simplify their CCTA method [24].
Therefore, it can be seen that simplification of
methods also has to be taken into consideration by
PeduliLindungi, which collects users' data through
various methods.

3.5. Permissions

Another issue that needs to be evaluated is
regarding permissions. In Android's permission
system, apps must declare the permissions that they
use in a manifest file ("AndroidManifest.xml")
included in the app package. From here, the users can
be aware of what kind of permissions are needed to be
able to use an app [30]. In other words, permission
serves as an entry point for an application to be able to
retrieve users' personal data. Therefore, a CCTA that
uses various methods will also require more
permissions.

In the context of PeduliLindungi, permissions
requirements raise doubts as well [31]. Some people
even questioned why the number of permissions
needed by the app is higher than other CCTAS in
general [32]. Moreover, compared with Germany's
Corona-Warn with its QR Code method, which only
requests permission to access user cameras [32],
PeduliLindungi (in the Ilatest version) requests
permission to access user location, gallery access,
access to cellphone files, and access to the camera
[33]. This can potentially cause other problems,
considering that Indonesia has not established a
comprehensive legal framework for personal data
protection.

3.6. Storage

The methods and permissions implemented in the
data collection are also related to the storage that will
be used by CCTA. Generally, the data storage and
processing models of digital contact tracing are
divided into centralized and decentralized models
[34]. In the centralized model, anonymized data are
uploaded from the user's phone to centralized servers,
and then health authorities can check, notify, and
manage previous contacts [34]. Meanwhile, the
decentralized model stores data locally on the user's
phone. This way, the user or health authorities will
notify the system if the user has tested positive, then
the mobile app will upload the last 14 days of locally
stored data to the server [34].

The choice of storage model is crucial in
preventing data leakages [35]. In comparison to
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countries with comprehensive laws regarding personal
data privacy, such as Singapore with their
TraceTogether app, they usually keep the personal
data on the user's phone and will remove the data after
a certain period of time [36]. On the contrary,
PeduliLindungi sends the personal data regularly to
the government server and removes the personal data
on the user's phone instead [33]. Technically, this
storage model tends to be more prone to attacks [35].
If personal data is saved in cloud storage, it means the
data belongs to the internet. Thus, the potential data
leakages will be greater than the decentralized model,
which stores data in the cache of the phone.

Therefore, the PeduliLindungi app should consider
replacing the current centralized storage model with
the decentralized one so that most data processing
happens locally on users’ mobile phones rather than on
a centralized server. Only the notification of users who
have been in contact with an infected person would
need to be coordinated centrally. Even in the
decentralized storage model, the necessary data could
be processed in a way that would effectively preclude
the central server from identifying users. The system
would also not require collecting any location data
[37].

The importance of analyzing how the CCTA
implementation affects user privacy is to increase the
CCTA'’s effectiveness. The government should not
mandate users to use an app in any circumstances, so
users must have free will to decide whether they want
to install the application [35]. Digital contact tracing
systems need users' cooperation (by installing the app
and carrying their phones with them) for any chance
of success. Consequently, the effectiveness of any
contact tracing system depends on public support [37].

Based on the statement of Minister of
Communication and Informatics Johnny G Plate, the
registrants of national CCTA is only 3% of total
internet users in Indonesia [38]. It can be seen that the
usage of CCTA is not yet optimized, or in other words,
its usage will not be effective in detecting personal
contact. Compared to other countries such as Spain
with 30% [39] and Singapore with 70% [40]
registrants ratio of total internet users, Indonesia is still
far behind.

The reason behind the low acceptability ratio of
CCTA in the general population is because the public
has concerns about the application's potential privacy
implications [41]. It has to be understood that user
acceptability covers user privacy and data protection
aspects [37]. That is the main reason why in some
countries, data privacy laws affect the public
acceptance of the CCTA [42]. Therefore, to increase
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the acceptance ratio effectiveness of CCTA in
Indonesia, it's important for the government to
improve the legal framework regarding personal data
protection.

4. CONCLUSION

Based on the discussion above, it can be
concluded that there is no legal umbrella regarding
personal data protection in Indonesia. There is an
absence of a comprehensive personal data protection
regulation at the statutory level. Indonesia also still
does not adopt the concept of sensitive data as a form
of data owners’ privacy protection.

Furthermore, the implementation of the
PeduliLindungi app as Indonesia's official CCTA is
not effective. The main reason is the public's concern
about the incomprehensive legal framework in
Indonesia. Moreover, there are also issues related to
the wvarious data collection methods, multiple
permissions requirements, centralized storage model,
which contributes to the low users' acceptability ratio
of the app.

Therefore, this research strongly encourages
cooperation between the government and the public
through the enactment of the Personal Data Protection
Bill in order to provide assurance, legal certainty and
to earn public trust. It also recommends that the
government should simplify the data collection
method and permissions requirements and replace the
current centralized storage model with the
decentralized one.
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