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ABSTRACT

Compliance with the set of requirements for the legality of temporary interference in a person's private life by the
authorized bodies of the state is one of the urgent scientific problems related to the protection of legitimate interests,
human rights and freedoms. The use of covert methods of gathering information necessary to ensure state security,
public order and solve the problems of criminal proceedings is a well-established practice of both domestic and foreign
law enforcement agencies and special services. In view of this, the issue of the effectiveness of the use of results obtained
through the temporary restriction of human rights during covert investigative (search) actions and operational and
investigative measures, especially those related to interference in private communication, in criminal proceedings is
particularly relevant. It is stated that in Ukraine the activities of authorized state bodies in the field of temporary
restriction of human rights and freedoms are strictly regulated, and the use of the results of covert investigative (search)
actions and operational and investigative measures related to interference in private communication in criminal
proceedings, is properly controlled. At the same time, today only a relatively small number of results of interference in
private communication, compared to the total number of taken covert actions and measures, are used as evidence in
criminal proceedings. The study helped to identify a number of shortcomings that negatively affect the use of the results
obtained during the implementation of such covert actions and measures, and to develop proposals for possible ways to
eliminate these obstacles to solving the problems of criminal proceedings.
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1. INTRODUCTION the use of covert methods of investigation and make them
available to the competent authorities to the extent
necessary in a democratic society for effective criminal
investigation and prosecution [1].

Today, the need to use the results of covert methods
of gathering information related to interference in a
person's private communication arises due to their
importance for criminal proceedings. Domestic legislation provides the possibility of using
such methods of investigation in the form of covert
investigative actions (hereinafter - CIA) or operational
and investigative measures (hereinafter - OIM). Their
varieties, which are associated with interference in
private communication, are audio and video surveillance
of a person; arrest, inspection and seizure of
correspondence; removal of information from transport
telecommunication networks; removal of information
from electronic information systems.

The possibility of using such methods in pre-trial
investigation is provided not only in domestic law, but
also in certain international legal acts, in particular,
Recommendation Ne Rec (2005) 10 of the Committee of
Ministers of the Council of Europe «On "special methods
of investigation" of serious crimes, including terrorist
acts» from 20.04.2005. This Recommendation
recommends to EU Member States to improve criminal
policy and national legislation in such a way as to allow
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Mentioned CIA, in accordance with Part 2 of Art. 246
of the Criminal Procedure Code of Ukraine (CPC of
Ukraine), are conducted exclusively in criminal
proceedings for serious or particularly serious crimes, if
information about the crime and the person who
committed it, cannot be obtained in any other way [2],
and OIM, in accordance with p. 9, 10 st. 8 of the Law of
Ukraine "On operational and investigative activities" -
are used solely to prevent the commission of a serious or
especially serious crime, prevention and cessation of
terrorist acts and other encroachments of special services
of foreign states and organizations, if otherwise
impossible to obtain information [3].

In view of the above, their results in criminal
proceedings can be used as fully as possible, not limited
to evidence. However, due to a number of factors, the use
of such results in some proceedings is extremely difficult,
which requires research on this issue to find possible
ways to solve it, which actualized the direction of
scientific research and the chosen topic of publication.

2. RESEARCH METHODOLOGY

The study was conducted with the methods selected
according to its purpose, objectives, object and subject.
The study is based on the dialectical method of scientific
knowledge of real phenomena and processes. A number
of special methods were also used, which are means of
scientific research in the arsenal of legal sciences, in
particular: system-structural - allowed to reveal the
concept and content of covert methods of investigation,
which are conducted in the form of CIA and OIM, which
are associated with interference in  private
communication; comparative law - used in the analysis
of legislation and bylaws, materials of criminal
proceedings, operational and investigative activities and
judicial practice; formal-logical - helped to identify
contradictions between the conceptual apparatus of
regulations governing the conduct of CIA and OIM,
related to interference in private communication;
sociological and statistical - used to process relevant data
on research issues; interpretations and generalizations -
to formulate the conclusions of the study. These methods
were used in the relationship and interdependence, which
ensured the comprehensiveness, completeness and
objectivity of the study.

3. RESULTS OF THE RESEARCH

The use of covert investigative methods in criminal
proceedings involving interference with private
communication has a long history, characterized by quite
different, sometimes polar, approaches to this issue
depending on the historical stage of development of the
state and society. Thus, in the second half of the twentieth
century the collection of evidence during the pre-trial
investigation in modern Ukraine was carried out only
from open sources, and in the scientific literature the
prevailing opinion was that the results of covert methods
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of obtaining information can not be used in evidence. An
obstacle in this way was that information about the fact
and methods of conducting OIM was a state secret, and
the possibility of declassification of the results obtained
during their implementation was not provided. The use of
the OIM results related to interference with private
communication in criminal proceedings was exceptional
at the time, and their pre-trial investigation and trial were
carried out in compliance with the requirements for the
protection of state secrets. Such legal regulation and the
practice of using the OIM results related to interference
in private communication in criminal proceedings
persisted in Ukraine until 2001.

During 2001 - 2004, during the so-called "small
judicial reform”, the CPC of Ukraine in 1960 [4]
supplemented Art. 187, 187-1, in accordance with the
provisions of which the procedure for conducting such
investigative (search) actions (hereinafter - ISA) as
removal of information from communication channels,
seizure of correspondence, its inspection and seizure was
regulated in criminal proceedings. Also, this Code was
amended to recognize the protocols with the relevant
annexes, drawn up as a result of individual OIM, as an
independent source of evidence. In turn, Part 2 of Art. 8
of the Law of Ukraine "On operational and investigative
activities" regulated the provisions according to which
secret intrusion into the home or other property of a
person, removal of information from communication
channels, control of correspondence, telephone
conversations, telegraph and other correspondence, use
of other technical means information was carried out only
by court decision. Such OIM were conducted solely for
the purpose of preventing crime or finding out the truth
during the pre-trial investigation, if it is not possible to
obtain information in any other way. As a result of their
implementation, a protocol with the relevant annexes was
drawn up, which was to be used in criminal proceedings
as a source of evidence.

The novelties introduced into the mentioned laws
were negatively perceived by both scientists and
practitioners, as their norms did not stipulate
requirements for the form and content of such protocols,
the procedure for compiling, submitting to pre-trial
investigation and court bodies, etc. [5, p. 57-62]. These
shortcomings, and only partially, were subsequently
eliminated due to the resolution of the Cabinet of
Ministers of Ukraine dated 26.11.2007 Ne 1169 "On the
procedure for obtaining a court permit for measures that
temporarily restrict human rights and the use of
information obtained”, which contributed to further
development of legal regulation of the use in criminal
proceedings of the results obtained through covert
methods of investigation [6].

Further improvement of legal regulation in this area
formed the preconditions for the "proceduralization" of
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OIM and the introduction of the institute of CIA in the
CPC of Ukraine in 2012.

Part 4 of Art. 258 of the CPC of Ukraine in 2012 for
the first time in domestic law defined the concept of
"interference in private communication” which means
access to the content of communication, if participants
have sufficient grounds to believe that it is private.

This Code also regulates the types of such
interference, procedural issues of granting permission to
conduct and the procedure for the implementation of
relevant actions and measures. The organizational issues
are regulated by the Instruction on the organization of
covert investigative (search) actions and use of their
results in criminal proceedings, approved by the order of
the Prosecutor General's Office of Ukraine, the Ministry
of Internal Affairs of Ukraine, the Security Service of
Ukraine, the Administration of the State Border Guard
Service of Ukraine, the Ministry of Finance of Ukraine,
the Ministry of Justice of Ukraine dated 16.11.2012
Nell4 / 1042/516/1199/936/1681/51 ( hereinafter - the
Instruction 2012) [7], and the provisions of a number of
departmental regulations that are classified or of
restricted access.

In turn, in accordance with Part 2 of Art. 99 of the
CPC of Ukraine, materials containing factual data on
illegal actions of individuals and groups of persons
collected by operational units in compliance with the
Law of Ukraine "On operational and investigative
activities", subject to the requirements of this article,
were recognized as documents and could be used in
criminal proceedings as evidence. This rule fully applies
to the results obtained during the OIM, which are
associated with interference in private communication.

Based on the results of the CIA, protocols are drawn
up, to which, if necessary, appendices are attached, which
are submitted to the prosecutor no later than 24 hours
after their termination (Part 1 of Article 252 of Ukraine).
The Instruction of 2012 stipulates that the protocols on
such actions and annexes to them, the application for
permission to conduct CIA and the decision of the
investigating judge on permission to conduct, containing
information about the fact and methods of their
implementation, as well as information that allows to
identify the person, place or thing in respect of which
such an action is carried out or is planned to be carried
out, the disclosure of which may endanger national
interests and security, is a subject to secrecy.
Classification of such material storage media (hereinafter
- MSM) is carried out by the investigator, prosecutor,
operative of the authorized operational unit, investigating
judge by providing on the basis of the Code of
information constituting a state secret, the relevant
document classified [8].

After completion of the CIA, the declarations of
secrecy of the MSM on their implementation are subject
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to declassification on the basis of the decision of the
prosecutor - procedural manager of the pre-trial
investigation in a particular criminal proceeding. Such a
decision is made taking into account the circumstances of
the proceedings and the need to use the results obtained
as evidence after such actions, provided that the
disclosure of this information will not harm the national
security of Ukraine. Declassified MSM on conducting
CIA are deregistered in a regime-secret body and
attached to the materials of criminal proceedings in
accordance with the procedure established by the CPC of
Ukraine.

The results of the CIA (OIM) related to the
interference with private communication can be used in
criminal proceedings to make appropriate procedural
decisions, apply enforcement measures, precautionary
measures, conduct CIA, such as temporary access to
things and documents, impose seizure of property,
search, inspection, location of wanted persons, and their
detention, etc.

However, the main purpose of their implementation
is to obtain information about a serious or particularly
serious crime and the person who committed it, or,
alternatively, to obtain factual data on the basis of which
it is possible to establish the presence or absence of facts
and circumstances relevant to criminal proceedings and
are subject to proof.

Disadvantages include the relatively small number of
results of CIA (OIM) related to interference in private
communication that are used as evidence in criminal
proceedings (compared to the total number of such taken
actions and measures).

This, on the one hand, is due to the fact that the
expected results are not always obtained, and the
information obtained that does not relate to the pre-trial
investigation is immediately destroyed (Part 1 of Article
255 of the CPC of Ukraine). On the other hand, some of
the information transmitted for wuse in criminal
proceedings is not recognized as evidence due to
shortcomings in recording the progress and results of the
CIA (OIM), violation of the procedural deadlines for
their transfer to the prosecutor or imperfect
declassification procedure.

For example, in accordance with Part 3 of Art. 252 of
the CPC of Ukraine protocols on carrying out CIA with
appendices not later than in 24 hours from the moment of
the termination of the specified actions are transferred to
the prosecutor.

However, according to paragraph 4.3 of the
Instruction 2012, the protocol on the results of the CIA
with annexes no later than 24 hours after its preparation
is submitted to the prosecutor, who supervises
compliance with the law during the pre-trial investigation
in the form of procedural guidance. The comparison of
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the given legal indicates their collision,

inconsistency.

norms

According to the explanation of the Ministry of
Justice of Ukraine, in case of contradiction between acts
adopted by different bodies in the hierarchical structure -
higher and lower, the act adopted by the higher body is
used as one that has greater legal force [9].

That is, in this case it is necessary to be guided by
norm of h. 3 Art. 252 of the Criminal Procedure Code of
Ukraine. However, several protocols may be drawn up
during the term of the CIA, for example, during the arrest,
inspection and seizure of correspondence (Part 4 of
Article 262 of the CPC of Ukraine). In view of such
circumstances, the question arises as to the moment of
their transfer to the prosecutor - after the drawing up of
the report or the end of the said action? The answer to this
can be provided by editorial clarification as the norm of
Art. 252 of the CPC of Ukraine, and the relevant
provision of the Instruction 2012

In the event that the protocol is drawn up later than
the statutory deadline, a natural question arises as to
whether the terms of the CIA have been met and, as a
consequence, whether they are admissible evidence.
Sometimes such procedural documents are signed by
unauthorized persons, for example, protocols for the
withdrawal of information from  transport
telecommunications networks - employees of operational
and technical units, despite the fact that this action was
entrusted to the investigator, prosecutor to another
operational unit.

In some cases, there are discrepancies in the content
of the protocol on conducting CIA (OIM), related to
interference in private communication, with the
information recorded on the MSM, which serves as its
annex. The above indicates the need to comply with the
statutory procedural form of recording the progress and
results of such CIA (OIM), which is a prerequisite for
their further use in criminal proceedings.

MSM containing information obtained as a result of
the CIA should be declassified as soon as possible, but
not more than 10 days from the date of receiving a request
from the prosecutor (paragraph 5.26 of the Instruction
2012).However, declassified materials sometimes arrive
at the end of the pre-trial investigation, when the
investigator is no longer able to use the results of the
criminal proceedings, such as questioning the suspect
about the facts and circumstances set out in the protocol
or taking other actions that would reinforce the gathered
evidence.

CIA and OIM involving interference in private
communication are carried out in accordance with the
classified decisions of the investigating judge on granting
permission to hold it. In criminal proceedings where such
CIA have been conducted, the defense often requests to
review the grounds for their implementation and the
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relevant decision of the investigating judge on granting
permission to conduct them. However, the provision of
the Instruction of 2012 defines the procedure for
declassification of the MSM for conducting CIA
(protocols with annexes), and not for the decision of the
investigating judge used by the defense to declare the
results inadmissible evidence (Article 87 of the CPC of
Ukraine).

This tactical approach of the defense is based on the
provisions of Part 1 of Art. 87 of the CPC of Ukraine,
according to which evidence is inadmissible if it is
obtained as a result of significant violation of human
rights and freedoms guaranteed by the Constitution and
laws of Ukraine, international treaties, the binding nature
of which has been approved by the Verkhovna Rada of
Ukraine, as well as any other evidence obtained through
information obtained as a result of a significant violation
of human rights and freedoms. According to paragraph 1,
part 2 of the same article, significant violations of human
rights and fundamental freedoms include the
implementation of procedural actions that require prior
court permission, without such permission or in violation
of its essential conditions.

This problem requires the answer to the following
questions: What should be done if the prosecution does
not have declassified CIA permits, cannot obtain them at
all or receive them in time? Is it possible to say that in
this case the relevant protocols with annexes must be
declared inadmissible evidence in the proceedings?

4. DISCUSSION OF RESULTS

Judicial practice statistics show the dynamics of
increasing cases of appeals against the actions of officials
of pre-trial investigation bodies (prosecutors), related to
the refusal to open to the defense of all materials of
criminal proceedings related to CIA and OIM related to
interference in private communication.

In its decisions, the Supreme Court of Ukraine drew
attention to the following facts and stated that in
accordance with the provisions of domestic law and case
law of the European Court of Human Rights (ECHR),
which is the source of law in Ukraine, there may be
situations where CIA (OIM) protocols are open to the
defense, and the permits for their conduct - no, because
they can not be declassified on objective grounds, in
accordance with the decision of the authorized entity. In
some cases, such disclosure is possible later, after the
transfer of proceedings to the court [10; 11].

As can be seen from the content of these decisions of
the Supreme Court, the decision of the investigating
judge to grant permission to conduct CIA (O1M), related
to interference in private communication, should not be
considered as independent evidence. Evidence in
criminal proceedings, in accordance with Art. 84 of the
CPC of Ukraine, are factual data obtained in the manner
prescribed by this Code, on the basis of which the
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investigator, prosecutor, investigating judge and court
establish the presence or absence of facts and
circumstances relevant to criminal proceedings and
subject to proof, and their procedural sources are
testimony, physical evidence, documents and expert
opinions.

The decision of the investigating judge, which
became the basis for the CIA or OIM, is not a document
within the meaning of Part 2 of Art. 99 of the CPC of
Ukraine, as it does not contain recorded and collected
factual data on illegal actions of individuals or groups of
persons. Therefore, such a decision on a permit to
conduct an CIA or OIM is examined during the court
proceedings, primarily in order to assess the admissibility
of the evidence obtained as a result of these actions. In
view of this, the Supreme Court has indicated that courts
should not refuse to examine the protocols of the CIA
(OIM) solely on the grounds that the materials do not
contain permits, without clarifying the reason for such
absence. The circumstances under which such permits
were not disclosed to the defense at the stage of
completion of the pre-trial investigation must be
examined in detail by the court.

In the context of the above, some scientists rightly
believe that it is legitimate for an authorized body to
refuse to declassify MSM relating to particular CIA or
OIM on the grounds that disclosure of this information
would harm national security or other legally protected
interests. This position is based on the decisions of the
European Court of Human Rights in the cases “Leas v.
Estonia” dated 06.03.2012, “Yakuba v. Ukraine” dated
12.02.2019 and “Doorson v. the Netherlands”’of 26
March 1996, stating that the right to disclosure of all
evidence is not absolute and may be restricted when it
concerns the need to protect important public interests or
to ensure the rights of others whose life, liberty or
security may be endangered [12, p.161-162].

The opinion of domestic scientists about the need to
get rid of the remnants of the past is correct. These
remnants have existed since Soviet times, meaning that
information about the fact and methods of covert actions
and measures aimed at detecting, disclosing and
investigating criminal offenses are a state secret. In view
of this, it is proposed to refer such information to the
secrecy of the investigation, and thus - to strengthen
criminal liability for disclosure of these data, as for the
disclosure of state secrets [13]. The implementation of
this proposal is able to solve some of the problems that
arise in the implementation of the above-mentioned CIA
and OIM and the use of the results.

Advancesin Social Science, Education and Humanities Research, volume 617

5. CONCLUSIONS

It was found that the problematic issues of using the
results of CIA and OIM in criminal proceedings, related
to interference in private communication, include
shortcomings in recording their procedure and
consequences, Vviolation of procedural deadlines for
transferring MSM to the prosecutor and imperfect
declassification procedure. The elimination of these
shortcomings should be facilitated by the adoption of
measures aimed at improving the organizational and
tactical issues of implementation of these actions and
measures, as well as amendments to legislative and other
legal acts in the part relating to their legal regulation. In
particular, it is proposed:

- to supplement part 1 of Art. 246 of the CPC of
Ukraine with the following sentence: "Responsibility for
disclosure of information about the fact and methods of
covert investigative (search) actions, except as provided
by this Code, provided by the Criminal Code of Ukraine";

- to supplement part 3 of Art. 252 of the CPC of
Ukraine with the sentence of the following content:
"When such a protocol is drawn up before the termination
of covert investigative (search) actions, it is handed over
to the prosecutor not later than 24 hours after its drawing
up”;

- the Set of information constituting a state secret,
approved by the order of the Central Department of the
Security Service of Ukraine dated 23.12.2020 Ne 383,
Instruction 2012 and other regulations must be brought in
line with the proposed changes to attribute information
on the fact and methods of CIA to the secrecy of the
investigation, not to the state secret;

- to supplement Art. 387 of the Criminal Code of
Ukraine parts 4 and 5, establishing the criminal liability
for disclosure of information about the fact and methods
of covert investigative (search) actions or operational
search activities, except as provided by the CPC of
Ukraine, and the same actions if they caused serious
consequences, and determining the punishment as for the
disclosure of a state secret.

The implementation of these proposals should help to
increase the efficiency of the use of the results of CIA
and OIM related to interference in private
communication, criminal proceedings and pre-trial
investigation of serious and especially serious crimes in
general.
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