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ABSTRACT

This article tries to find a formula for building a civilization with the character through education. The method used is
literature study as part of a quantitative approach to research. As a result, three things need to be further developed in
the world of character education for surfing in cyberspace, first, strengthening character education in schools,
strengthening ethics in communication as one of developing a civilized and virtuous civilization, and third, the role of
teachers in building education—character in school as a shield for students in surfing in cyberspace.
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1. INTRODUCTION

The extraordinary phenomenon occurs very quickly
due to social media. Social media has positive things in
the speed and sophistication of conveying news but does
not rule out negative things in social media if it does not
use ethics, norms, and manners. Social media is a term
used to describe interactions between groups or
individuals. They generate, share, and sometimes
exchange ideas, images, videos, and more via the
internet and virtual communities [1]. Social media is a
place to communicate and interact with other people
without any limitations of space and time.

The media as a bridge for political participation
should be “generator citizens” who are willing to
receive educational materials and are skilled at taking
initiative, and are willing to participate in social life. So
that citizens have the power to fight the hegemony of
the partisan capitalist media. In the context of
Citizenship Education, it is necessary to develop literacy
for young citizens in the 21st century, focusing more on
preparing young citizens who have global insight who
have the habit of thinking, heart, body, and soul who
can work and prepare relationships and connections
across differences and uniqueness, while maintaining
and deepen one’s sense of identity and integrity [2]. The
challenge of preparing young citizens to compete today
must begin to be directed at preparing them not only to
compete locally and nationally but also to compete
internationally. Therefore, the literacy of young citizens

is developed to prepare them for the expected direction
[3].

Social media has more harmful effects than positive
[4]. Because students tend to spend more time on social
media other than educational purposes, this tends to
disrupt the learning environment, affecting their
academic progress [4]-[6]. Furthermore, spending a lot
of time on social networking sites can lead to a
sedentary lifestyle and decreased levels of daily physical
activity, which in turn can make them vulnerable to
non-communicable diseases such as obesity, diabetes,
and hypertension [7]-[9]. In addition, the use of social
media harms mental health and can lead to depression
and anxiety [4]. Therefore, due to the increasing number
of such sites and the high demand for social media
among students, it is vital to examine the intended use
of social networking sites.

Media, in modern political studies, is considered as
one of the pillars of democracy. Therefore, his
involvement in the world of politics should provide a
role that builds a better world. The role that is built is
none other than the political participation of citizens.
Participation in the governance system has long been
seen as a pillar of democracy. However, the media are
often used as a tool for the political hegemony of the
rulers. The media are an extension of the rulers'
interests, and political language has multiple meanings
for smoothing and for the benefit of deceiving citizens,
both of which are part of hegemonic politics as a
condition for strengthening the power of the ruler [10].
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2. CITIZENS DIGITAL PARTICIPATION

Two thousand years ago, ancient Greek philosophers
proclaimed themselves citizens of a “world state”. More
than two centuries ago, American revolutionaries
declared, “my country is this world”. The idea of global
citizenship is a deep and enduring part of culture man.
Global citizenship views individuals with human rights,
have the same human dignity and have similarities in
the social and economic fields [11].

Global citizen and fellow global citizenship have a
strong meaning as an effort to encourage citizens to
have a global perspective” [12]. Being a global citizen is
influenced and inseparable from the symptoms of
globalization, where the rights of citizens today are no
longer limited to the territory of the state but outside the
territory of the country because one of the global
symptoms is the increasing intensity of human
movement from one place to another region to another

[11].

The development of technology today so rapidly
affects all aspects of life. The digital world today has a
tremendous impact on changing patterns in social
interactions. The power of social media, for example,
affects the participation of young citizens in America.
The McArthur Foundation Research Network on
Participatory Politic survey results show that 41% of
youth aged 15 to 25 years have participated in new
political groups online, writing and disseminating blogs
about political issues and political videos on their social
media [13]. It shows the power of digital media to
influence the political participation of young citizens.
This condition is reinforced by the research of Martens
& Hobbs that there is a relationship between media
literacy with increased knowledge and civic engagement
of young citizens and contributes to their civic
engagement as adults [14].

The digital world today has touched all aspects of
life. The internet world connects everyone and provides
everything. However, no one is responsible when
something goes wrong when using the internet, and the
error returns to the person who uses the internet [15].
The internet is a neutral, free, open, and unregulated
technology. It means that we are all connected, but no
one is in charge. In other words, the internet is a
democracy, but without a constitution [15], [16]. Based
on the opinion of Scoby and Friedman, it can be
explained that the global world currently provides all
the things we need and want through the internet.
However, suppose something bad or unwanted happens.
In that case, the internet is not responsible for it,
meaning that someone must be responsible for each of
them.

A broad understanding of digital literacy does not
match the high growth of the internet and smartphones
in Indonesia. Technology is facing a challenging
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transition. In the internet era, information flows
continuously through social media, group chats, and
news channels and cannot digest this information
completely and correctly, but has a strong desire to
share it with others immediately [17]. Unfortunately,
some information can carry multiple interpretations and
points of view. Some interpretations can lead to
misunderstandings. In Indonesia, such cases are easy to
find, most visible in the political sphere.

Responding to this for the democratic development
of young citizens in the digital era, the challenge of
preparing young citizens as citizens to compete today
must begin to prepare them not only to compete locally
and nationally but also to compete internationally.
Citizenship is a political struggle that is often described
in two important aspects: a legal status and citizenship
as a practice [18]. In legal terms, a citizen is a creature
who acts according to the law and has the right to obtain
state protection as a practice refers to the status of
citizens as political agents [19]. In the context of
members of a state, it can be argued that citizenship is
the relationship between the individual and the state and
results in certain rights and responsibilities, which
include the right to be heard and to participate in their
government, the right to equal protection of the law, and
the right to liberty. Such as freedom of religion and
speech [20]. The fulfillment of the rights and obligations
of citizens with this state requires the active
participation of citizens. In the context of citizenship, it
is called active citizenship, namely participating in
society, community and/or political life, which is
characterized by mutual respect, non-violence, in
accordance with human rights and democracy including
various participation activities such as voting, and also
participation in people's daily lives [21], [22].

In the context of civic education, the development of
literacy for young citizens of the 21st century is more
focused on preparing young citizens who have global
insight as Mclntosh [2] mentioned that global citizens
have habits of mind, heart, body and soul that are able to
work and prepare relationships and connections. Across
their differences and uniqueness while maintaining and
deepening one's own sense of identity and integrity. In
the political context, when literacy is juxtaposed with
civic, it becomes civic literacy. Citizens' knowledge and
ability in overcoming social, political and state
problems becomes a necessity along with political
changes that require citizens to act autonomously [23].

The first orientation of Reichert and Print's research,
shows that people with more advanced status in society
are more likely to participate in civic and political
activities, and have higher levels of civic knowledge,
efficacy, and informative use of news media [24]. —[28].
The second orientation represents a direct consequence
of civic discussion as a direct precursor of actual
participation. The research shows that using news media
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on civic and political participation is indirect and
transmitted through other variables. Potential mediators
that have been identified include political knowledge
and efficacy (ie, feelings of being able to understand
and influence politics. Political knowledge is correlated
with political efficacy, and political efficacy leads to
active participation [29]. Political participation, political
knowledge, and political efficacy are political variables.
Other research also suggests that political efficacy
affects participation. In efficacy, there is a feeling to
influence other people, thus giving him participation
because of political awareness [32] .

Social capital of social media as a new conceptual
and empirical construction to complement face-to-face
social capital. The results of research by de Zuiga,
Barnidge, & Scherman [33] that social media social
capital is empirically different from face-to-face social
capital. To realize a more healthy and participatory
democracy, experts, as found above, have long
established the positive effects of social capital, the
values derived from resources embedded in social bonds
with others that characterize the structure of
opportunities and actions in society. Today, social
media gives members of the digital community the
ability to connect in new ways.

The pattern of citizens' political participation has
changed with the use of media [34]. The citizen and
media political participation pattern can be formulated
in at least four dimensions, namely obedient, optional,
individual and collective [35]. Obedient citizens feel
obliged to stay informed about political developments,
regard the political organization as important and regard
voting as the most important civic duty [34], [36], [37].
Optional experiences provide opportunities for more
than compliance to participate that allow citizens to
reduce their political participation as a result of those
choices [35]. As a result of the choice of participation,
the individual has the independence to determine the
choice of participation and self-actualization with a
strong belief in the individual's ability to achieve change
in society [36]. In the end, there is a collective
consciousness that goes beyond “I” to “we” to create
societal change [35], [36]. Moreover, a truly democratic
society relies on an informed society capable of making
political choices so that access to information is a basic
right of citizens and a prerequisite of democracy itself
[38].

3. DIGITAL CHARACTER AND ETHICS

The development of digital communication has the
characteristics of global communication that crosses
geographical and cultural boundaries. Meanwhile, each
geographical and cultural boundary also has different
ethical boundaries. Every country, even region, has its
ethics, just as every generation has its ethics about
privacy. Collective societies like Indonesians feel it's
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okay to talk about their illness or show the warmth of a
relationship on social media. However, an
individualistic society is not necessarily comfortable
with this. Parents may feel normal and even proud to tell
stories about their children. However, not necessarily
are their children comfortable with the stories their
parents tell on social media. Also, digital interactions
between genders and between other social groups.
Everyone will ask ethical questions. This means that we
will interact and communicate with these different
cultural differences in the digital space, so it is very
likely that this global meeting will create new ethical
standards.

Traditional ethics is offline ethics concerning old
procedures, customs, and cultures which are the
collective agreement of each community group, thus
showing what is appropriate and inappropriate as a
guide to the attitudes and behavior of community
members. Contemporary ethics is electronic & online
ethics concerning procedures, customs, and cultures that
have developed due to technology that allows socio-
cultural encounters to be broader and global. Digital
ethics are interpersonal, social, organizational, national
norms that govern how digital people/users should
behave and behave in the digital world. The ethical
management of this process affects the autonomy and
honor/dignity/respect of people in the digital world. As
the line between the digital and the real world continues
to blur, this turn will have a profound impact on one's
real world.

A digital forum community has certain rules and
regulations that discuss the limits and the best way to
use internet facilities [40]. In the digital world, we also
know the internet label or the network label (netiquette),
which is the label when it comes to the internet. The
most important thing about netiquette is that we must
always be aware that we interact with real people on
other networks, not just with letters on the screen, but
with actual human characters [40].

The challenges in implementing network etiquette
are enormous because etiquette is more related to our
personalities, and not all internet users adhere to this
rule. However, in reality netiquette is not a complex
thing, as long as our logic and common sense work
without problems, we will have no difficulty in applying
it, because netiquette comes from the things we usually
do in social life [41]. This netiquette is also closely
related to the realm of digital soft skills, which are part
of the self-development that we must have. Digital
literacy is “a concept that leads to mediation between
technology and audience or users to practice digital
technology productively” [42]. Digital media users can
create and enforce rules and etiquette (netiquette),
appropriate behavioral guidelines or behavior that
violates the netiquette, knowledge and experience in
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dealing and acting in the digital world, and knowledge
of digital evaluation.

Digital ethics refers to the study of the implications
of technology on the social, political, and moral spheres
of society. Capurro [43] has extensively researched the
implications of digital information and communication
technologies that exist in society. Today, there is a bad
digital etiquette practiced by IT companies because of
the gaps in existing laws. There is minimal consensus
on the investigation of moral and political philosophy,
with major disagreements even on basic digital ethics.
The greatest challenge in digital ethics is the study of
elements that cannot be seen with the naked eye, or that
do not exist, with varying impacts and outcomes on
social morals and established traditions. Uncontrollable
risk is inherent because of the uncertainty created by
new technologies, as well as questions about new
technologies. Uncontrolled possibilities and outcomes in
digital ethics are common due to the inability to predict
the implications of new technologies on society due to
the theoretical nature of perceived outcomes.

4. CONCLUSION

The greatest challenge in digital ethics is the study
of elements that cannot be seen with the naked eye or
that do not exist, with varying impacts and outcomes on
established social morals and traditions. Uncontrollable
risk is inherent because of the uncertainty created by
new technologies, as well as questions about new
technologies. Uncontrolled possibilities and outcomes in
digital ethics are common due to the inability to predict
the implications of new technologies on society due to
the theoretical nature of perceived outcomes.
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