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ABSTRACT

The food and agro supply chain that occurs during the pandemic is the amount of supply available but is constrained
by distribution due to a shortage of fleets and resource resources. Perishable agricultural products are wasted, or prices
go down due to reduced quality. In this study, the smart contract design that was built was to propose a single wallet
specifically for users who could find out all transaction activities carried out by inbound stakeholders, namely produc-
tion, logistics, and sales in the sugar supply chain at the XY factory. The transactions in the user wallet come from the
hash code when the Transaction occurred and the smart contract hash code or algorithm. Because it is a single wallet
consisting of several transactions between divisions within the company, the origin of the hash only comes from the
user. Meanwhile, inputting the date and volume according to the product, whether it comes from sugar cane or raw
sugar, can be traced according to each process such as production, logistics, and also sales by generating a unique smart
contract code in the form of a hash. Blockchain-based sugar volume traceability system records all transaction distri-
bution history in an unaltered ledger through smart contract collaboration. An application design presents a transaction
response mechanism in verifying the distribution of data entered using a user wallet. All data transaction distribution
events are recorded and permanently stored in the Blockchain with a user wallet login. However, all nodes in the supply
chain, which are under the supervision of one factory, can participate transparently and reliably.
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unequal distribution, and the local area must make the
best use of agricultural products so that regional food

1. INTRODUCTION
The agricultural sector still lags behind all other

sectors in terms of renewable technology, especially
information technology. However, pre-harvest and
post-harvest processing are still followed by traditional
methodologies when tracing, storing, and publishing
agricultural data [1]. Agricultural supply chain activi-
ties are inseparable from various uncertainties that in-
troduce risks, quantitatively the quantity and quality of
products that can affect the flow of components and
materials in the supply chain [2]. Sugar is one of the
staple foods for the Indonesian people. Even during
this pandemic, many people avoid consuming sugar in
excess [3].[4]

The problem of food and agro logistics during the
current pandemic is the amount of supply available.
However, it is constrained by distribution due to lack
of fleets, resources, perishable products are wasted, or
prices fall due to reduced quality. Therefore, there is

security can be maintained. In addition, demand fluc-
tuates with uncertain inputs or processing materials, so
many forecasting values are inaccurate.

Tracing product origins across complex supply
chains requires a transparent and tamper-resistant
metadata infrastructure that is not only trusted by all
parties involved but can also adapt to changing envi-
ronments and regulations. Blockchain technology ena-
bles the compilation of reliable traceable data into a
single platform. Blockchain enables faster and more
accurate decision-making in production and trade, au-
tomating various manual activities prone to human er-
ror.

This ledger facilitates the sharing of tracking infor-
mation and promotes networks for multilateral collab-
oration among supply chain members. The pursuit of
transparency and accountability across supply chain
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Figure 1. Design system overview.

processes can impact decentralization and automation
[4]. As a decentralized, immutable and shared public
ledger, the Blockchain consists of additional blocks
that include all data transactions and execution results
[5]. In a consortium of private Blockchain, only a few
trusted nodes are involved in the decision to create a
new block. A product traceability system based on
Blockchain technology, where all product transfer his-
tory is continuously recorded in a distributed ledger us-
ing smart contracts, and a chain is formed that can trace
back to the source of the product [6].

Blockchain as a platform for executing smart
contracts in SC as transactions, the use of variable dis-
tribution control of data transactions in the model al-
lows for state update operations on Blockchain, which
in turn, provides automatic information feedback, in-
trusion detection, and contract execution control [7].
Blockchain technology is an emerging and developing
technology worldwide that plays an important role in
smart contracts [8]. Smart contracts for verifiable
closed bid auctions on the Ethereum Blockchain
[91.[10].

Based on the traditional perception, smart con-
tracts target to reduce transaction costs including arbi-
tration and enforcement fees by realizing traceable and
immutable transactions using Blockchain technology
for distributed databases [11]. Digital wallet is the lat-
est invention of financial technology, which is a very
easy and fast means of exchanging payment transac-
tions [12]. Meanwhile, in the supply chain business
process, a wallet is needed as a requirement in the form
of contract storage between sugar milling divisions as
a tool to achieve precision and transparency of trans-
action distribution data and become a state-of-the-art
article in terms of strategy, technology, and data secu-
rity.

So the smart contract design that was built aims
to propose a special wallet for users for all transaction
activities carried out in inbound production volume
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batch activities, namely production, logistics, and sales
in the sugar supply chain at factory XY.

The ecosystem boundary is a sugar milling fac-
tory where the sugar produced comes from imported
raw sugar and sugar cane from farmers. The players
who play a role are production, logistics, and sales.
Supply chain tracking focuses on the dynamic re-
sponse of business activities from processing to pay-
ments. Conceptually, the depiction of the event-driven
model is centered in Figure 1.

Supply chain information tracking can facilitate
the flow of information between players. In addition, it
is possible to data the number of product volumes be-
tween production, logistics, and sales through the fur-
ther transformation of the built application. This timely
response enables business process automation to re-
duce bottlenecks and time in checking available stock.
This application enters the process flow into a new
phase, optimizing order time and product inventory in-
formation. Each node in the network corresponds to an
Ethereum account, representing its identity in the sys-
tem and deploying smart contracts.

We assume that the sugar produced in the same
batch is identical in quality and structure in the sugar
production process, and the differences are negligible.
Products produced in different batches need to be re-
registered [13]. Therefore, this design updates the pro-
cess of transferring products in batches, and each batch
of products uniquely corresponds to a production batch
number. They have the same batch number; for prod-
ucts that are not mass-produced, the batch number rep-
resents the individual product.

Transaction
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Transaction

Requested

Block Added to
The Blockchain

Transaction
Validation

Figure 2. Flow transaction.

Players use smart contracts to connect and com-
municate with each other. In addition, they provide
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data delivery notifications of the latest updates regard-
ing the status of the process. In this study, certain con-
tracts function as administrators or users who connect
other smart contracts. Contracts are deployed to a
Blockchain-based platform, in this case, Ethereum,
and each contract plays a different role in three main
processes. The interactions and relationships between
these contracts and their associated sub-processes are
described as follows.

In this case, the user logs in using the user and
password. Likewise, the wallet used is based on the
Metamask wallet. The inputted data is distributed to
stakeholders, then the sender, in this case, the produc-
tion, requests a transaction. The transaction request is
announced on a Peer to Peer (P2P) network consisting
of nodes. The node will validate the hash entered using
an algorithm so that a new smart contract appears in
the form of a new hash and so on during data transac-
tions to add new blocks that are bound together.

2. METHODS

Non-Blockchain data collection is very time-con-
suming and expensive. Blockchain technology can au-
tomatically track all aspects of production activities
such as product origin, quality control metrics, e-mail,
and other supply chain data flows that are important to
your business. This creates an ideal environment for
trading and sharing data. Blockchain creates trust
Blockchain is considered the most significant achieve-
ment in technology since the birth of the internet.

The new information encryption algorithm is the
key that protects data security in supply chain manage-
ment which was developed in the formal framework
for product traceability in supply chain management
[14] Any data in a committed transaction eventually
becomes immutable. Cryptographically signed histori-
cal transaction chains cannot. Cryptographic tools also
support data integrity, public access provides data
transparency, and each participant potentially has the
same ability to access and manipulate the Blockchain.
Participants rely on the Blockchain network itself, not
on trusted third-party organizations. While procedural
languages are typically used to program smart con-
tracts in Blockchain systems, logic-based languages
may be an attractive alternative [15] — test for Block-
chain using Ethereum with Ropsten Metamask wallet
simulation.
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Figure 3. Structure user wallet application based on
blockchain.

3. RESULTS AND DISCUSSION

We add data based on the date and amount pro-
cessed in production, logistics, and sales. After that,
the data transaction search results will appear on the
console in the form of a hash code which we will copy
in Etherscan.

The transactions that occur in the user wallet can
be seen in fig 6, where the hash code came from when
the Transaction occurred and the smart contract hash
code or algorithm. Because this is one wallet, the hash
only comes from the user. Meanwhile, the input date
and volume according to the product, whether from
sugar cane or raw sugar, can be traced according to
each process, such as production, logistics, and sales.

Each batch is assigned a contract address to up-
date the product transfer process from the batch in the
contract. Each product corresponds to a list of batches,
and each batch corresponds to the process of transfer-
ring products from this batch.
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Figure 6. Summary wallet of Transaction.

End consumers can inquire about the transfer his-
tory of purchased products with product code and
batch number. Also, an authorization list is maintained
in each contract, and only accounts added to the au-
thorization list are entitled to renew contract status
[16].

The application programming interface (API)
used is in middleware because it cannot accept factory
authentication, so it is moved out. Middleware is used
for two different applications in a unified database, in
other words, communicated via API. Bridge two appli-
cations from factory application to application Block-
chain factory framework integrated into the library,
backend localhost 8000 frontend localhost 3000.

Smart contracts are smart contracts that are a col-
lection of computer code (computer programs) that run
on a Blockchain network. In addition, the process of
deploying smart contracts to the Blockchain network
can only be done once and cannot be changed again.
Smart contracts per transaction database entered.
Smart contracts can be deployed to the Blockchain
only once, so the program code in the smart contracts
must be completely flawless and free of bugs.

Figure 7. Smart cotract algorithm.
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Smart contracts are deployed on the Blockchain,
and the program code must be audited thoroughly and
thoroughly. Audits are carried out to find flaws and
vulnerabilities in the program code and fix them.

Blockchain-based sugar volume traceability sys-
tem records all transaction distribution history in an
unaltered ledger through smart contract collaboration.
An application design presents a transaction response
mechanism in verifying the distribution of data entered
using a user wallet. All data transaction distribution
events are recorded and permanently stored in the
Blockchain with a user wallet login. However, all
nodes in the supply chain, which are under the super-
vision of one factory, can participate transparently and
reliably.

We are also building a decentralized application
(DApp) based on the truffle framework, deploying
smart contracts, and testing contract codes via the
Etherscan network with the help of the Ropsten proof
of work Metamask wallet running entirely on local
memory and implementing our decentralized page in-
teraction interface based on the Ethereum Blockchain
platform. The security analysis results show that our
system is characterized by data accessibility, tamper-
proofing, and resistance to man-in-the-middle attacks.

Smart contract formalization has helped in solv-
ing and mitigating many of these problems and vulner-
abilities. However, as this new domain matures, new
vulnerabilities will emerge that will require the com-
bined efforts of the Blockchain research community,
cryptography, and formal methods to solve. Therefore,
the motivation of our work is to bring this community
closer together by summarizing the current achieve-
ments and highlighting the open challenges for the fu-
ture improvement of smart contracts and Blockchain.
We expect this work to be an important part of the lit-
erature for conducting future empirical analyzes of
various smart contract formalization approaches,
which could provide further valuable insights into the
performance of these approaches as well as highlight
key attributes such as accuracy and computational cost.

4. CONCLUSION

Based on the results of the smart contract design
using the Ethereum platform with the Metamask test-
net wallet, namely Ropsten, we conclude that the wal-
let with the username is for monitoring and controlling
the distribution of data transactions starting from the
production process, logistics to sales. So the advantage
of the designed wallet is that the user can find out who
entered the transaction data, transaction time, and also
a summary or dashboard of the entire process. So if
there is an error or falsification of data, the user can
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find out directly who should be responsible, this is
based on the advantages of Blockchain, which are
transparent, immutability, and safe from data collec-
tors.

The expected proposal is that this wallet platform
application can be applied or become an example of a
traceability representative from the company's integra-
tion with other sugar mills that are still under the aus-
pices of the company. And the risks that will arise in
the future.
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