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ABSTRACT

This study aims to design the storage of personal with a dual security system based on Arduino microcontroller to
minimize the occurrence of theft crimes without using violence. This research was conducted using engineering re-
search methods. The results of this study are the first key is opened using the telegram application on the smartphone
and the second key uses the fingerprint sensor. Telegram also functions as a notification when the safe has been opened
and lifted so that it can detect when the safe is experiencing a theft attempt.
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1. INTRODUCTION

The development in the world of crime in social life
often occur by irresponsible people, so that it is very det-
rimental to society. According to the Central Bureau of
Statistics in Indonesia, the crime that often occurs is the
occurrence of crimes against personal items without us-
ing violence namely theft, theft by weight, theft of motor
vehicles, vandalism/destruction of goods. Recorded in
2018 published by the Central Bureau of Statistics
sourced from Village Potential Data Collection con-
ducted by the Central Bureau of Statistics every 3 years
about 11,42% - 73,76% from the entire province in Indo-
nesia [1].

This is supported by several reports that have oc-
curred in recent months, including a criminal case on July
23, 2020, a someone unscrupulous broke into a safe de-
posit belonging to a minimarket contain Rp. 23,474,715
and took the money away. The incident was discovered
after the minimarket employee opened the shop at 06.00
a.m [2]. Therefore, | interested the research to design a
dual security system deposit box that has even better se-
curity features and uses Microcontroller-based electronic
circuit applications.

Some related research is research conducted by An-
nisya, et al (2017) to open and close a safe deposit door
using a Fingerprint Sensor. However, if you forget to tap
your finger on the Fingerprint, a micro switch is provided
to lock the safe [3]. Then the research conducted by Yo-
hannes Yahya, et al (2017) made a safe deposit security

system using a keypad to enter a password and a Finger-
print Sensor to identify the fingerprint of the safe deposit
owner [4]. Next research from Hafdiarsya Saiyar and
Mohammad Noviansyah (2019) made a security system
using a keypad to enter a PIN, if it is correct it will open,
but if you enter the wrong PIN it will send an SMS noti-
fication to the smartphone owner of the safe deposit [5].
The development carried out by the researcher is to have
a security system update on the safe deposit, namely use
the telegram application as unlocking of the safe deposit,
notify the note-taker when the safe deposit has been
opened, and notification when the safe deposit has been
brought or disturbed by someone else [6][7]. Added a de-
tection feature when the safe deposit is lift using the
GY521 Module so that the safe is safe enough if someone
wants to disturb the safe deposit [8].

2. METHODS

The research method used in this research is the en-
gineering method, which includes problem identifica-
tion, product design, hardware and software design, data
collection, and direct application in the field so that the
tool can function properly in accordance with the work-
ing principles of the tool [9]. Following is a block dia-
gram shown in Figure 1.

In Figure 1, there are 3 (three) main parts, namely
input, process, and output. In the input section, the re-
searcher uses the GY521 Sensor to detect the movement
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of the safe deposit box, then the Telegram Software in-
stalled on the Smartphone to unlock the first safe deposit
box using a combination of 6 numeric pins and equipped
with a Keypad as a backup to open the first lock using a
combination of 6 numeric pins if the Telegram software
is not connected to the internet, and the last input is a
Fingerprint Sensor to unlock both safe deposit boxes us-
ing fingerprints. The process section, using 2 microcon-
trollers that is Arduino Mega 2560 and Node MCU
ESP8266, where the two microcontrollers are intercon-
nected using Software Serial. In the output section, the
researcher uses a buzzer that will sound if the safe is not
in its position or if the combination of 6 number pins is
wrong, then uses a 16x2 LCD as a text screen board, and
2 solenoid locks as the first and second locks which are
controlled by a 5V relay driver.

[ Y

Telegram
installed on the
Smartphone

oaue [
Transistor

BD139

NodeMCU
ESP 8266

Arduino ——*| Buzzer
> Mega
2560

Fingerprint
Sensor

Modul

12C —»LCD 16x2

Keypad [ Lock
—>| Relay 5V |—»| Selenoid

12v

Lock
—>{ Relay 5V [—»| Selenoid
12v

Figure 1. Block diagram of the system.

3. RESULTS AND DISCUSSION

3.1 The Design Results

In this dual security safe system for storing per-
sonal items based on Arduino, the hardware between the
necessary components is already installed in the safe.
The following is the physical form of a double security
safe system in Figure 2.

Figure 2 The hardware of personal storage with a dual
security system based on arduino microcontroller.
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3.2 Results of Voltage Testing in Regulator Cir-
cuits
Testing the regulator circuit is used to determine
whether there is a problem with the regulator and whether
the battery used is full or not. The results of the voltage
test on the regulator circuit can be seen in Table 1.

Table 1 Result testing in regulator circuits.

Variable Criteria £5% Rated Voltage
Vin 10,5V - 11,6V 10,91V
V out 4,75V — 5,25V 4,95V

In Table 1, the researcher uses 3 Li-lon batteries
that installed in series, where one Li-lon battery has a ca-
pacity of 3.7V / 3A so that the total battery voltage is
11.1V / 3A. The battery is connected to the regulator cir-
cuit and then tested. The results of these tests with a tol-
erance of + 5%, obtained that the battery and the regula-
tor circuit are working well and are included in the toler-
ance value of + 5%.

3.3 Results Testing Battery

The battery which will be use tested resistance in
discharging from the battery. Following are the test re-
sults shown in Table 2.

Table 2. Results testing battery.

Battery Battery voltage | Duration Safe De-
voltage when dis- of Use posit Use
when full charged

11,5V 8,5V 23:00:00 12x

In Table 2, the battery lasts for 23 hours because the
battery is in full condition and finished charging. The
safe deposit use has been tested 12 times. This shows that
the battery can work optimally and is durable enough so
that the safe can work optimally [10].

3.4 Results of Testing in Driver Relay Circuits

The researchers used two-channel relays to acti-
vate the Solenoid Lock that functions to open the safe
deposit door. The following are results of relay driver
testing in Table 3 and Table 4.

Table 3 Results of testing driver relay channel 1.

Variable Results of Testing Condition
Vin Caoll 4.88V Good
Vin HIGH 4,7V Good
Vin LOW 28,6mV Good
V Common 11,06V Good
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Table 4 Results of testing driver relay channel 2

Variable Results of Testing Condition
Vin Coil 4.88V Good
Vin HIGH 4,7V Good
Vin LOW 27,2mV Good
V Common 11,06V Good

In the Table 3 and Table 4, the results relay driver
test shows when the relay gets HIGH logic, the relay can
drain the voltage, and the switch on the relay changes po-
sition from NC pin (Normally Close) to pin NO (Nor-
mally Open). Conversely, when the relay gets LOW
logic, the relay cannot drain voltage and the switch on the
relay does not change positions. This shows the relay
driver circuit can work properly.

3.5 Results of Testing Input and Output

The first input and output test use a Fingerprint
Sensor as input then LCD and Buzzer as output. The test
results are shown in Table 5.

Table 5 Results of testing fingerprint sensor with Icd
and buzzer.
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In Table 6, show that if the keypad is pressed cor-
rect combination number, the words "True Pass-word"
will appear on LCD, and Lock Solenoid is ON, when if
the Keypad is pressed the wrong combination number
will appear "Wrong Password" on LCD, and Lock Sole-
noid OFF. The third input and output test results use the
GY521 Module as input then LCD and Buzzer as out-
put, the results of the test table are shown in Table 7.

Table 7 Results of testing GY521 module with
LCF and buzzer.

Variable | Buzzer (ON/OFF) Results
5cm OFF “No Sensor”
10 cm OFF “No Sensor”
15cm ON “Sensor Active”
20 cm ON “Sensor Active”

In Table 7, shows that the GY521 Module can func-
tion to measure the height of the sensor. When the sensor
detected the expected height, the Buzzer is ON and the
LCD says, "Sensor Active". If the height doesn't match,
the Buzzer is OFF and the LCD says, "No Sensor".

3.6 Telegram Application Test Results

Next is to test the Telegram application that is al-
ready installed on a smartphone as input then Lock Sole-
noid 1 as output, the test table is shown in Table 8.

Table 8 Test Results of telegram software with
lock solenoid 1.

Finger Sample | Response Buzzer Results
Time (ON/OFF)

Thumb Finger 01,23 s OFF “Success”

Index Finger 01,31s OFF “Success”

Middle Finger 01,32s OFF “Success”

Ring Finger 01,24 s ON “Try
Again”

Little Finger 01,30 s ON “Try
Again”

In Table 5, it shows the Fingerprint Sensor can
function because registered fingerprints can be detected
by the words "Fingerprint Read" appears on LCD, and
Buzzer OFF, however not registered fingerprints cannot
be detected by the words "Try Again" appears on LCD,
and Buzzer ON. The second input and output test results
use the Keypad as input in the form combination PIN
then Lock Solenoid and LCD as output, the results of the
test table are shown in Table 6

Table 6 Results of testing keypad with lock solenoid
and LCD

Combination | Lock Solenoid Results

PIN (ON/OFF)
123456 OFF “Wrong Password”
137265 ON “True Password”
324567 OFF “Wrong Password”

Message Message
Content Duration Results
21s
“Telegram ON”
Istart 11s Lock Solenoid OFF
25s
27s
“Telegram ON”
1123456 26s Lock Solenoid OFF
28s
21s
“Telegram ON”
1137265 255 Lock Solenoid ON
25s
24 s
“Telegram OFF”
1324567 24 Lock Solenoid OFF
24's

In Table 8, it shows that if the combination of num-
bers typed is appropriate, then the Lock Solenoid will be
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ON, but if the combination of numbers typed is not cor-
rect, then the Lock Solenoid will be OFF. However, the
length of the telegram process of sending messages to the
system really depends on the signal conditions, if the sig-
nal is in good condition, the process will be fast.

3.7 Double Security System Test Results Safe
Testing of the safe dual security system aims to

ensure that the security system works properly and does

not experience errors in operating the telegram system

and software. The following are the test results of the safe

double security system shown in Table 9 and the results

of the telegram notification test in Table 10.

Table 9 Test Results of safe dual security systems.

Input Iltem Lock 1 Lock 2 | Buzzer
Tele- /1137265 ON - -
gram 1324567 OFF - -

137265 ON - -
Keypad
324567 ON ON -

. Index Fin- ) ON OFF
Finger- ger
print Little Fin- ) OFF ON

ger
Modul Llfteq Up - - ON
GY521 No Lifted _ _ OFF
Up
Table 10 Telegram notification test results.
Receive Mes-
Noted
Message Content sage
Yes No
/Start N Type /start
Type
1137265 V 1137265
Receive Safe De- .
posit Unlocked noti- \ Safe Deposit

e opens
fications

- Alarm Notifi-
rpeiui oAl
P Sounds

In Table 9 and Table 10, it shows that the system
can work properly because to open the first lock you can
use telegram software, but if the telegram software is not
connected to the internet, then the Keypad can be used to
unlock 1 according to table 1X using the code 137265,
while the Fingerprint Sensor can function to unlock both.
The GY521 module can detect when the safe is not in the
initial position.

Telegram software also gets notifications accord-
ing to the program created and conditions that occur in
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the safe such as the safe has been opened and the safe
position is abnormal or changed position. To re-lock the
safe using the keypad by pressing the code 324567 then
the hard lock and the second will be locked. The results
of this design are connected to the internet using the tel-
egram application and the safe can be detected if the safe
is opened by another person without the owner's permis-
sion remotely.

4. CONCLUSION

The double security system of the safe can be
opened if you type a combination of numbers and tap the
fingerprint correctly and accordingly. If the safe is
opened by someone else, it will be immediately known
because there is a sufficient security system to provide
notification in the form of a sound alarm or notification
from the telegram software. The inputs and outputs used
have been tested and work properly according to their
functions used in this double security safe system. The
Li-lon battery that is used has also been tested and the
voltage on the battery is in accordance with the capacity
stated on the Li-lon battery.
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