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ABSTRACT
Elliptic Curve Digital Signature Algorithm (ECDSA) is a digital signature algorithm that utilizes an elliptic curve.
ECDSA consists of three steps, which are key generation, signature generation, and verification algorithm. ECDSA is
used on Bitcoin transactions to generate the user’s public key, private key, and signature, and also to verify a Bitcoin
user’s signature. There are some researches on ECDSA weak randomness which can be exploited by attackers to reveal
the user’s private key, and causes thefts of the user’s money. ECDSA weak randomness is generating a random number
that is not cryptographically secure. Some modifications of ECDSA to overcome this problem have been done, such as
generating the digital signature by using two private keys. Although those modified algorithms overcome ECDSA weak
randomness exploitations, it is not resistant to the Rho method attack which can solve elliptic curve discrete logarithm
problem (ECDLP). In case ECDLP can be solved, the user’s private key can be revealed. Therefore, in this paper, we
modify an ECDSA algorithm that overcomes the exploitation of ECDSA weak randomness and is also resistant to the
Rho method attack by using three private keys.
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1. INTRODUCTION
Elliptic Curve Digital Signature Algorithm (ECDSA)
is a digital signature algorithm which utilizes an elliptic
curve. ECDSA consists of three steps, which are key
generation, signature generation, and verification
algorithm [1]. ECDSA is utilized in the digital signature
scheme in Bitcoin transactions [2]. In 2013, Schneider
presented a complete computational process to show
there is a potential private key leakage on public
blockchain [3]. Giechaskiel, Cremers, and Rasmussen
analyze ECDSA weak randomness. ECDSA weak
randomness is generating a random number that is not
cryptographically secure. Since reusing random numbers
is not cryptographically secure, it belongs to ECDSA
weak randomness. ECDSA weak randomness
exploitations can reveal a user’s private key [4]. The
leakage of user’s private key leads to money theft on
Bitcoin wallet [5].
To avoid the exploitation of ECDSA weak
randomness, a deterministic algorithm called RFC 6979
is used to determine a random number which depends on
the transaction document and the user’s private key.

However, according to Wang, et.al. (2020), by using RFC
6979, the possibility of reusing random numbers still
exists. It implies that ECDSA weak randomness
exploitations cannot be avoided completely [4].
Therefore, it is needed to modify the ECDSA algorithm.
In 2020, Hussein and Kashmar modified ECDSA by
using two private keys 𝑑1 and 𝑑2 [6]. Later on, in 2021,
Liu, Chen, and Liu modified ECDSA by using two
random number 𝑘 and 𝑘1 [7].
Those modifications are constructed by assuming
Elliptic Curve Discrete Logarithm Problem (ECDLP) is
difficult to be solved. ECDLP is the problem of finding
the integer 𝑑 which satisfies 𝑄 = 𝑑𝑃 [8]. In case ECDLP
is solved, the users’ private keys will be revealed. There
are some methods to solve ECDLP, one of which is the
Rho method attack [9]. The Rho method attack can solve
ECDLP when the used elliptic curve has the base point 𝑃
with order 𝑛, where 0.886√𝑛 < 2100 [10].
To make the digital signature scheme more secure, it
is needed to create a modification of ECDSA which can
avoid both ECDSA weak randomness exploitations and
also the Rho method attack. In order to construct a
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modified ECDSA which is resistant to the Rho method
attack, it is important to construct an ECDSA which
cannot be attacked by solving the ECDLP. In this paper,
we modify ECDSA by using three private keys to avoid
ECDSA weak randomness exploitations and also the Rho
method Attack.
Elliptic curve is a curve which is commonly used in
practical cryptography. Elliptic curve 𝐸 is a set of points
which satisfy 𝑦 2 = 𝑥 3 + 𝑎𝑥 + 𝑏 where 4𝑎3 + 27𝑏 2 ≠ 0
together with 𝑂, the point which is not in XY plane but
assumed exists in every vertical line in XY plane [11].
Elliptic curve has its own addition rule which can be
described as follows.
Let 𝑃, 𝑄 ∈ 𝐸 where 𝐸 is an elliptic curve. To obtain
𝑃 + 𝑄, we create a linear line through 𝑃 and 𝑄. Let the
intersection point between 𝑃𝑄 and 𝐸 is 𝑅. The reflection
of 𝑅 with respect to 𝑥 axis 𝑅′ is the result of 𝑃 + 𝑄. By
applying the addition rule, an elliptic curve 𝐸 is an
addition abelian group with 𝑂 as the element of identity
and every point 𝑃 ∈ 𝐸 has its invers −𝑃 which is the
reflection of 𝑃 with respect to 𝑥 axis [8]. The addition
rule is illustrated in Figure 1.

1.

𝑃 + 𝑂 = 𝑂 + 𝑃 = 𝑃.

2.

(𝑥1 , 𝑦1 ) + (𝑥1 , 𝑥1 + 𝑦1 ) = 𝑂. In other word, if 𝑃 =
(𝑥1 , 𝑦1 ), −𝑃 = (𝑥1 , 𝑥1 + 𝑦1 ).

3.

If

𝑥3 = (

𝑦1 +𝑦2 2

𝑦1 +𝑦2

𝑥1 +𝑥2
𝑦1 +𝑦2

𝑥1 +𝑥2

𝑦3 = (
4.

𝑃 + 𝑄 = (𝑥3 , 𝑦3 ),

𝑃 ≠ ±𝑄,

𝑥1 +𝑥2

) +

+ 𝑥1 + 𝑥2 + 𝑎

where
and

) (𝑥1 + 𝑥3 ) + 𝑥3 + 𝑦1 .

If 𝑃 = 𝑄, 𝑃 + 𝑄 = (𝑥3 , 𝑦3 ) where 𝑥3 = 𝑥12 +
and 𝑦3 = 𝑥12 + (𝑥1 +

𝑦1
𝑥1

𝑏
𝑥12

) 𝑥3 + 𝑥3 .

Elliptic curve over finite field 𝔽2𝑚 is used in practical
cryptography, one of which is elliptic curve digital
signature algorithm (ECDSA). ECDSA consists three
steps: key generation, signature generation, and
verification algorithm [14].
Key Generation
1.

Select an elliptic curve 𝐸(𝔽2𝑚 ) which contains a
point with order 𝑛 where 𝑛 is a large prime.

2.

Select a point 𝑃 ∈ 𝐸(𝔽2𝑚 ) of order 𝑛.

3.

Select an integer 𝑑 ∈ [1, 𝑛 − 1].

4.

Calculate 𝑄 = 𝑑𝑃.

5.

Output: A public key (𝐸, 𝑃, 𝑛, 𝑄) and a private key
𝑑.

Signature Generation
1.

Input: A private key 𝑑, a message 𝑚, and a hash
function ℎ where ℎ is SHA-1

2.

Select an integer 𝑘 ∈ [1, 𝑛 − 1].

3.

Calculate 𝑘𝑃 = (𝑥, 𝑦) and 𝑟 = 𝑥 𝑚𝑜𝑑 𝑛.

4.

Calculate 𝑠 = 𝑘 −1 (ℎ(𝑚) + 𝑑𝑟)𝑚𝑜𝑑 𝑛.

5.

Output: A signature (𝑟, 𝑠).

Figure 1 Addition rule on elliptic curve.
Let 𝑛 ∈ ℤ and 𝑃 ∈ 𝐸 where 𝐸 is an elliptic curve.
The scalar multiplication 𝑛𝑃 is defined as these
following equations.
𝑛𝑃 = ⏟
𝑃 + 𝑃 + ⋯ + 𝑃 , for 𝑛 ≥ 0

(1)

The signature generation can be illustrated as the
scheme in Figure 2.

𝑛 times

𝑛𝑃 = − ⏟
𝑃 + (−𝑃) + ⋯ + (−𝑃), for 𝑛 < 0

(2)

−𝑛 times

Elliptic curve is defined over finite field 𝔽2𝑚 as
follow.

Figure 2 Illustration of signature algorithm.

Elliptic curve over 𝔽2𝑚 (denoted by 𝐸(𝔽2𝑚 )) is a set of
points which satisfy 𝑦 2 + 𝑥𝑦 = 𝑥 3 + 𝑎𝑥 2 + 𝑏 with
𝑎, 𝑏 ∈ 𝔽2𝑚 [12]. Let 𝑃, 𝑄 ∈ 𝐸(𝔽2𝑚 ) , 𝑃 = (𝑥1 , 𝑦1 ) and
𝑄 = (𝑥2 , 𝑦2 ). The addition law of elliptic curve 𝐸(𝔽2𝑚 )
has the following properties [13].
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Verification Algorithm
1.

Input: A public key (𝐸, 𝑃, 𝑛, 𝑄), a message 𝑚, and a
signature (𝑟, 𝑠).

2.

Compute ℎ(𝑚) where ℎ is SHA-1.

3.

Verify 𝑟, 𝑠 ∈ [1, 𝑛 − 1]. If 𝑟 ∉ [1, 𝑛 − 1] , the
signature is not accepted.

4.

Compute
𝑢1 = 𝑠 −1 ℎ(𝑚) 𝑚𝑜𝑑 𝑛
−1
𝑠 𝑟 𝑚𝑜𝑑 𝑛.

and

𝑢2 =

5.

Compute
𝑥0 𝑚𝑜𝑑 𝑛.

𝑢1 𝑃 + 𝑢2 𝑄 = (𝑥0 , 𝑦0 )

and

𝑣=

6.

first case is reusing the same random number 𝑘 for
different public keys. The second case is reusing the same
random number 𝑘 for the same public key.
There are some modifications of ECDSA which
prevent ECDSA weak randomness exploitation. Hussein
and Kashmar (2020) has modified ECDSA with two
private keys 𝑑1 and 𝑑2 . On 2021, Liu, Chen, Liu
modified ECDSA by using two random number 𝑘 and
𝑘1 . The differences between the original ECDSA,
Hussein and Kashmar Modified ECDSA, and Liu Chen
Liu Modified ECDSA is described in Table 1.
Table 1. Modifications of ECDSA

The signature is accepted if and only if 𝑣 = 𝑟.

The verification algorithm can be illustrated as the
scheme in Figure 3.
Key
Generation

Original
ECDSA

Hussein and
Kashmar (2020)

Liu, Chen,
Liu (2021)

Private key:
𝑑

Private key: 𝑑1 , 𝑑2

Private key:
𝑑

Public key:
(𝐸, 𝑃, 𝑛, 𝑄)

Signature
Generation

Figure 3 Illustration of verification algorithm.
The paper is structured as follow: first, we present
some modified ECDSAs which have been constructed to
avoid ECDSA weak randomness exploitations. Then, we
construct a modification of ECDSA to avoid ECDSA
weak randomness exploitations and the Rho method
attack.

2. RESEARCH METHODOLOGY
We use literature study in order to understand
ECDSA weak randomness and the Rho method attack.
Then, we analyse some modifications of ECDSA from
previous research and find that the modified ECDSAs
cannot prevent the Rho method attack. Finally, we
propose a modification of ECDSA which is resistant to
ECDSA weak randomness exploitations and also the Rho
method attack.

3. THE MODIFICATION OF ECDSA
ECDSA as described on the previous section is not
resistant to ECDSA weak randomness exploitations.
ECDSA weak randomness is generating a random
number which is not cryptographically secure. Reusing a
random number is one of the cases of ECDSA weak
randomness. There are two cases of ECDSA weak
randomness which reveal the user’s private keys. The

Verification
Algorithm

Public key:
(𝐸, 𝑃, 𝑛, 𝑄1 , 𝑄2 )

Public key:
(𝐸, 𝑃, 𝑛, 𝑄)

Random
number: 𝑘

Random number:
𝑘

Random
number: 𝑘, 𝑘1

Signature:
(𝑟, 𝑠)

Signature: (𝑟, 𝑠)

Signature:
(𝑟, 𝑠, 𝑘2 )

Signature is
accepted iff
𝑣=𝑟

Signature is
accepted iff 𝑣 = 𝑟

Signature is
accepted iff
𝑣=𝑟

On the original ECDSA and the modified ECDSA by
Liu, Chen, Liu (2021), the point 𝑄 is obtained by
multiplying the integer 𝑑 and the point of elliptic curve 𝑃
(in other word, 𝑄 = 𝑑𝑃) [7]. On the modified ECDSA by
Hussein and Kashmar (2020), the points 𝑄1 and 𝑄2 are
obtained by computing 𝑄1 = 𝑑1 𝑃 and 𝑄2 = 𝑑2 𝑃 [6].
The private keys 𝑑, 𝑑1 , 𝑑2 can be revealed by solving the
ECDLP problem. There are some algorithms which are
used to solve ECDLP, one of which is the Rho method
attack. The Rho method attack can reveal the private key
when the order of 𝑃 which is denoted by 𝑛 satisfies
0.886√𝑛 < 2100 [15]. It can be concluded that by using
the original ECDSA, the modified algorithm by Hussein
and Kashmar and the modified algorithm by Liu, Chen,
Liu, the private key can be revealed whenever 𝑃 with
order 𝑛 where 0.886√𝑛 < 2100 is chosen.
As a result, it is needed to construct a modified
ECDSA which is resistant not only to ECDSA weak
randomness exploitations but also to the Rho method
attack. To avoid the Rho method attack, we need to
construct a key generation algorithm such that the user’s
private key cannot be revealed by solving the ECDLP. To
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prevent ECDSA weak randomness exploitations, we use
two points of elliptic curve. Finally, we present a
modification of ECDSA.
Key Generation
1.

Select an elliptic curve 𝐸(𝔽2𝑚 ) which contain a
point with order 𝑛 where 𝑛 is a large prime.

2.

Select an integer 𝑑1 , 𝑑2 , 𝑑3 ∈ [1, 𝑛 − 1].

3.

Compute 𝑄1 = 𝑑1 𝑑3 𝑃 and 𝑄2 = (𝑑1 + 𝑑2 )𝑃

4.

Output: private keys 𝑑1 , 𝑑2 , and 𝑑3 and a public key
(𝐸, 𝑃, 𝑛, 𝑄1 , 𝑄2 ).

3.2. ECDSA Weak Randomness Analysis on
The Modified ECDSA
On this section, we will show that the modified
ECDSA is resistant to ECDSA weak randomness
exploitations. Using the modified algorithm, if the same
random number 𝑘, private keys 𝑑1 , 𝑑2 , 𝑑3 , and public key
(𝐸, 𝑃, 𝑛, 𝑄1 , 𝑄2 ) on two different messages 𝑚1 and 𝑚2 ,
the signatures (𝑟, 𝑠1 ) and (𝑟, 𝑠2 ) are obtained. Therefore,
the following equations are hold.
𝑠1 = 𝑘 −1 (𝑑1 𝑑3 + (𝑑1 + 𝑑2 )𝑟)ℎ(𝑚1 ) 𝑚𝑜𝑑 𝑛

(6)

𝑠2 = 𝑘 −1 (𝑑1 𝑑3 + (𝑑1 + 𝑑2 )𝑟)ℎ(𝑚2 ) 𝑚𝑜𝑑 𝑛

(7)

By using Equation 6 and Equation 7,

Signature Generation

𝑘 = (𝑠1 − 𝑠2 )−1 (𝑑1 𝑑3 + (𝑑1 + 𝑑2 )𝑟)(ℎ(𝑚1 ) −
ℎ(𝑚2 )) 𝑚𝑜𝑑 𝑛

1.

Select an integer 𝑘 ∈ [1, 𝑛 − 1]

2.

Compute 𝑘𝑃 = (𝑥, 𝑦) and 𝑟 = 𝑥 𝑚𝑜𝑑 𝑛.

3.

Compute 𝑠 = 𝑘 −1 (𝑑1 𝑑3 + (𝑑1 + 𝑑2 )𝑟)ℎ(𝑚)𝑚𝑜𝑑𝑛.

𝑑1 = (𝑑3 + 𝑟)−1 (𝑘(𝑠1 − 𝑠2 ) − 𝑑2 𝑟(ℎ(𝑚1 ) −

4.

If 𝑠 = 0, go to step 1.

ℎ(𝑚2 ))) 𝑚𝑜𝑑 𝑛

5.

Output: Signature (𝑟, 𝑠)

𝑑2 = 𝑟 −1 ((𝑠1 − 𝑠2 )𝑘(ℎ(𝑚1 ) − ℎ(𝑚2 ))

(9)
−1

− 𝑑1 𝑑3 ) −

𝑑1 𝑚𝑜𝑑 𝑛

Verification Algorithm

(8)

(10)

Input: A public key (𝐸, 𝑃, 𝑛, 𝑄1 , 𝑄2 ), a message 𝑚,
and a signature (𝑟, 𝑠).

𝑑3 = 𝑑1−1 (𝑘(𝑠1 − 𝑠2 ) − 𝑑2 𝑟(ℎ(𝑚1 ) − ℎ(𝑚2 ))) −

2.

Verify 𝑟, 𝑠 ∈ [1, 𝑛 − 1].

3.

Compute ℎ(𝑚) where ℎ is SHA-1

4.

Compute
𝑢1 = 𝑠 −1 ℎ(𝑚) 𝑚𝑜𝑑 𝑛
−1
𝑠 𝑟ℎ(𝑚) 𝑚𝑜𝑑 𝑛.

We can conclude that in order to reveal 𝑑1 , it requires
to have an information about the value of 𝑘, 𝑑2 , 𝑑3 . To
obtain 𝑘, 𝑑2 , 𝑑3 , it requires the value of 𝑑1 . Therefore, by
using this algorithm, ECDSA weak randomness cannot
be manipulated in order to reveal the user’s private keys.

5.

Compute 𝑢1 𝑄1 + 𝑢2 𝑄2 = (𝑥0 , 𝑦0 )
𝑥0 𝑚𝑜𝑑 𝑛.

6.

A signature is accepted if and only if 𝑣 = 𝑟.

1.

and
and

𝑢2 =
𝑣=

𝑟 𝑚𝑜𝑑 𝑛

(11)

3.3. The Resistance of The Modified ECDSA
Against The Rho Method Attack

If a signature (𝑟, 𝑠) is generated by a user’s with
public key 𝑄, the following equation is obtained.

If the Rho method attack is implemented on the
modified ECDSA, the values 𝑑1 𝑑3 ≡ 𝑎 𝑚𝑜𝑑 𝑛 and 𝑑1 +
𝑑2 ≡ 𝑏 𝑚𝑜𝑑 𝑛 are revealed. However, an integer which
is equivalent to 𝑎 𝑚𝑜𝑑 𝑛 or 𝑏 𝑚𝑜𝑑 𝑛 is not unique. As a
result, even though the values of 𝑎 and 𝑏 are known and
Equation 9 is obtained, the private keys 𝑑1 , 𝑑2 , 𝑑3 cannot
be found.

𝑠 = 𝑘 −1 (𝑑1 𝑑3 + (𝑑1 + 𝑑2 )𝑟)ℎ(𝑚) 𝑚𝑜𝑑 𝑛

4. CONCLUSION

3.1. Validation Analysis on The Modified
ECDSA

𝑘=

𝑠 −1 (𝑑1 𝑑3

+ (𝑑1 + 𝑑2 )𝑟)ℎ(𝑚) 𝑚𝑜𝑑 𝑛

Since Equation 2 holds, 𝑢1 = 𝑠
𝑢2 = 𝑠 −1 𝑟ℎ(𝑚) 𝑚𝑜𝑑 𝑛, we obtain
𝑘𝑃 = 𝑢1 𝑄1 + 𝑢2 𝑄2 = (𝑥0 , 𝑦0 )

−1

(3)
(4)

ℎ(𝑚) 𝑚𝑜𝑑 𝑛, and
(5)

Since 𝑘𝑃 = (𝑥, 𝑦) and 𝑟 = 𝑥 𝑚𝑜𝑑 𝑛 , 𝑣 = 𝑟 is
required.

The modification of ECDSA as presented on the
previous section is resistant to ECDSA weak randomness
exploitations and also the Rho method attack.
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