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Abstract. As a big agricultural country, “agriculture, rural areas, and farmers” is
one of the critical areas of national economic development. Among them, rural
finance is related to the development of the agricultural economy and the poverty
alleviation of thousands of farmers. The existing agricultural finance has exposed
many problems in the supply mode: poor information, inaccurate information,
information insecurity, and so on, which have seriously hindered the develop-
ment of agriculture. With the rapid growth of big data, the Internet of Things,
blockchain, and other financial technologies, how to rely on new technologies
to build a new agricultural financial supply model to achieve accurate and secure
information transmission is the focus of this research. This paper mainly discusses
the system architecture of integrating the Internet of Things and blockchain and
its data collection, processing, and storage. In order to solve the accurate and safe
information of the agricultural financial supply chain, an intelligent security sys-
tem combining the Internet of Things and blockchain was designed based on the
requirements of a security management system.

Keywords: Agricultural finance · Data security · Blockchain · System
architecture

1 Introduction

The structure of the intelligent factory system is very complex, and all modules are
inextricably linked. Recently, the scale of intelligent factory system construction has
become bigger and bigger, and the number of functional modules and equipment is
rapidly expanding. The frequency of internal module commands and data interaction in
the system is increasing [1]. Generally speaking, there are four most critical functional
modules in the system. Besides data storage and safety, it also includes command control
and authority management modules.

All systems related to industrial manufacturing have personalized commands and
protocols. Each system uses different formats when storing data. Multiple systems can-
not communicate instantly [10]. In addition, IoT devices do not have enormous storage
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and computing capabilities. It is pretty limited, so it is more troublesome to process the
data, and the data has to be uploaded to the center of the cloud, disrupting real-time
performance on the field. From this, it can be seen that the Internet method under the
traditional model is mainly centered on the cloud. With the continuous increase in the
demand for intelligent equipment, it is gradually shifting to the fields of distributed com-
puting and regional centralization. In addition, according to statistics from authoritative
departments, every device in a manufacturing plant generates an incalculable amount
of data every day. However, more than 95% of it is temporary data. If these data are
stored and processed, it will likely lead to resources. Excessive waste, so the essential
requirement of the Industrial Internet of Things lies in the safe storage of critical data
[6]. Recently, Scientific development has continued to accelerate, communication tech-
nology has become more advanced, and the demand for network security has increased.
The Internet of Things equipment is likely to be illegally operated by illegal personnel in
the actual operation process. You can successfully log in directly through the password
and IP address, often bringing incalculable losses. At present, the research emphases of
scientists are mainly on improving the security of the Industrial Internet of Things. To
improve the safety of the IIoT, this article mainly studies the design of system functional
module architecture, data storage-double chain storage structure, edge computing, and
other aspects. The data collected and processed by the IoT are stored on the blockchain
[9], which plays the role of data correctness and tamper-proofing.

2 Industrial Internet of Things

The IoTmeans the real-time collection of anything or process that needs to bemonitored,
connected, and interactive through various information sensors and the collection of all
kinds of the required information. Through various possible network access, the close
connection between things and things and between things and humans are realized, and
the intelligent perception, recognition, and management of things and processes are
realized. Through the IoT, the Internet and things can be quickly connected, and on this
basis, seamless docking can be achieved. In the specific application process, short-range
mobile transceivers can be embedded in everyday items and small accessories, which
only the IoT operation can be realized. This is also a new way for the IoT, things, and
people to communicate,making the communicationmore smooth, Real-time sharing [2].
Many devices, including sensors, mobile phones, and tags, are linked together to form
a powerful perception system through the IoT. It can be seen that through the Internet,
some things can be linked to terminal equipment anytime and anywhere, intelligent
identification can be performed in a short time, and personalized services can be provided
by following per customer needs.

Newly, the global manufacturing industry is in a period of transformation, and its
development direction is concentrated in the fields of ecological green and intelligence,
and with the characteristics of networking, personalization, and service [6]. The Indus-
trial Internet of Things is a brand-new network system that connects systems with people
in a short time and provides various services for the manufacturing industry. Based on
the Internet, personalized solutions and related standards can be provided in the light of
the specific situation, and the gap in equipment data can be bridged. Therefore, operators
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inside and outside the shopping mall can obtain valuable communication data. Besides
the immediate processing of the intelligent connection of multiple physical objects, the
Industrial IoT can also apply IT tools for processing in various scenarios in the digital
shopping mall. It uses cloud data to realize online Internet applications, mainly through
the production and logistics system, to collect resources and processes. Dynamically, the
ability matching is completed on this basis. This article mainly discusses the framework
model, data storage, and RFID things in-depth and puts forward a new management
framework based on product communication as a reference. The framework mainly runs
in the IoT manufacturing environment to achieve intelligent manufacturing.

3 System Function Module Architecture Design

An In-depth discussion on the personalized needs of the intelligent factory system, while
focusing on the research of Ethereum smart contracts and blockchain technology, and
specifically developed a matching safety management system. Taking specific functions
and attributes as a reference basis, the intelligent factory system can be divided into four
different layers [7], the top layer is the user layer, the second layer is the application
layer, the third layer is the container layer, and the last layer is the device layer. Two
significant modules play a vital role in the system infrastructure. The first is a business
interaction module, and the other is an intelligent contract module.

3.1 Device Layer

The device layer includes all the edge devices required for enterprise Internet opera-
tions, including computing and perception devices. Among them, the sensing device is
composed of various controllers, which mainly provide a sensing method for the man-
ufacturing process, quickly perceive the internal and external environment information
of the object, and fully support the management and operation of the equipment at the
physical level. The sensing device itself does not have any computing power. Therefore,
to reduce the computing capacity of the server and comprehensively improve the data
analysis and processing capabilities, BEIIoT, which is an edge computing IIOT architec-
ture based on blockchain, specifically adds powerful computing devices at the end close
to the user, which is mainly composed of IoT gateways and access points. In addition,
it also includes a micro data center that can achieve fast calculations, which is also an
effective remedy for the lack of its computing power, but it is lightweight in terms of
computing power. There is also an IoT gateway at the device layer, an industrial Internet
data transmission terminal, which can perform fast calculations or cache required data
based on the actual situation and quickly connect the Internet with edge devices. On this
basis, comprehensive management and control of IoT terminals and Gateway.

3.2 Container Layer

The number of servers in the manufacturing factory is vast. In terms of structure, they are
distributed P2P structures. They have a consensus mechanism combined into a robust
blockchain through data storage. All servers are in the same local area network and are
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owned by the same enterprise. The authentication process is mainly completed with the
firewall IP, maintaining a high degree of trust, and other enterprise servers usually cannot
access it, so the blockchain belongs to a private chain. In the container layer, one IoT
gateway canmanage more than two edge devices at one time, and one server can manage
more than two IoT gateways. BEIIoT can directly encapsulate all servers and devices
in the container, virtualize their resources and publish them in the middle layer. When
users manage edge devices, they can directly access the blockchain platform. Expand
the combination to have powerful functions and make full use of resources. After rapid
processing through multiple containers, the original data becomes more streamlined and
more valuable data is obtained, and the amount of data disseminationwill be significantly
reduced. On this basis, the stable and safe operation of the BEIIoT architecture can be
ensured. All servers belong to the P2P network so that P2P communication will come
true through BEIIoT, and relevant data can also be shared in real-time.

3.3 Application Layer

The role of the application layer is to sort out and analyze all the data and services
provided by the middle layer, combine diversified analysis needs, manufacturing pro-
cess accuracy, and user personalized needs to refine advanced application services and
implement multi-level applications on this basis.

3.4 User Layer

The user-level platform can be divided into two or more roles by combining the dif-
ferences in specific types. There are certain differences in the permissions of each role.
The management and operation of the BEIIoT platform are mainly completed through
the application-level service interface, and the user types can be deleted or added at any
time according to personal needs. The BEIIoT system mainly includes four different
users, with differences in specific permissions: (a) Administrator, who has all operating
permissions and comprehensively manages equipment, servers, and users; (b) Opera-
tor, who only has operating permissions for the system, such as reading data, operating
equipment and accessing server terminals; (c) analysts can read data at any time and carry
out in-depth analysis, for example, analyze whether the equipment fails and conduct an
in-depth analysis of the product life cycle; (d) security Supervisors, once any abnormal
situation occurs in the manufacturing environment, the system will automatically send
out an alarm signal.

4 Primary Technology

4.1 Distributed Structure-P2P

At present, most manufacturing systems are single-point systems. Problems such as
failure of a single node and excessive pressuremake efficient use and sharemanufacturing
resources. To effectively avoid equipment safety, integrity, and scalability issues caused
by extended processing time, reduced reliability, and inconsistent interface protocols
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in the communication process of the system, distributed storage is specially introduced
based on the actual situation. The BEIIoT server node belongs to the P2P structure,
which can carry out network communication at any time and can complete distributed
coordination during decentralized processing. The system operation will also become
more accessible, with greater scalability, and it can also solve traditional server terminals.

4.2 Data Storage: Double-Chain Storage Structure

4.2.1 Double-Chain Storage Structure

The BEIIoT architecture stores relevant data based on time. As one of the nodes, all
servers compete with their computing and storage capabilities. If the storage rights are
successfully obtained, the server integrates the data blocks and quickly stores them in
the blockchain. The administrator can trace the data source at any time, fully guarantee
the security of data operation, and prevent the single-node server from being maliciously
controlled by illegal personnel to cause information theft [8]. A typical block-chain is
mainly connected by sequence when storing data blocks, and the reference basis is the
timestamp, and thedata blocks are storedon the correspondingnodes.Node storage rights
mainly depend on the consensus mechanism, including proof of rights POS and proof
of POW. The battery life of industrial IoT edge devices is short, and the networking and
computing capabilities are generally low. Therefore, it is necessary to deploy a consensus
mechanism inside the server. If the edge device data block is successfully generated, it
needs to be completed by the serverwhen participating in the correct storage competition,
and then the data block is written internally; the device data can be quickly generated at
any time during application, and it has the characteristics of delay sensitivity [4]. If the
Industrial Internet of Things is directly combinedwith the regional block, all devices will
generate data blocks and write them into the corresponding data chain for the first time.
Because the consensus algorithm calculation process is more complicated, data storage
cannot be completed quickly, resulting in a gradual decrease in platform sensitivity,
which is very likely. This leads to confusion in block data. Therefore, manufacturing
companies generally addmore than twoproduction lines in the actual applicationprocess.
If only valuable data is stored without distinguishing the production lines, it is likely to
confuse the internal production data of the blockchain.

4.2.2 Edge Computing

Edge computing (EC) is often used in the IoT. It is one of the common distributed
structures. It is also a popular Internet evolution method in recent years. Through edge
computing, various intelligent communication devices, including smartphones, cameras,
displays, and sensors, are integrated with the data center and then processed in a virtual
environment [3]. On this basis, the end-to-end life cyclewill complete informatization. In
specific practice, edge computing nodes can be used as a distributed network component
to provide Internet services, storage, and computing to terminal devices. In other words,
edge computing refers to adding analytical data and computing capabilities to network
edge devices, and most of the previous servers are migrated in. Network bandwidth
pressure will gradually decrease, and server computing tasks will also be reduced [3].
The processing speed of the data will go on increasing, as will the computational speed.
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4.3 Data Security Strategy Design

Analyze and study the criticality of the internal data of the intelligent factory system,
which can be classified into two types, the first is non-critical data, and the other is
critical data. Combining the design characteristics of the data itself, the system will give
differentiated protection [5]. There are significant differences between these two data
storage methods within the system. The former is usually stored in off-chain devices,
such as common AGV motion path data; the latter is stored in the blockchain, such as
user permissions and personal identity information.

4.3.1 On-Chain Data Security Strategy Design

The data stored in the blockchain is also called data on the chain. Because the blockchain
itself has consensus mechanisms, tampering with this data is extremely difficult and is
usually used to preserve critical data within the blockchain.

4.3.2 Design of Off-Chain Data Security Strategy

The amount of data stored on the internal blockchain of the system is not much. From
the relevant data, it can be seen that the block-chain cannot help to store a vast amount
of data. Therefore, other data in the system can be stored off-chain, such as non-critical
ecological information in the production process of an intelligent factory.

5 Reliable Traceability Data Collection

5.1 Construction of Application System Environment

To enable users to track the source of information more quickly, ensure the security
and authenticity of the information, and comprehensively reduce the instability of the
acquisition equipment itself and the vulnerability of being vulnerable to external attacks,
this paper designs a new data collection mechanism in combination with the actual
situation. The basic structure includes different modules; besides communication and
equipment acquisition modules, it also includes IOT gateway and data storage modules.

5.2 Construction and Implementation of Test Environment

Create a user interface, smart contract, and blockchain system through the existing
device data to jointly build a robust security management system. Environment tests and
data collection of this system mainly come from the intelligent factory system of the
beef. The system includes critical equipment, such as industrial PCs, data collectors,
and substantial production lines. Based on the part of the control data in the production
line, a comprehensive test is carried out in combination with system operation and AGV
control commands.

The data collection mechanism mainly includes three items; in addition to data col-
lection and processing, it also includes data storage. Data storage is mainly done with
the help of the database BigchainDB. The database includes two items, the first item
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Fig. 1. The flow chart of the data collection mechanism.

is additional data, and the other item is asset data. The former is attribute information,
which can be adjusted or deleted using transfer and asset creation; the latter generally
refers to the traceability object information; for example, the input number has a relative
and unique asset ID. It cannot be changed; the specific operation can be seen in Fig. 1.
The process of the data collection mechanism is mainly as follows: collecting the envi-
ronmental temperature of animals for classification, comparison, filtering, calculating
the average value, etc. If the number of failed statistical data is too much, the system
will give a false alarm. Finally, the critical information of the processed data is stored in
the blockchain, and the non-critical information is stored outside the chain.

5.3 System Security Test

The Internet of Things environment usually refers to storage systems, IoT gateways,
and acquisition devices. This article mainly verifies them through experiments. The
environment is an indoor simulation environment. (1) Acquisition equipment: a board
composed of a microcontroller module, a power supply module, a sensor module, a
LoRa radio frequencymodule, etc. (2) IoT gateway: The gateway carrier mainly chooses
Raspberry Pi 3B+, the memory capacity is 1 GB, the operating system is a Linux system,
withWi-Fi function support; (3) Storage system:After data collection is completed, it can
be saved through BigchainDB, because the Internet of Things devices is easily affected
by the external environment during use. Fluctuations may occur in the process, resulting
in distortion or failure of data collection. According to the actual situation, the data
collected in this article mainly uses 3 NodeMcus, and the environment chooses breeding
or transportation and contains every 5 s for a total of 500 collections. Assuming that the
temperature is between 21 °C and 29 °C, if it is lower or higher than this temperature, it
is a failure (Fail).

The experimental results show that device 1 collected the environmental temperature
value at the third, the 43rd, and the 65th failure times, a total of 16 times, device 2 failed
a total of 10 times, and device 3 failed a total of 8 times. It is not difficult to see that all
IoT devices fail during data collection, so the device is unstable during operation. This
article uses 3 NodeMcu collection devices to minimize the risk of data loss and transfer
it to the raspberry after collection. Send gateway.

After receiving the data, the Raspberry Pi gateway filters it, sorts and counts useless
information, counts and warns abnormal devices, and calculates the storage temperature
value. This way can reduce the data redundancy, errors, and deviations caused by the
unstable operation of the device. And other issues.
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Fig. 2. Comparison of error temperature data of Internet of Things gateway

Twomethods aremainly used to reduce data errors. The first is amoving average, and
the other is the average. The Fail data is directly processed with 0. The black dotted line
belongs to the average temperature, and the unstable operation of the device may cause
deviations in the results. For example, when collecting data, the 21st, 41st, 185th, and
222nd times all experienced sharp fluctuations, and the value of the 222nd time directly
soared to 23.6 °C. Using the moving average calculation method helps the temperature
value smooth, as shown in Fig. 2.

From the experimental results, it can be seen that collecting temperature and humidity
data through multiple devices can help reduce the deviation caused by data missing, and
then analyze and process with the help of the Raspberry Pi gateway to reduce the data
redundancy caused by the instability of the device itself, Errors and deviations, etc. It
makes the data more authe and reliable.

The security of the data stored on the blockchain in the system is mainly responsible
for the blockchain. The system usually only stores digital information such as digest and
does not have security protection. However, the digital digest is usually stored inside
the blockchain. Therefore, to quickly identify whether the data has been tampered with
when selecting the used data, the digest needs to be removed and then contrasted with
the digital digest saved in the blockchain to confirm whether the data has been tampered
with [10]. When testing, you first need to encrypt the information, get the digital digest,
and store it inside the blockchain. After comparison, you can get an entirely consistent
digital digest, and the systemwill not release a warning signal; but if the data is tampered
with in contrast, the system is likely to release a warning message.

6 Conclusions

At present, the penetration rate of themanufacturing industry and blockchain technology
is getting higher and higher, and the probability of the manufacturing industry applying
blockchain technology will continue to improve. Brilliant factory for all-round devel-
opment in recent years, the system operation scale continues to expand, and network
topology is not enough to focus. However, the rate of interactions between system data
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and devices is higher. The traditional control system will cause a considerable impact
on the Internet of things and development as the foundation block chain combination
technology mature and stable intelligent factory system is a trend for future develop-
ment. This article mainly discusses IoT data collection and data processing in depth. The
integration of the IoT and blockchain saves the critical information of the data processed
by the IoT on the blockchain and designs an intelligent safety system integrating the IoT
and blockchain with the requirements of the safety management system as a reference.
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