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Abstract. Digital-based education is an educational innovation that is integrated
with information and communication technology. In welcoming education 4.0,
digital-based education has previously been developed such as the use of digital
devices and start-ups or learning applications that are tailored to the needs of
students. Since the COVID-19 pandemic broke out, the digitalization of education
has grown and is indispensable in the practice of distance learning. Learning
that previously took place face-to-face was forced to switch to online learning,
thus demanding the digitization of media, materials, and learning activities. In
the post-pandemic era, digital-based education must continue to be developed to
build better education. This article aims to explain the opportunities, challenges,
and practices of digital-based education based on a study of several scientific
journals. The research method used in this article is a literature study from several
international journal databases. The results of this literature study can be used as
consideration for educators, government, and learning technology developers so
that the implementation of education is more relevant and effective in improving
the quality of human resources.
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1 Introduction

Advances in information and communication technology have affected many aspects
of life, including education. The dynamics of cellular technology and the internet have
created new opportunities for education [1]. In teaching and learning activities, digital
devices and applications are used to deliver the material. Use of digital devices such
as laptops, smartphones, teacher blogs, Kahoot! Edpuzzle, Padlet, and so on are very
supportive of student learning success [2].

Before the COVID-19 pandemic hit, the use of ICT in education had been carried
out, but not all learning processes were digitized because face-to-face learning and con-
ventional teaching were still common [3]. COVID-19 has wreaked devastation around
the world since its emergence in late December 2019, and education, like any other
industry, has been particularly heavily struck. Students, schools, colleges, and universi-
ties have all suffered significant consequences. Children are absent from the classroom
due to a policy of social separation. As a result, education has undergone significant
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transformations, with the rise of e-learning and mobile learning, in which teaching is
done remotely and via digital platforms.

The COVID-19 outbreak has had an impact on education. The transition from offline
to online learning should be made. This adjustment has a significant impact on students’
abilities. According to some previous studies, pandemics cause learning loss [4–6].
Learning loss is a decrease in learning ability caused by a learning process that is not
optimal [7]. Learning during the COVID-19 emergency caused some problems and
learning difficulties [8]. Both teachers and students were shocked by the change in the
learning system differences in media and online learning methods cause a decrease in
understanding and learning achievement.

After entering the new normal era, several regions have implemented face-to-face
learning that is not full and pays attention to health protocols. Meanwhile, several other
regions continue to carry out online learning. This fact shows that digital learning is
still and will continue to be needed even as we enter the post-pandemic era. In addition,
digital learning must continue to be developed and applied to welcome the Education
and Industry 4.0 revolution to improve the quality of human resources. The role of
government and institutions in mitigating the pandemic’s negative effects on education
is critical, notably through optimizing education’s digitization, providing ICT facilities,
and fostering public trust [4].

Therefore, a comprehensive analysis is needed that can help stakeholders to evaluate
and improve digital-based learning. The purpose of this study is to examine the imple-
mentation of digital learning, challenges, and opportunities of digital learning in the
post-pandemic era by using a literature review approach to several international journals
and research on digital-based learning.

2 Methods

2.1 Research Questions

This article aims to examine scholarly publications published between 2012 and 2021
that explore the application, potential, and problems of educational digitalization. The
basic questions of this paper include the following:

• What are the forms of implementing digital-based education?
• What are the chances of digital-based education?
• What are the challenges of implementing digital-based education?

2.2 Database Sources and Search Term

Journals, conferences, seminars, and debates from early January 2012 to December
2021 were used as sources for this study, with the most recent date being December
2021. SpringerLink, ERIC (Education Resources Information Center), Taylor and Fran-
cis Online, Wiley Online Library, Cambridge Core, SAGE Journals, Emerald Insight,
and Science Direct are among the electronic information sources used. The document for
this source was targeted using the keyword ‘digital-based education’ and ‘digitalization
of education’. The search was limited to the months of January 2012 to December 2021.
After then, 2956 papers/items were discovered.
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Table 1. Database journals

Database Journals Number of Papers The Inclusion Criteria

ERIC 115 4

Science Direct 755 20

Cambridge Core 1040 3

SAGE Journals 609 10

Springer 154 1

Taylor and Francis Online 73 3

Emerald Insight 105 1

Wiley Online Library 105 1

2.3 Determination of Research Papers to Be Reviewed

The research article in this study was chosen and ranked according to a set of inclusion
and exclusion criteria. Papers are screened by looking for titles, abstracts, and journal
content that are relevant to the issue of digital-based education. Then, weed out any
articles that don’t match the requirements for inclusion. Articles that meet the inclusion
criteria must: (1) be appropriate and relevant to the keyword ‘digital-based education’
and ‘digitalization of education’ in the title, abstract, content, and keywords; (2) specifi-
cally discuss technology-integrated education; (3) discuss the benefits and or challenges
of implementing digital learning from both the student and teacher perspectives; and
(4) provide empirical data and information about the research methodology used (not
preliminary studies and examples).

Finally, 44 articles out of 2956 satisfied the criteria for evaluation and assess-
ment, based on the previously established guidelines. These publications may be found
in databases such as Scopus, ProQuest, EBSCO, INSPEC, ERIC, Google Scholar,
PsycINFO, Gale, ERA, SCImago, Researchgate, and ERIH PLUS. Based on our search
for the article, we discovered that digital education research has increased in the previous
two years, particularly since the COVID-19 pandemic, which triggered changes in the
education system, such as the shift from face-to-face to distant learning. Table 1 shows
the results in further detail.

3 Results and Discussions

This section discusses the results of the review. The discussion is divided into three
sub-sections, namely the form of digital-based education, chances, and challenges of
digital-based education.

3.1 What are the Forms of Implementing Digital-Based Education?

• Electronic Learning (E-Learning). During the pandemic, e-learning has become a
good alternative to learning, where teachers think that e-learning is an innovative and
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effective method of transferring material to students [9]. Electronic-based learning is
learning that is conducted via the use of information and communication technology,
particularly electronic technology. That includes not just the internet, but also all
electronic devices such as film, video, cassette, OHP, Slide, LCD, projector, and other
similar technologies [10]. Some characteristics of electronic learning include utilizing
electronic technology services, utilizing computermedia, and using teachingmaterials
to be studied independently that can be accessed anytime anywhere [9]. There are 9
papers that report that ICT-assisted learning (such as the use of mobile phones, digital
devices, computers and videos) can increase the effectiveness of learning and student
activity. Other studies report that e-learning systems are very useful and adaptive in
supporting personalized learning, taking into account the user’s emotional state and
offering time flexibility [11].

• Mobile Learning (M-learning). M-learning is a type of learning that makes use of
technology and mobile devices [12]. The gadget in this example might be a PDA,
mobile phone, laptop, tablet PC, or other similar devices. Users may access digital
learning information anywhere and at any time with mobile learning, eliminating the
need to attend a certain location at a specific time (5 papers). Learning app, digital
books, educational mobile game, social media, and learning process management are
all examples of mobile learning implementation [13–15]. COVID-19 accelerated the
education trend towards a digital learning environment, where mobile learning is a
very appropriate alternative to enrich the quality of learning during the pandemic [12].

• Game-based Learning. Game-based learning is a form of digital learning that uti-
lizes games for educational purposes to significantly support the learning process
[16]. Many researchers in recent years have proven that game-based learning is quite
successful when used in learning. Several previous studies on game-based learning
showed that the games used could be PC games, Android games, web games, or
iPhone games. There are 4 papers prove that game-based education has a significant
impact on student motivation, and it can make students feel pleased, more excited,
challenged, and foster collaboration among friends [17–20]. According to previous
studies, game-based learning, particularly card games, can boost attention,motivation,
and curiosity.

• Blended learning. Blended learning can be defined as a learningmethod that combines
conventional learning methods with digital media [21]. Because its possible imple-
mentations media and approaches and is utilized for different audiences’ (students’)
demands, the blended learning model’s learning environment may be employed indi-
vidually [22–25]. For example, in a teacher-directed setting with person-to-person
contact in a live synchronous (direct time-dependent learning) and high-fidelity envi-
ronment, face to face learning happens. While the distant learning system promotes
self-paced learning and material exchanges in an asynchronous (non-time dependent)
and low-fidelity environment (text only).

3.2 What are the Chances of Digital-Based Education?

• Improving the quality of teaching and learning. Digital tools will enhance the learn-
ing experience for all of our kids and adolescents [3]. We know from our student
consultations that our students are already well-versed in digital technology and that
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they will support their expanding usage as part of their education. There are 18 jour-
nal papers show that ICT-assisted learning can enrich the learning experience. For
children and young people, digital learning activities can increase digital literacy and
have a positive impact on supporting the quality of education.

• Digital-based education can help students enhance their critical thinking, problem-
solving, collaboration, and learning achievement (10 papers). Using interactive digital
media can support collaborative learning [26]. Blended learning and virtual learning
are very good for individual learning and can improve critical thinking skills [20,
23, 27]. Electronic learning can improve group learning outcomes better than face to
face learning [22]. Mobile learning has a positive effect on learning, the integration
of cell phone technology with learning activities can increase student engagement,
collaboration, and learning achievement [28]. On the other hand, Collaboration in
pedagogical implementation is supported by a digital learning environment [29].

• More chances to create a mobile app and a website for academic purposes. We require
learning innovations in the post-pandemic period. In the post-pandemic era, not all
schools return to face-to-face learning, and however, we still need learning innovation
to realize a more advanced 4.0 education. Digital applications, such as games, have
proven to be the right and effective alternative in improving student competence [27].
Application features that are more attractive and following learning objectives still
need to be developed in the future [18, 30]. The need for digital educational solutions
during the pandemic has created opportunities for learning technology developers and
facilitators to create media and teaching materials, both in the form of android-based
and web-based tools [31].

• Increasing parental and student participation. Online learning makes parents have to
accompany and be actively involved when their children learn online. This relates to
self-discipline and child safety when accessing the internet. Based on findings from
3 journals, it was concluded that digital learning increases parental involvement and
positive response to technology and digital media [32–34].

• Digital based education offers flexibility, interactivity and alternative tasks (9 papers).
So, it increases student activeness. Digital-based education allows learning that can be
adapted to the needs and conditions of students [27]. The use of ICT allows facilitators
to design learning to be more interactive with a variety of student assignments [11,
20, 27].

• Elevate digital literacy. Teachers and students alike would benefit from increased
experience and education in the use of digital devices and apps. Using an app might
encourage kids to try new things and be more creative [3, 9]. Digital-based learning
such as online learning and e-learning is actually able to improve digital literacy among
teachers and students, both from aspects of basic digital literacy skills, background
knowledge, ICT skills, to the perspective of thinking and behaving [35, 36].

• Educational start-ups are being developed. Quipper, Ruangguru, Zenius, and other
start-ups are important in the post-pandemic age because they can facilitate person-
alised learning when classes are not entirely held offline yet. The need for digital solu-
tions in the field of education opens up opportunities for start-ups, digital networks,
and online learning platforms [31].
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3.3 What are the Challenges of Implementing Digital-Based Education?

• Poorly internet access. Some teachers and students have difficulties to access internet
because geographic conditions and their socio-economic background (9 papers). One
of the serious obstacles in digital learning is the lack of educational facilities equipped
with digital devices [4]. Technology and internet connectivity are important issues that
hinder online learning and frustrate students to learn [9, 37]. Students who come from
low-income families have difficulty accessing the internet because they cannot afford
digital devices, so that their learning participation is very low during the pandemic
[34].

• Digital literacy. The ability to use digital devices such as computers, laptops, mobile
phones and access the internet is an important requirement for electronic learning [3].
Low digital literacy makes it difficult for them to utilize ICT and understand learning
(9 papers). Poor knowledge and skills in conducting virtual learning is a significant
challenge in the implementation of distance learning [34]. Teachers’ age and willing-
ness to use ICT also affect their skills in implementing digital-based learning [38–40].
Low teacher self-efficacy, as well as a lack of pedagogical understanding, might make
it difficult to properly integrate technology in the classroom [39]. Teacher readiness
in mobile learning systems is very important, especially professional abilities that
support them to have the passion and technical skills in integrating mobile technology
into the classroom [39].

• Teacher anxiety. A significant issue is teacher loss of control of students’ behavior and
progress in the virtual world [20]. The majority of teachers feel that virtual learning
reduces their monitoring of student progress and actions. In online learning, cheating
behavior, for example, cannot be monitored directly. However, the use of games with
mobile phones needs to be supervised by parents and teachers. A study showed dif-
ferences in student learning outcomes that were not so significant when using iPhone
games and traditional games, thiswas because studentsweremore interested in iPhone
games not because of the learning material in the game, so it was feared that students
were more addicted to gadgets [19].

• Digital learning must be infused with character education. Some of the weaknesses
of digital learning include the possibility of cheating by students, integrating cultural
values, and the emergence of a consumptive attitude towards the internet [41–43].
Difficulties in integrating character education in digital-based education because there
is no supporting curriculum [34].

• Digital based education is not suitable for practical courses (4 papers). Difficulties
in practical learning such as entrepreneurship and sports require the development of
learning media that are exactly the same as real life [3, 44]. A study reports that the
use of mobile digital learning media among practicum teachers is still low because
there is no media that is completely identical to the actual practicum or laboratory
[45].

4 Conclusion

From that, all reviews can be concluded that digital-based education has many benefits
or chances. It shows that ICT support in education can help to build better education.
Especially in the post-pandemic era,we needmore innovation and elevate digital literacy.
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The government can reshape school education and makes a curriculum that is inte-
grated with digital and character education. Reducing the digital divide in all regions
also can help to increase the success of digital-based education. Future research needs to
consider the importance of digital learning for practical subjects and vocational schools.
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