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Abstract. The rapid development of information and communication technol-
ogy, the rapid growth of the economy, with the current globalization altogether
has expanded the transaction space to be diverse. One of the innovations inmaking
transactions today is the existence of electronic commerce or commonly referred
to as e-commerce. People in different parts of the world can make easier transac-
tions for goods and services just by relying on the internet network. Seeing the
increasing number of internet users, of course this makes electronic transactions
more attractive to the public because it is considered easier and more practical.
However, over time, various complaints arise from consumers who like to make
electronic transactions because of the ease of e-commerce, it turns out that the
security of personal data of millions of users is under great threat due to weak
regulations covering this issue. The research aims to understand the urgency of
personal data protection as part of the human rights of e-commerce users and how
procedures should be carried out and showcases the effects of strict criminal laws
that must be taken to take action in the event of a leak of user data.
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1 Introduction

E-commerce is defined as buying and selling transactions made using the internet net-
work, conducting e-commerce transactions for buyers and sellers can save costs and
time. Despite providing significant benefits, e-commerce or known in Indonesia’s posi-
tive lawswith commerce through electronic systems still has loopholes against violations
of the right to use privacy as a consumer and minimal protection of personal data is a
right to privacy. There are no specific regulations regarding the right to privacy or protec-
tion of personal data [1]. The right to privacy over personal data is something that must
be protected in electronic activities, one of which is e-commerce, because in addition
to being everyone’s privacy, personal data is also an asset or commodity that has high
economic value.

The concept of consumer protection is commonly used to classify measures that
seek to ensure that consumers are treated fairly and that their rights are protected in
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commercial transactions involving the supply of goods or services. People are worried
that their personal data is being leaked and used by irresponsible parties. Reflecting
on the current situation and the lack of regulations that support the protection of e-
commerce consumers’ personal data, this is one reason for authors to research about the
legal protection of personal data as a right to privacy of e-commerce consumers.

In this study, the authors will focus on two issues. First, what is the conception of
personal data, which is the right to privacy for consumers in e-commerce transactions?
Second, how does the legal construction of personal data protection law as the privacy
of e-commerce consumers? Given that in Indonesia there is no personal data protection
law that specifically regulates and this causes a legal vacuum and also the absence of
legal certainty to address legal issues related to the personal data of the Indonesian
people. So starting from this issue, the author was moved to examine the legal issue
to examine this legal issue in relation to the tendency of legal vacancies regarding
compensation for losses suffered by consumers in the event of negligence made by
e-commerce platforms, which led to the leakage of consumers’ personal data which is
a right to privacy. Consumers as users of e-commerce services. The research aims to
understand the urgency of personal data protection as part of the human rights of e-
commerce users and know the construction of personal data protection laws, which are
privacy rights.

2 Research Methods

In line with the description in the introduction, the author uses normative juridical meth-
ods, namely by examining library materials or secondary data that includes primary and
secondary legal materials. In this study, the authors used the statutory approach, which
is an approach used by examining all laws and regulations relating to legal issues or
issues to be discussed. In this study, the author used the method of library research by
making an inventory of laws and legal literature. Efforts are made to obtain secondary
data in the form of primary and secondary legal materials with documentation studies,
namely by studying or critically examining legal documents that have relationships with
legal issues regarding protection. Laws on personal data, which is the right to privacy of
e-commerce consumers.

3 Results of Discussion and Research

3.1 Self-protection of Personal Data Protection for Consumers in E-Commerce
Transactions

In online transactions, it is very important to pay attention to the extent to which con-
sumers can be accessed by the protection of personal data. Issues of protecting con-
sumers’ personal data will also arise in payment mechanisms in particular: i) how to
determine which party is responsible for the use and management of consumer payment
information; ii) the identities of the parties should not be able to use anonymous identi-
ties; iii) how such payment information should be retained and not disseminated to third
parties [2]. In electronic transactions, it is very important to pay attention to the extent to



Internal Security as a Guarantee of Personal Data Protection 99

which consumers can be personally protected because now almost all online transactions
always access consumer personal data for marketing and advertising purposes through
various ICT advances.

Transaction security is absolutely necessary to ensure the security of consumers’ per-
sonal data such as information about credit card numbers, password numbers or other
personal identities misuse by unauthorized persons. According to the Norton Cyber
security Insight Report, the average global lost cyber user is nearly $358 per person or
about a total of $150 billion a year. Research obtained in 17 countries shows that cyber-
crime has increased and Indonesia is one of the most vulnerable cybercrime countries.
Different characteristics in the trading system through electronic technology have not
been covered, but it is necessary to make legal regulations regarding cyberlaw including
about e-commerce so that the rights of consumers as users of electronic technology in
the trade process, especially in conducting e-commerce transactions can be guaranteed
[3].

Regulation on the protection of personal data in Indonesia in this digital platform is
needed because given the progress of the times, where data storage and data processing
have used digital systems, there are indeed some laws and regulations that also regulate
personal data, but this is just a regular rule, not a special regulation, and also this data
protection is in personal regulation number 20 of 2016 on the protection of personal
data, However, there is no criminal penalty for individuals who misuse and disseminate
indonesian personal data on digital platforms. In addition, the Indonesian government
has also prepared eight priorities in the development of e-commerce in Indonesia in
accordance with Presidential Regulation No. 74/2017 on the National Electronic Based
Trading System Roadmap [4]. Discussion of personal data protection is one of the
priorities related to consumer protection. Many parties are encouraging the government
to immediately prepare, the Draft Law on Personal Data Protection, which will become
a lex specialis for the protection of consumer personal data in Indonesia [5].

3.2 Personal Data Protection Act as a Right to Privacy for E-Commerce
Consumers

There are many cases of personal data problems that occur in Indonesia. One real exam-
ple of a breach of consumer personal data is seen from the case between PT Tokopedia
and the Indonesian Consumer Community, which is listed in the list of cases number 235
/ Pdt.G / 2020 / PN Jkt. Pst. From the cases that have beenmentioned, there is a weak and
lack of protection of personal data on digital platforms where the data that must be stored
is kept secret by business actors, both private companies and state-owned enterprises.
As also mentioned in the Regulation of the Minister of Communication and Informatics
of the Republic of Indonesia Number 20 of 2016 on The Protection of Personal Data
in Electronic Systems Article 2 paragraph 1 which is titled as follows “Protection of
Personal Data in Electronic Systems includes the protection of acquisition, collection,
processing, analysis, storage, appearance, announcement, transmission, dissemination
and destruction of Personal Data.” In addition, the public also has the right to the con-
fidentiality of their personal data. It is contained in Article 26 letter a for the belief of
their Personal Data; Then in Article 27 the letter of business actors or parties who use
personal data must maintain the confidentiality of personal data from clients or their
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people, which states as follows “maintaining the confidentiality of the Personal Data
they obtain, collect, process and analyze”.

Regulation of the Minister of Communication and Informatics of the Republic of
Indonesia Number 20 of 2016 on Protection of Personal Data in Electronic Systems only
states the rights and obligations of personal data owners (people) and users (Business
Actors). However, there is no penalty for users who misuse people’s personal data. Data
protection can essentially relate specifically to privacy as allan Westin, who for the first
time defined privacy as the right of a group or institution’s individual, to Determine
whether information about them will be communicated or not to other parties, so it
is called information privacy because it concerns personal information [6]. Westin’s
opinion is understandable that personal data needs to be protected because personal data
is part of an individual’s privacy, so that the owner of the personal data itself is determine
whether his or her personal data may be accessed and known by others or not.

TheBanking Law (LawNo. 10/1998), regulates among other things problems related
to bank secrecy based on the principle of confidentiality, which requires banks to keep
everything related to data and information about customers confidential, both financial
situation and personal information. In Article 1 paragraph (28) of the Banking Law,
bank secrecy is interpreted as everything related to the deposit of customer information
and deposits. Thus, the principles of trust and confidentiality as the basis of the perfor-
mance of financial institutions are also applied in the relationship between customers
and banks. Customers in storing or using other bank products must provide personal
data as deemed necessary to the bank. In the context of trade, in addition to talking
about electronic transactions, which are regulated by the ITE And PP PSTE Law, per-
sonal data protection is also closely related to Law no. 8/1997 on Document Companies,
Law no. 8/1999 on Consumer Protection, and Law no. 7/2014 on Trade. Unfortunately,
the Consumer Protection Act does not specifically mention the protection of personal
data, as part of consumer rights, which must be protected by business actors. The Con-
sumer Protection Act emphasizes the availability of accurate information for consumers
(related to goods and services), provided by businesses. Even so, the Trade Law does not
specifically regulate the obligation to protect personal data (consumers). However, in the
provisions of Article 65 paragraph (3) of the law it is emphasized that in trading using
electronic systems (e-commerce), every trade actor must fully refer to the provisions
of the applicable ITE Law. This means that the provisions regarding the protection of
personal data also bind any trade using electronic systems. Therefore, the establishment
of government regulations on trade through electronic systems mandated by Article 66
of the Trade Law must also regulate the protection of consumers’ personal data, with
reference to existing laws and regulations, especially the ITE Law and the Consumer
Protection Act. Law No. 8 of 1999 is no longer appropriate in providing legal protection
in the digital economy and must be updated immediately by implementing a compre-
hensive regulatory model taking into account the architecture of the digital economy
relating to juridical and non-juridical factors.

The Indonesian government is preparing a bill on the protection of personal data,
the material of which more or less adopts the principles in the EU GDPR described by
Berend van der Eijk in his presentation on the principle of transparency: that citizens
have the right to access, change and delete their personal data at any given time from
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the company’s customer data [9]. There are three important principles in privacy: i)
right to be alone, which is the basic principle of one’s privacy; ii) the personal data of
a person to which the personal data is written by other people such as medical records,
tax information, insurance information and so on; iii) privacy over communications
made by someone online, so that under certain conditions Interception of electronic
communications can be categorized as a violation of the right to privacy [9].

The principle is tried to be outlined in the PDP Bill consisting of 15 Chapters and 74
Articles, including regulating from general provisions, types of personal data, personal
data owners’ rights, processing of personal data, obligations of controllers and processors
of personal data in the processing of personal data, transfer of personal data, prohibition
of the use of personal data, establishment of a code of ethics for personal data controllers,
exceptions to protection. Personal Data, Dispute Resolution, International Cooperation,
Community Role, Criminal Provisions, Transitional Provisions, and Closing Provisions.

The Indonesian government itself has delivered digital economic growth targets until
2020 and one of the problems that must be set by the government is the protection of
consumers in the digital economy by paying attention to government regulations on
trade transactions through electronic systems; harmonization of regulations; system of
payment of trade and spending of government goods/services through e-commerce; and
the gradual development of national payment gateways [11].
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