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Abstract. Indonesia as a democratic country must open up the widest possible
opportunities in an effort to realize the freedom of expression, especially in the
current digital era it is felt that there are still many deviations in the name of
freedomof expression, even in this case there are still regulations that limit freedom
of expression so as not to cause negative impacts. Such as regulations to reduce
or limit freedom of expression that been regulated in international conventions on
civil and political rights, the restrictions in question are restrictions that aim to
minimize these negative impacts. Misinterpretation in the use of the term freedom
of expression. This is what is important to pay attention to and must be regulated
to encourage the protection of citizens in Indonesia, especially in the use of the
internet especially in the digital era.
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1 Introduction

The existence of human rights in the concept of a state of law is related the regulation
of Human Rights by the state does not mean it has happened restraint by the state but
in its conception is regulation by the country. On the one hand, human rights have a
basic nature that limits the power of government, but on the other, hand the government
is given the authority to limiting basic rights in accordance with the control function
[1]. Human rights are a form of rights that must be protected by both the state and the
individual. So that the relationship between human rights and constitutional rights of
citizens is important to implement.

Freedomof expression is a human right of every individual as a citizen and this right is
guaranteed constitutionally by the state. This is contained in the 1945 Constitution of the
Republic of Indonesia Article 28E paragraph (3) which states that every individual has
the right to express opinions, associate and assemble. Freedom of expression is the most
basic right in the life of every human being who is guaranteed and protected by the state.
In a country, every community in that country has the freedom to express what they think,
whether it includes policies intended for the government. This is an important part of
the journey of realizing human rights and democratic freedoms. Freedom of expression
is one of the most important elements in the democracy and public participation in
implementing their rights effectively, both in terms of their participation in the making
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of a public policy or in voting matters. If society does not have the freedom to express
their opinion or channel their aspirations. According to Toby Mendel, there are many
reasons why freedom of expression is important. First, because this is the foundation of
democracy. Second, freedom of expression plays a role in the eradication of corruption.
Third, freedom of expression promotes accountability. Fourth, freedom of expression in
society is believed to be the best way to find the truth [2].

Democracy is a perspective in life by always prioritizing equal rights and obligations
as well as equal actions towards all humans. The origins of the word “democracy” go
back to ancient Greek civilization, which consisted of a polis. This system is based on
a majority vote. Freedom is widely used compared to other systems. Many countries in
the world have adopted a democratic culture. This process is better for others because
freedom protects human rights. According to Aristotle, a state can be said to be good
if it is intended for the good of all people, but what is classified as bad is aimed at
its ruler. Freedom is the foundation of a democratic state. However, with the freedom
of expression, not all citizens take advantage of this in a good way, in fact there are
some citizens who use this freedom to spread hate speech and hoaxes in the community.
Mastel’s survey (2017) revealed that of the 1,146 respondents, 44.3% of them received
hoax news every day and 17.2% receivedmore than once a day. Themainstreammedia is
also a channel for spreading hoax information/news, at 1.20% (radio), 5% (print media)
and 8.70% (television), respectively [3]. Meanwhile, the data presented by TheMinistry
of Communication and Information said there are as many as 800 thousand sites in
Indonesia which indicated as a spreader of hoaxes and speech hatred [4].

This can be seen from the development of media and digital era which has a big
impact on life, especially in the digital era problems that occur. New media brings
about changes in processing, searching, producing, storing, receiving, and uploading
information [5].

2 Discussion

2.1 Definition of Democracy and the Freedom of Speech

Indonesia is a democratic country which means that the government is in the hands of
the people, or we often hear that government is from the people, by the people, and
for the people. These two things become challenges in the socio-political field, this is
because every topic discussed on social media often becomes an unclear problem due
to the mixing of facts and opinions, disinformation, and the emergence of hate speech.
Given the freedom of expression by the state, it is not uncommon for many citizens to
use this opportunity to spread hoaxes and hate speech. When examined more in this
case, there are motivating factors for the existence of a perspective that has an irrational
nature. Those who do this have failed to understand what the definition of freedom is.
In freedom of opinion, a failure of that understanding which initially had a formulation
of regulation in a good direction, made it difficult for people to digest it. Bigham Powel
Jr. (2000) affirms the following characteristics of democracy [6].

1. The legitimacy of the government is based on the claim that the government
represents the will of its people



18 N. S. Radzakani et al.

2. Arrangements that organize bullying to gain legitimacy are based on competitive
elections. In practice there are at least two political parties

3. Most adults can take part in the electoral process both as candidates and as voters
4. Elections in secret and without being forced

The existence of basic rights such as freedom of speech, assembly, organization, and
freedom of the press. There are two points of view on the issue of freedom of thought.
First, suppose that freedom of expression is not restricted because it is in the form of
words and actions. Second, the perception that there are limits to freedom of expression.
Namely, hate speech, the right to violence (right to demonstrate) and fraud (hoaks). Part
one argues that breaking the law and discriminating is part of the freedom of expression
guaranteed by law.

Digital democracy breathes new freedoms. The submission and feedback process is
made faster and easier. People’s expectations can now be communicated more eas-
ily through various means of communication with the government, leading to new
developments in the country, on which civil rights and rules are based.

2.2 Hoax and Democracy in the Digital Age

This inconsistency of quick and simple facts is very dangerous for the realization of
digital voice freedom. Hoax is a word used to show false news or business to deceive
or trick the reader into believe something. News that doesn’t based on fact or truth
(non-factual) for some purpose. The purpose of the hoax is simply jokes, pranks, to
form public opinion [7]. Frauds are often deliberately designed to mislead the public
about the spread of racism, fraud, terrorism, and propaganda. The increase in fraud in
Indonesia is caused by the use of algorithms, automation, the use of big data or the use
of community media that can be used to influence public needs. So, deception is a weak
and unprofitable form of freedom. Citizens engage with the government in the face of
political propaganda by spreading nonsense.

The advancement and variety of communication media owned by the community
causes the community and the state is facing the hoax effect as a result communication
jammed that occurs in society. Communication jammed caused by development of com-
munication technology that cannot controlled again. Very high communication traffic
complicated to cause hoax news as a simple social construction actions, but become
enemies of society and the state, easy to emerge [8]. Substantially the news spread fake
(Hoax) is not bound by dimensions space and time. Dimensions of indoor spacemeaning
that the distribution of social networks is local impacting the regions certain, but it is
possible to be accepted also in other areas. While dimensions time refers to old news
redistributed with the title different for one interest [9].

The existence of the hoax phenomenon in people’s lives shows that there is a gap,
especially related to wisdom and the ability to use social media and the internet in
today’s digital era. It is important to note that the readiness and provisions possessed
by the community are the most important part of providing restrictions and protection
against the wise use of digital media. As for things to note social media makes it possible
rapid dissemination of content to the entire network to go viral. Not only. In addition,
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social media also provides a way quick to convey information or one-sided opinion
without ability to verify the authenticity of the news delivered [10].

The spread of this hoax news is certainly a wrong act and of course must be avoided.
This is certainly directly related to efforts that free speech can be restricted and need to be
re-sorted. The goal is to prevent abuse of the right to free speech in a democratic system.
The application of this news filter will certainly encourage the establishment of a better
democracy and guarantee the protection of citizens’ rights. The way that can be applied
in sorting this news is to know the characteristics of fake news. Some hoax information
is in the form of fake news, clickbait (trap links), confirmation bias, missinformation,
satire (hard satire) and post-truth or post-truth [11].

2.3 Hate Speech and Democracy in the Digital Age

Hate speech in this era is the biggest challenge for Indonesia. This can be seen even
though the government has banned racist content, a lot of negative content is still posted
on social media platforms. This is because the analysis of content on social media
platforms uses liberal country national metrics. Hate speech in Indonesia is still rampant
in the political arena. Politics creates racism because the community (them) creates it.
Hate speech is speech hateful, attack and flare upwhich is meant for have a certain effect,
either directly (actually) or indirectly (stop) on intention) that is to inspire someone else
to do violence or hurt people or other group [12]. As for hate speech today, it can be done
through various media, both in the form of speech and writing on social media. So that
the existence of social media and the internet in the current digital era also encourages
an increase in incidents. This is an important problem considering that hate speech can
be easily done and happens to anyone. Social media is a place for someone to commit
crimes of hate speech which is increasing along with the increasing use of the internet
and social media.

The reason someone commits a crimehate speech through socialmedia itself iswrong
only because it is inside or outside actors who are likely to perceive progress technology
and information can be accessed quickly through various media on the internet [13].
As for the regulations in Indonesia, there are several laws and regulations, including the
Articles that regulate actions regardingHate Speech against a person, group or institution
based on theCircular Letter of theChief of PoliceNo: SE/06/X/2015 contained inArticle
156, Article 157, Article 310, Article 311, then Article 28 jis. Article 45 paragraph (2) of
Law No. 11 of 2008 concerning information & electronic transactions and Article 16 of
LawNo. 40 of 2008 concerning theElimination ofRacial andEthnicDiscrimination. The
existence of these various rules and regulations shows that there is a need for application
to the implementation of the granting of the right to opinion as part of the prevention of
hate speech events. Law enforcement is an effort to realize the idea or idea of justice,
certainty, and expediency into a real thing. The process of realizing an idea or idea is
the essence of a law enforcement or what is called Law Enforcement [14]. So that with
this, it is necessary to increase the government’s approach or socialization regarding
knowledge and media management as part of conveying opinions for the public.
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3 Conclusions

Solutions for Handling Hate Speech and Hoaxes in the Digital Age. Along with its
benefits, technology has been used by some as an illegal device in new ways through
communication and the use of technology. Violations committed by irresponsible per-
sons can be carried out by spreading false information and spreading discrimination. This
decision will force the government to give up the right to protect and win. Regulation
No. 11 of 2008 has been amended for this regulation. Article 25 of the Criminal Proce-
dure Code (KUHP), Article 378; Law number 40 of 2008 concerning the elimination of
racism. Despite cracking down on hateful citizens, the government has announced spe-
cial rules to control this behavior. In addition to the laws mentioned above, Articles 207,
310 and 321 of the Criminal Procedure Code (KUHP) provide penalties for violators
and conditions for the prohibition of various types of violence against humans for the
following reasons. He slandered people and lost their reputation. The police also partic-
ipated in circulating or ratifying circular letter number SE/6/X/2015 regarding racism
or hate speech.

Along with its benefits, technology has been used by some as an illegal device in
new ways through communication and the use of technology. Violations committed
by irresponsible people can result in the spread of false information and the spread of
discrimination. This decision will force the government to give up the right to protect
and win. Regulation No. 11 of 2008 has been amended for this regulation. Article 25 of
the Criminal Procedure Code (KUHP), Article 378; Law number 40 of 2008 concerning
the elimination of racism.

Despite cracking down on hateful citizens, the government has announced special
rules to control this behavior. In addition to the laws mentioned above, Articles 207,
310 and 321 of the Criminal Procedure Code (KUHP) provide sanctions for violators
and conditions for the prohibition of various types of violence against humans for the
following reasons. He slandered people and lost their reputation. The police also partic-
ipated in circulating or ratifying circular letter number SE/6/X/2015 regarding racism
or hate speech.

Based on the description of the discussion above, it can be concluded that with the
development of technology today has become a digital era in all aspects, one of which
is in terms of being a state in a democratic country that provides freedom of opinion
because government is in the hands of the people. However, this freedom of expression
is misused to spread hate speech and hoaxes that cause divisions and problems both
between citizens and between citizens and the government. In an effort to overcome this
problem, the government issued several laws to tackle and prevent the spread of hate
speech and hoaxes.
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