
The Urgency of Freedom of Speech in the Digital
Era Against the Information and Electronic

Transaction Law

Tasyah Meyliza(B) and Jamal Wiwoho

Faculty of Law, Universitas Sebelas Maret, Surakarta, Indonesia
tasyahmeyliza@student.uns.ac.id

Abstract. With globalization evolving and global technological improvements
today, we are becoming acquainted with a medium called social media. Social
media is where individuals can communicate, interact, even publish and express
themselves freely. It is no exception as a newvessel for socialmedia users to reason.
As it grows, the constitution of the Law of the Republic of Indonesia Number 11 of
2008 concerning Electronic Information and Transactions (ITE), has been passed
on information and electronic transactions to protect society’s social media. But
the legislation was controversial for restricting the right to freedom of speech as
found in paragraph (3) of Article 28E of the 1945 Constitution of the Republic of
Indonesia because there are several “rubber” chapters in it. The purpose of this
writing was to learn how freedom of speech existed in the digital age, as well as
how the various “rubber” chapters of the ite act were affected. Several “rubber”
chapters in the law of Electronic Information and Transactions, that is, article
27 verses (1), chapter 28 verses (2), and chapter 29 constitution of Electronic
Information and Transactions.
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1 Introduction

Indonesia is a democratic legal state. It is contained in Article 1 paragraph (2) of the
1945Constitution, which reads “the highest sovereignty restswith the people.”However,
what was meant by democracy before? Democracy comes from the words Demos (the
people) and Kratos (government), which, when put together will mean the government
of the people. Democracy is also defined as a form in which a government is formed
from the rights that are used directly by citizens in political decisions (elections). Thus,
civil rights and freedoms are highly respected in the life of a democratic society.

Then amid the life of a country that adheres to democracy, we know that right now
we are in the development of an all-digital globalized. In an all-digital era, it seems that
all activities carried out cannot be separated from utilizing existing digital. All activities
or work is considered easier if done by utilizing digital things. And in today’s digital
era, everyone considers the digital era as amazing progress and steps forward because of
the various conveniences and positive impacts that arise from it. Globalization certainly
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Fig. 1. The number of social media users in Indonesia in 2022.

has a big influence on the development of the media. The hallmark of globalization,
namely a world without borders, forces the birth of new technologies to be able to adapt
to existing changes. These technological advances then encourage the birth of social
media. Nowadays, we know and can use something called social media. According to
Nasrullah, social media is a medium on the internet where users are allowed to represent
themselves and socially connect with other users to form virtual social links. Also in
social media, there are three forms of reference to the meaning of social which consist
of communication, recognition, and cooperation. From this understanding, it can be
understood that social media apart from being an internet medium that is used as a
suggestion to interact or communicate with other people, can also introduce ourselves
by publishing ourselves on social media. We can also use social media as a place to
express ourselves freely or as a place of entertainment that can be enjoyed in our spare
time, so that’s what causes the boom in social media users today.

We can see the diagram below an illustration of social media users in Indonesia from
2014–2022 (Fig. 1).

Based on the We Are Social report in data Indonesia.id, In January 2022, there
were 191 million total active users of social media in Indonesia. When compared to the
previous year, the number has increased by 12.35%. We can also see that social media
user in Indonesia is increasing from year to year.

With a large number of social media users in Indonesia and the influence of the
development of the era of globalization, the Indonesian government then issued Law of
the Republic of Indonesia Number 11 of 2008 concerning Information and Electronic
Transactions (UU ITE) as a form of support for the development of Information Tech-
nology through legal infrastructure and the setting. The law is also made so that the use
of information technology can be done safely and can prevent all forms of misuse. This
is so that we can use social media well.

However, how does the ITE Law affect freedom of expression in this digital era?
Does the ITE Law no longer get the freedom to express ourselves on social media or is
it the other way around?
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2 Discussion

2.1 Freedom of Speech in the Digital Era

From the development of this era apart from technological advances or the emergence of
social media, a forum for us to have opinions has also developed. Through the emergence
of social media, we can also voice opinions in the public space in social media. With
the right to freedom of opinion contained in Article 28E paragraph (3) which states
that “Everyone has the right to freedom of association, assembly, and expression”, we
can freely give our opinions wherever we are. But basically, we often forget that there
are limitations on the freedom of opinion or expression, especially in the public sphere
in social media. We often read or hear harsh and unkind words that contain insults or
blasphemy. We often hear or read false information that spreads through social media.
Social media is something we need to control, not the other way around. Freedom, which
has wide access to the existence of social media, is a form of respect for the human rights
of all. Therefore, do not let the freedom we obtain can cause the freedom of opinion of
others. Everywhere in the world, governments regulate information on social media to
fight fake news. However, there is a risk that uncontrolled dissemination of information
may have a greater impact as a result of the influence of false and misleading news.
These things indicate that the freedom of opinion or expression in the public sphere of
social media has exceeded its limits.

As we know that there are more than hundreds of millions of people using social
media in this country. Various ages of social media users in this country, from the young
to the old. Even minors now understand what social media is. This is evidenced by the
age data of social media users below (Fig. 2).

In the context of this age of social media users, children who are still teenagers are
usually individuals who are prioritized in monitoring and directing the freedom to use
social media. Because in general the age range of teenagers usually often have high
curiosity, it must be prioritized to be given direction so that the sense of curiosity can be
well directed and social media does not have a bad impact on them.

Fig. 2. Data on the age of social media users in Indonesia
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Social media as we know it is an unlimited and very free public space because it is
done virtually or online, giving its users an uncontrollable sense of freedom. Whereas
the Indonesian government has issued Law of the Republic of Indonesia Number 11 of
2008 concerning Information and Electronic Transactions (UU ITE) as a clear warning
and to warn internet users to always use the internet with caution, share, and obtain
various personal information or secret. While social media has challenged sensitivity to
mistreatment, it can be minimized. Otherwise, it can be eliminated through appropriate
oversight and regulation without compromising freedom of expression. The ITE Law
also mentions related defamation or violence that is often carried out through social
media and that it can be charged with related articles.

The emergence of the ITE Law is regarded as a narrative in expressing oneself on
social media, we must realize that this freedom is not completely free without thinking
about and paying attention to existing ethics and regulations. In that case, we as internet
users or even socialmedia users can understand that the ITELaw is a formof embodiment
of understanding and protection for these social media users. Social media users are also
individualswho have the right to freely express their opinionwherever they are, including
on social media. However, in this opinion, one must still be vigilant and careful.

In article 3 of Law no. 9 of 1998 concerning Freedom to Express Opinions in Public,
there are five main principles in expressing opinions, namely:

a. The principle of balance between rights and obligations;
b. The principle of deliberation and consensus;
c. The principle of legal certainty and justice;
d. The principle of proportionality; and
e. The principle of beneficence.

But of course, this law only applies to the direct public expression of opinion, not on
social media. Meanwhile, in the current era where we can provide opinions through the
public sphere on social media, a new law has been issued that balances developments in
this digital era, namely the ITE Law. The ITE Law also includes freedom of expression
on social media or cyberspace. Freedom of expression of social media is stated in Article
27 paragraph 3 of the ITE LawNo. 19 of 2016 which reads, “Everyone intentionally and
without rights distributes and or transmits and ormakes accessible electronic information
and or electronic documents containing insults and or defamation”. At the beginning of
its appearance, the article reaped a lot of controversies because it was considered a
“rubber” article. Many consider that the article limits the people’s right to freedom of
expression by Article 28 of the 1945 Constitution.

The beginning of the emergence of the ITE Law was not there to limit the people’s
right to freedom of opinion. However, the ITE Law has a “rubber” article that is widely
misused. Although basically the activity of giving these opinions, whether conveyed
directly in public or through social media, must pay attention and consider carefully
what effects will arise from opinions that will be conveyed to the general public, with
the emergence of the ITE Law, it has an impact on other criminalizing parties. There
are so many victims of criminalization as a result of the “rubber” article in the ITE
Law. Sandrayati Moniaga as Commissioner for the Study and Research of the National
Commission of Human Rights also assessed that freedom of opinion and expression
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could indeed be limited. However, this limit can only be achieved under certain condi-
tions. These restrictions also must not be carried out arbitrarily, must be regulated by
law; necessary in a democratic society; and to protect public order, public health, public
morality, public safety, public safety, and the rights and freedoms of others. The emer-
gence of the ITE Law, which initially served as a protector of society in digital media,
has increasingly become a barrier to the right to freedom of expression in this digital
era. Therefore, many parties oppose some of the “rubber” articles on the ITE Law and
expect a revision of the ITE Law.

2.2 The Impact of Several “Rubbers” Articles of the ITE Law on Freedom
of Speech in the Digital Era

As explained above, there are several “rubber” articles in the ITE Law. The “rubber”
article referred to in this case is the interpretation of the article that is very subjective
from law enforcement and other parties, which of these can lead to various or multiple
interpretations of all parties. The “rubber” article in the ITE Law, poses a threat to
freedom of expression in social media and can be a ‘bullet’ for anyone who wants to
abuse it.

Quoted from cnnindonesia.com, Amnesty International Indonesia (AII) noted that
there were 84 cases of violation of expression along with a total of 98 victims who were
charged with the ITE Law in 2021. Usman Hamid as Executive Director of AII also
said that usually, these cases occur as a result of efforts to silence freedom of expression
against criticism of those in power. There are several cases regarding this, such as the
case of Asrul who is a journalist in Palopo, South Sulawesi. He was accused of violating
Article 3 of the ITE Law regarding defamation when he wrote about the corruption of a
large project in Palopo in May 2019. He was later found guilty and sentenced to three
months in prison on November 23, 2021. This case, further proves that the ITE Law
needs to be revised with the perspective of protecting people’s rights, especially the
right to freedom of opinion.

Then, referring to themany cases in court that use the ITELaw, there are three articles
of the ITE Law, which have very flexible interpretations so that they often ensnare many
people. The first is Article 27 paragraph (1). Article 27 paragraph (1) of the ITE Law is
related to insults and defamation. After changing, the creed in this article is a complaint
offense. Whereas at the time before the amendment, there was no firm belief that the
article was a complaint offense. Article 27 paragraph (1) is also considered to have
multiple interpretations because there are no clear boundaries related to complaints
about decency, humiliation, and defamation.

The second is Article 28 paragraph (2) of the ITE Law, which does not state that the
belief in SARA in that article is an ordinary offense or a complaint offense. Again, it
is considered multiple interpretations because there are no clear boundaries related to
creed regarding ethnicity, religion, race, and inter-groups in it. The absence of clarity in
the creed regarding ethnicity, religion, race, and inter-groups can be misused by anyone.

Finally, Article 29 of the ITE Law. Article 29 of the ITE Law is related to threats
of violence and intimidation. The ITE Law does not provide a clear formula for that,
giving rise to various interpretations on the subject of intimidation. This article is also
vulnerable to being used because there is no objective clarity.
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The negative impacts received from the existence of several articles with multiple
interpretations include:

a. Giving restrictions on the right to freedom of opinion, especially in giving criticism.
This is related to the presence of several people who were arrested using the ITE
Law so it had an impact on the development of democracy in which people were
reluctant to express their opinion.

b. There is arbitrariness from law enforcement.
c. Being an instrument of some groups, it is even used as a weapon to trap political

opponents.
d. Uncertain general certainty.
e. The triggering of unrest and discord among community members.
f. The emergence of the ineffectiveness of the articles because some articles are

duplications of the provisions of the Criminal Code.

Then what is the solution that we can do regarding the impact of the “rubber”
article or the multiple interpretations? The main solution that can be done to the multi-
interpreted article is to amend or revise the ITE Law. The articles that are considered to
have multiple interpretations should probably be removed from the ITE Law, because,
like the sixth impact, several articles have also been regulated in the Criminal Code. For
example, Article 28 paragraph (2) of the ITE Law, has been regulated in Article 156 of
the Criminal Code.

3 Conclusion

Indonesia is a democratic country where civil rights and liberties are highly valued
within the scope of a democratic society. It is related to paragraph (3) of Article 28E
of the 1945 Constitution of the Republic of Indonesia, which contains the Indonesian
people’s rights, including the right to express their opinions. Thanks to this right, we
can freely express our opinions wherever we are, including freedom of speech on social
media. Through the advancement of today’s digital era, social media as we know it has
provided us with a new platform on which to express our opinions. Furthermore, amid
all-digital globalization development, a law was made to protect society in cyberspace,
especially on social media, known as the Law of the Republic of Indonesia Number 11
of 2008 concerning Electronic Information and Transactions (ITE). The emergence of
the ITE Law has caused much controversy due to the “rubber” article (pasal karet) or
multiple interpretations in the article. The ITE Law is less beneficial since the existence
of multi-interpreted articles in it, especially regarding the right to freedom of speech.
Due to numerous impacts arising from the “rubber” article, it is expected that the ITE
Law can be immediately revised through the legislative function of Commission I of
DPR RI (House of Representatives of the Republic of Indonesia).

References

1. Ahsan Ridhoi, Muhammad. 2020. “Berapa Usia Mayoritas Mengguna Media Sosial Di
Indonesia?”, https://databoks.katadata.co.id/datapublish/2020/11/23/berapa-usia-mayoritas-
pemakai-media-sosial-di-indonesia accessed in 5 Juli 2022, at 08.13 PM.

https://databoks.katadata.co.id/datapublish/2020/11/23/berapa-usia-mayoritas-pemakai-media-sosial-di-indonesia


The Urgency of Freedom of Speech in the Digital Era 33

2. CNN Indonesia. 2021. “Amnesty Catat 84 Kasus Kriminalisasi Ekspresi Pakai UU ITE
Selama 2021”. Accessed in July 6th 2022, from https://www.cnnindonesia.com/nasional/
20211213140639-12-733388/amnesty-catat-84-kasus-kriminalisasi-ekspresi-pakai-uu-ite-
selama-2021.

3. Esa Lupita Sari and Lista Widayastuti. 2021. “Penghakiman Sepihak Melalui Media Sosial
Dalam Persepsi Kebinekaan Dan Hak Asasi Manusia” from Jurnal Majalah Hukum Nasional
51 (2).

4. Herman Lawelai, dkk. 2022. “Demokrasi dan Kebebasan Berpendapat di Media Sosial:
Analisis Sentimen di Twitter” from jurnal Praja Vol 10 No. 1

5. Ivan Mahdi, M. 2022. “Pemakai Media Sosial di Indonesia Capai 191 Juta pada 2022”.
Accessed in July 3rd 2022, from https://dataindonesia.id/digital/detail/pemakai-media-sos
ial-di-indonesia-capai-191-juta-pada-2022.

6. KhrisnaWasistaWidantara. 2022. “Dibalik kebebasanberpendapat dimedia sosial”.Accessed
in October 20th 2022, from https://egsa.geo.ugm.ac.id/2022/07/03/the-death-of-expertise-fen
omena-dibalik-kebebasan-berpendapat-di-sosial-media/

7. Mainake, Yosephus and Luthvi Febryka Nola. 2020. “Dampak Pasal-Pasal Multitafsir Dalam
Undang-Undang Informasi Dan Transaksi Elektronik”, from Info Singkat: Kajian Singkat
Terhadap Isu Faktual dan Strategis 9 (16): 3.

8. Nasrullah, Rulli. 2015. “Media Sosial; Persfektif Komunikasi, Budaya, dan Sosioteknologi”.
Bandung : Simbiosa Rekatama Media.

9. Rohmana, Nanda Yoga. 2017. “Prinsip-Prinsip Hukum tentang Tindak Pidana Penghinaan
dan Pencemaran Nama Baik dalam Perpspektif Perlindungan Hak Asasi Manusia”, from
Jurnal Yuridika 32 (1): 115.

10. Rosana, Ellya. 2016. “Negara Demokrasi Dan Hak Asasi Manusia”, from Jurnal TAPIs 12
(1): 45.

11. Suprapto, Hadi, Weny Widyowati, Taty Hernawaty. 2017. “Freedom Of Expression di
Media Sosial Bagi Remaja Secara Kreatif Dan Bertanggung Jawab: Bagi Siswa Sma
Al-Ma’soem Rancaekek dan Sma Muhammadiyah Pangandaran” from Jurnal Pengabdian
Kepada Masyarakat 1 (5): 333.

12. The 1945 Constitution of the Republic of Indonesia.
13. The Law of the Republic of Indonesia Number 11 of 2008 concerning Electronic Information

and Transactions (ITE).
14. Utari. 2021. “Demi Perlindungan Hak Atas Kebebasan Berpendapat Dan Berekpresi, Kom-

nas HAM Dukung Revisi UU ITE”. Accessed in July 5th 2022, from https://www.komnas
ham.go.id/index.php/news/2021/3/17/1713/demi-perlindungan-hak-atas-kebebasan-berpen
dapat-dan-berekspresi-komnas-ham-dukung-revisi-uu-ite.html.

15. Vese, D. 2021. “Mengatur Berita Palsu: Pengaturan Media Sosial dan Hak atas Kebebasan
Berekspresi di Era Darurat” from Jurnal Regulasi Risiko Eropa

https://www.cnnindonesia.com/nasional/20211213140639-12-733388/amnesty-catat-84-kasus-kriminalisasi-ekspresi-pakai-uu-ite-selama-2021
https://dataindonesia.id/digital/detail/pemakai-media-sosial-di-indonesia-capai-191-juta-pada-2022
https://egsa.geo.ugm.ac.id/2022/07/03/the-death-of-expertise-fenomena-dibalik-kebebasan-berpendapat-di-sosial-media/
https://www.komnasham.go.id/index.php/news/2021/3/17/1713/demi-perlindungan-hak-atas-kebebasan-berpendapat-dan-berekspresi-komnas-ham-dukung-revisi-uu-ite.html


34 T. Meyliza and J. Wiwoho

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.
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