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Abstract. With the introduction of the Internet of things (IoT), the number of
wireless devices and volume of wireless data traffic has skyrocketed. The system
proposed in this paper focuses on Internet of things (IoT) performance and security
analysis based onWi-Fi systems. In order to perform this analysis, an IoT wireless
temperature and humidity sensor will be developed; whereby, the microcontroller
will communicate and send collected data to an IoT cloud platform where the
collected data can be analyzed and stored. An android application is developed
from scratch to fetch the data from the IoT cloud platform, display the data in the
application and send messages to the cloud. The sensor, microcontroller and the
android application will communicate wirelessly with each other through Wi-Fi
and MQTT (MQ Telemetry Transport) protocol. The performance and security
of the whole system will be tested and analyzed; and ways to improve both the
performance and security of the IoT system is presented. The system is subjected to
DistributedDenial-of-Service (DDoS) attack,withSecurity Information andEvent
management (SIEM) is implemented for detection and DDoS attack prevention.
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1 Introduction

Internet of things, or IoT, is a network of interconnected computing devices, electronics
devices such as sensors, microcontroller, software and other technologies that can con-
nect and exchange data with other devices and systems over the Internet or other commu-
nications networks. Because of the integration of numerous technologies, such as ubiq-
uitous computing, commodity sensors, increasingly sophisticated embedded systems,
and machine learning, the IoT research area has progressed rapidly [1–8].

IoT is a new paradigm that has shifted people’s lifestyles from conventional to high-
tech. IoT is widely applied in many fields from commercial, industrial and infrastructure
spaces. Wi-Fi is one most used communication medium in IoT environment. IoT have
been growing fast in the last several years and this leads to several risk especially in the
areas related to security and privacy of data and system [9, 20].

Themain problem ariseswhen a IoT environment involves important and private data
which must be protected from outsider, and common IoT attacks in order to maintain
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the privacy and integrity of the IoT environment. This is required in order to maintain a
secured IoT environment and to achieves the full potential of IoT and enhance technology
through Internet of Things [7]. By 2023, the number of IoT-connected devices in the
world is expected to reach 43 billion. According to surveys 84 percent of companies use
IoT devices on their corporate networks, and more than half of them don’t use security
measures other than default passwords [20].

IoT connections are frequently used by cybercriminals to infiltrate network infras-
tructure and steal personal information. Threat actors use unpatched vulnerabilities and
manufacturing flaws in connected devices to gain access to corporate networks. IoT
are still vulnerable to multiple cybersecurity attacks such as DDOS Attack, Brute force
attack and Privilege Escalation Attack [7–10]. IoT devices are not designed to detect or
mitigate any potential cyberthreat. Unless they are not protected, serious risk could pose
to organizations. In order to understand and prevent these cyberthreats various research
must be done to improve the security and performance of IoT networks [6, 20].

Following are the remaining parts of this article. The related work is discussed in
Sect. 2. While in Sect. 3, we have the Methodology and then the Simulation and Results
from this study was place in Sect. 4. And lastly, we have our conclusions in Sect. 5.

2 Related Works

The authors of [1] discusses the features of IEEE802.11n/ac (Wi-Fi) and how it performs
in dense IoT environments. The studies weremainly focus on the influence of the density
and type of IoT traffic on the wireless system’s throughput, bandwidth consumption
of RTS and CTS frames, block acknowledgments, and frame aggregation sizes was
examined using a real test bed consisting of large number Raspberry Pi’s installed in a
real-world setting.

Challenges regarding cyber threat and risk assessment for IoT environment based
on Wi-Fi are highlighted in [20]. This paper provided a detailed study on security of
the Wi-Fi IoT environment and stated analysis on three important vulnerability such as
Device PortWeakManagement Vulnerability in where they talk about the vulnerabilities
of the communication ports of the IOT devices.

In addition to above mentioned risk and threats, the energy efficiency of constrained
device using Wi-Fi were focused in [3]. The main solidity of this research is its low-cost
build and using three different types of batteries mainly used in most IoT and daily
electronic devices in order to test it energy efficiency which gave more options and ways
to look into Wi-Fi’s energy efficiency in depth. Multiple Wi-Fi authentication policies
were used to measure the power consumption by measuring the duration of each wakeup
period and also by varying the Sleep Period the battery consumption have been directly
influenced with different duty cycles.

The authors of [2] present a wireless system and to develop an alert system in order to
monitor the readings of the wireless system which mainly focuses on embedded device
and the IoT network rather than Wi-Fi.

With the evolution in Cloud services integration in IoT, traditional SIEM paradigm
is shifting to provide Cloud based security services. The authors of [6] presented an
upgraded upgraded SIEM architecture composed of a SIEM Framework to provide
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Cloud based SIEM service. A solution for end-to-end IoT Platforms security using
cybersecurity framework and its three componentsCybersecurity risk assessment, SIEM,
and resilience frameworks were provided.

Similarly, in [4] a framework for detecting API unauthorized access vulnerabilities
was proposed. The framework was implemented to analyse the problem of API unautho-
rized access vulnerability in the android platform. The paper highlighted the impact of
API unauthorized access vulnerabilities on various smart home application and devices
and also provided some defensive suggestions on how to prevent it effectively. It was
very effective on performing check on the cloud platform for API’s security problems.

In order to perform the security and performance analysis on a IoT system based on
Wi-Fi, in our work, a model consists of an ESP8266 and DHT11module for transmitting
temperature and humidity data via MQTT protocol [2, 3]. AnMQTT brokers are used to
receive and store the data values along with an Android application to communicate with
theMQTTbroker viaMQTTprotocol and having twomain functionswhich is publishing
and subscribing to the MQTT broker [15–18]. DDOS attacks will be simulated on the
system and tools such as Wireshark will be used to monitor the network and the MQTT
packets. In order offer a solution against the DDOS attack, an SIEM software will be
used to provide security [13, 14].

Our such, our contribution in this paper is as follows:

• Our end to end IoT setup is based on MQTT connection that is able to connect to any
MQTT brokers (Adafruit, Amazon Web Services (AWS), Thingspeak etc.) as long as
the correct key and username being applied while existing literature connected to a
single broker.

• Simple and low cost for end to end IoT system using WiFi, Cloud and MQTT broker.
The setup is using simulated DDOS traffic test, it can be easily extended for future
research on mitigating and preventing other types of cybersecurity attacks on IoT
networks.

3 Methodology

A. Design Overview
Figure 1 shows the IoT model working together with SIEM [14] in order to mitigate
and prevent DDOS attacks against the model [6, 7]. In this work, in order to perform
the security and performance analysis on a IoT system based on Wi-Fi a wireless IoT
Temperature and Humidity system using ESP8266 and DHT11 sensor [2, 19] will be
created and transmits data to the cloud.

An Android application will be created to communicate to the cloud. The communi-
cation between the IoT system [2], Cloud and application will be using MQTT protocol
to test the security and performance of the whole system. Instead of using HTTPS or
API method, MQTT protocol will be used to enhance the performance of the system
and provide a secured connectivity between the cloud, android application and the IoT
system. The mobile application will be built from scratch and will be fully functional
[12, 15–19].

Additionally, A DDOS attack will be simulated to attack the IoT system and the
application. performance and security deterioration of the system will be analyzed. A
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Fig. 1. IoT Model

third-party software will be used to stimulate the DDOS attack from a different IP
addresses [7]. Moreover, SIEM will be implemented to mitigate the DDOS attack and
introduce to methods to prevent DDOS attack to restore the security and performance
of the IoT system and the application. The Round-Trip-Time of the TCP packets will
be measured along with the ping to determine the delay cause by DDOS attack and how
the SIEM and the prevention technique helps stop the DDOS attack [6, 7].

B. Android application
The android application was built from scratch using Android studio and based onKotlin
language (Fig. 2).

The android application has two main pages which are the Login page and Pub-
lish/Subscribe page. This application was designed to communicate with MQTT broker
to publish message and also to subscribe to a topic to receive message. The unique
feature of this application is that it can connect to any MQTT broker as long username
and password is provided to login and establish a connection to the MQTT broker [2,
15–18].

This feature allows a greater potential for the application enabling it to connect
to any MQTT broker. Once logged on, the user can publish message to the MQTT
broker and communicate with it. A pop-up message will be displayed when there is
successful or unsuccessful connection have been made to the MQTT broker. The user
can also subscribe to a topic through the MQTT broker and receive message. We tested
with AWS, Thingspeak, Adafruit and some other MQTT servers. For example, our
android application will be subscribing to the Adafruit.io and display the temperature
and humidity values through a pop message in the interval of every 60 s [2, 15–18].

Even though the application is fully functional and can be installed in a mobile
phone it will be operate in device using the android virtual devices (AVD) manager with
the built Android emulator in Android studio in order to simulate DDOS attack on the
selected device and the packets can be sniffed using Wireshark at the same time along
with the Cloud running on the same device [7, 12].
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Fig. 2. Application Flowchart

C. SIEM and DDOS Prevention Methods
SIEMstartsmonitoring and collecting informationof the entire system.After configuring
the SIEM can start viewing the syslog. Syslog is a standard network-based logging
protocol that logs every activity in the network. SIEM takes advantage of the syslog to
monitor and collect information [12–14]. When there is DDOS attack, with the aid of
syslog SIEM starts tracking the flooding of UDP or ICMP packets [11] to the network
and it also able to collect information about the details of the DDOS Attack source such
as the IP address [7, 10].With its built-in framework the SIEM is able to differentiate and
recognize the malicious attack on the network thus allowing the user to detect the DDOS
attack before it interrupts the whole systems services. It alerts the user immediately when
it starts detecting the DDOS attack on the network [6, 14].

Figure 3 shows the flowchart of SIEM and how it is used to stop or prevent DDOS
Attack against the network [6, 8]. Once the SIEM detect anomalies in the network and
it alerts the user. Slow network is resulted from DDOS Attack on the network and by
checking the syslog, thefloodofUDPand ICMPpackets on the network can be confirmed
[11]. This shows that the network is under DDOS attack. Immediate actions have to be
taken in order to stop this DDOS attack. Firstly, SIEM identifies or collect information
about the source of DDOS attack [8, 12–14]. Once the IP of the DDOS Attack source
have been obtained that particular IP can be blocked thus stopping all the Packets flood
from the network and DDOS attack or by changing the IP of the device under DDOS
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Fig. 3. Using SIEM to Prevent DDOS Attack

attack, the flood of packets can be stopped because it is IP targeted DDOS attack. In
order for the DDOS attack to happen, it needs a fixed IP or the sources IP address [11]
must be unknown if have two of these variables changes the DDOS attack can be solved
effectively [12–14].

4 Result and Discussion

In this section, the round-trip-time of the MQTT packets and ICMP packets sniffed by
Wireshark before and after DDOS attack will be discussed. ICMP packets were used
while determining the ping of network. The results obtained after using the SIEM and
DDoS prevention methods will be determined. One of the important measurement is the
transmission of successful data in the IoT network, and the security and performance of
the network before and after DDOS attack.

Figure 4 shows the round-trip-time of the MQTT packet before the DDOS attack
have been executed. The round-trip time of 6 MQTT packets averages by 41.67 ms
while Fig. 5 shows round-trip time of the MQTT packets after DDOS attack has been
executed. This is a UDP based DDOS attack; this type of DDOS attack floods a target
with large number of UDP and TCP packets which aims to flood random host port on a
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Fig. 4. RTT of MQTT Packet before DDOS Attack

Fig. 5. RTT of MQTT Packet After DDOS Attack

remote host resulting in causing the host to repeatedly check for application to listen to
that port. The round-trip time of 5 MQTT packets averages by 244.92 ms.

By comparing the Fig. 4 and 5, it shows a big difference of almost 200 ms increase
in the round-trip time of the MQTT packets. A clear indicator of DDOS attack increases
the latency of a network and disrupt the normal service. These increase in RTT can cause
a slow network and makes the MQTT packets to longer time to response thus affecting
the overall performance of the IoT network, any maybe can cause a timeout of the web
services.

Figure 6 shows the ping statistics for the Adafruit MQTT broker before the DDOS
attack. The average round-trip-time of the ICMP packets which are used to test ping of
a network is 361 ms. The Fig. 7 shows the ping statistics for the Adafruit MQTT broker
after theDDOSattack.This is an ICMPbasedDDOSattack. It sends ICMPpackets as fast
as possible without waiting for replies causing the other ICMP replies to be delayed and
increase the round-tip time. By comparing Fig. 6 and 7, there is a significant difference
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Fig. 6. Network Ping (Adafruit) before DDOS

Fig. 7. Network Ping (Adafruit) after DDOS

in the average round-trip time which is about 192 ms. An increased ping causes a delay
in response from the server which disrupt all the activities in the network thus slowing
down the connection in the IoT network.

We then introduced SIEM in the network. Once there is a DDOS Attack on the
network, the SIEM automatically detects the attacks and alerts the user for prevention.
The attacks are then prevented in a way, by changing the IP address of the device under
DDOS attack or blocking the IP address of the source of DDOS attack. Figure 8 and
9 shows, the RTT and ping of the network after SIEM identifies the source of DDOS
attacks and the IP of DDoS attacking source have been blocked or the IP address of the
device under attack is changed. The RTT of the MQTT packets averages by 49.083 ms
and the ICMP packets averages by 373 ms.
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Fig. 8. RTT after SIEM implementation and DDOS Attack Prevention Method

Fig. 9. Network Ping after SIEM implementation and DDOS Attack Prevention Method

5 Conclusion

In this study, we proposed a system to prevent and stopDDoS attack on IoT network. The
main results that were focused were the round-trip time of the MQTT and ICMP packets
before and after the simulation of DDOS attack and the implementation of SIEM to
detect the DDOS attack and way to prevent the attack. It also shows its performance and
security effect on the IoT network. These data can be used to improve an IoT network’s
security and performance against cybersecurity attacks.
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