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Abstract. With the development of digital technologies, data security is under
various risks, which impedes the data circulation to release the data value. For-
tunately, the development of Web 3.0 provides a novel paradigm to solve this
problem. With recent advances, Web 3.0 is considered a ubiquitous and decen-
tralized value-sharing network to drastically revolutionize our life and society. By
analyzing the characteristics of data circulation and based on the key categories of
infrastructural enablers for Web 3.0, our paper proposes an intelligent and intrin-
sic security data circulation system for the next-generation internet. The proposed
system enhances the trust in data interaction and stimulates the deep data circula-
tion from six aspects, including hierarchical management, intelligent circulation,
application support, identity management, security protection, and evaluation and
supervision, which also provides a new way to cope with the new challenges in
the Web 3.0 data ecosystem.
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1 Introduction

With the improvement of technology, the Internet has dynamically evolved from the
initial “read-only” Web 1.0 period to the “readable, writable and participable” Web 3.0
era. Facing the decline of Internet traffic dividend and the increase of data security risk
caused by the concentration of large platforms, Web 3.0, integrated with multiple tech-
nologies, builds a decentralized, secure, and trusted Internet of value, and helps transfer
the value to individuals, by breaking the ecological boundaries of the traditional Internet
[1], which is a new direction of Internet iteration. As the digital economy comes to the
network-based period, data becomes the key factor connecting the online virtual space
and offline real spaces, and the strategic resource to promote technological innovation
and value mining in the digital economic system.
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However, more data does not necessarily mean more data value. As an important
way for data to create value, data circulation can help data integrate with the production
and life and tap demand to release value and create opportunities. Until recently, the
digital development of most cities is still in the primary stage, and data is discretely
distributed. Since the data subjects with different scales of data and processing capacity,
there are still a considerable number of the data subjects unclear about their own data
resources. What’s more, the problem of data security and quality impedes the smooth
data circulation and cooperation between subjects.

With the help of multi-party computing, artificial intelligence, and blockchain tech-
nology, data circulation is evolving from traditional “single-to-single” to “multi-to-
multi”. Since the data with the feature of multi-subjectivity, reuse, and portability, the
increasing number of data subjects and the extended data processing activities lead to the
paths and methods of data circulation being more complex and dynamic. Therefore, an
increasing risk occurs in the data circulation life cycle. Specially, when external attack
threats continually increase, data security incidents occur frequently. According to the
security monitoring result in Fig. 1, with the increase in data scale and data impor-
tance, the security comes more severe. There were 4,145 data breaches already publicly
disclosed worldwide.

Therefore, both data security and data circulation are key factors to promote the
development of the digital economy and the important components of the future Web
3.0 ecosystem. However, there is still less research on security data circulation systems
based on the advantages of Web 3.0, which motivates our work. In this paper, we first
analyze the characteristics of data circulation and the key categories of infrastructural
enablers for Web 3.0, then we propose a novel way to construct an intrinsic security data
circulation system for the next-generation internet. Based on the privacy enhancement
technology the proposed system enhances the trust for data interaction and stimulates
deep data to circulate, which also provides a new way to cope with the new challenges
in the Web 3.0 data ecosystem.

Fig. 1. Attack times for the data subjects under different data scale.
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2 Related Work

Numerous works tried to define Web 3.0 in the past few years. With the evolution of
blockchain infrastructures and the development of decentralized applications, recently,
there is awork that gave out the fundamental and the first academic definition forWeb 3.0
[2]. It contains three enable factors, including (1) security and performance-enhanced
platforms to support data computing based on individual blockchains; (2) the federated
or centralized platforms which can publish verifiable states; (3) a secure interoperability
platform to connect these distributed data subjects. In this way, Web 3.0 provides a
unified and connected computing platform for value-sharing realization. Although the
application of Web 3.0 is unclear, security and data circulation are the infrastructural
enablers for Web 3.0, which are also the advantages of Web 3.0 based on the techniques
to realize it.

Since the characteristics of data include multi-subject, portability, reusability, and
liquidity, it is expecting a novel secure, and efficient circulation mode. The privacy
enhancement technology provides a possibility for the construction of a secure data
circulation system. To improve computing power, transmission efficiency, and security
in data circulation, the researchers are mainly in two ways: (1) one way is based on
Trusted Execution Environment (TEE), which is a private computing scheme based on
hardware and cryptography principles. There are many research and application that
realizes the TEE technique by building an encrypted Environment isolated from appli-
cations and system, such as Intel SGX, TrustZone of ARM, TICS of HUAWEI, etc. The
disadvantage of this method is the requirement of a Trusted Third Party (TTP). (2) The
other way is through Privacy-Preserving Computation, which allows multiple data sub-
jects to cooperatively compute the specified objective functions. Besides the calculation
results, the input information of other data subjects cannot be obtained during the cal-
culation process. There are two main types of technology: first is the secure multi-party
Computation (MPC) based on Secret Sharing (SS), Garbled Circuit (GC) algorithms, or
other cryptography algorithms [3], which have already been applied to Alibaba’s Ant
chainMORSE security computing platform, Tencent Angel PowerFL federal computing
platform, Huafang Qingjiao multi-party security computing platform, etc. The second is
FederatedLearning (FL) technology that integrates artificial intelligence andprivacy pro-
tection technology for joint modeling, training, and computing [4], which is also applied
in the Federated Computing Service platform of China Mobile, Ali Cloud Machine
learning PAI, Tianyi Cloud Zhuge AI-Federated Learning platform, etc. What’s more,
there also have several specific privacy protection technologies, including Homomor-
phic Encryption for ciphertext computation [5], Differential Privacy (DP) that confuses
private data to avoid direct identification [6], Zero-knowledge Proof (ZKP) to avoid
identity information leakage [7], etc. The comparison of different privacy-enhancing
technologies is shown in Table 1. Privacy enhancement technique has been gradually
from a single algorithm to hybrid technologies development, and from simple to com-
plex applications calculation. In the current existing application scenarios, a variety of
privacy enhancement methods are combined to use to complete the efficient data calcula-
tion, analysis, and model construction task, which is not at the expense of side effects on
data security and personal privacy. However, privacy-enhancing computing is still in the
primary stage of development, and still faces challenges including security, complexity,
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Table 1. Privacy Enhancing Technology Analysis

Categorization TEE Privacy-Preserving Computation

MPC FL

Secure technology Trusted hardware
environment

Cryptography based
SS and GC
technologies, etc.

Joint modeling
techniques combining
machine learning and
privacy protection
techniques

Controllability middle high high

Performance and
complexity

high low middle

Privacy Protection
Capability

middle high middle

TTP Need No No

and cost. Specially, when data circulation between heterogeneous systems, there exists a
barrier for data circulation. Fortunately, some studies [8] by introducing intelligent mid-
dleware and blockchain smart contract solved the problem of data interaction, and the
underlying communication, and achieved a relatively low coupling easy to expand the
train of thought, However, relevant problems need to be further solved and the scheme
needs to be further optimized.

As mentioned above, Web 3.0 builds a new ecology of co-construction and sharing
based on cryptography and decentralized technology, and it complements the advantages
of privacy enhancement technology to build a more secure and efficient data circulation
way.

3 The Features Analysis of Data Circulation in Web 3.0

Web 3.0 aims to create the Internet of Value, which has great differences in development
path and the technologies with the traditional Internet, including the blockchain as the
underlying technology to break the boundaries of the traditional platform, any data
subject can profit from the data and create value on their own, and the integration of
online and offline data lines leads to more frequent value exchange. Therefore, as an
important part of Web 3.0, data circulation presents characteristics different from the
traditional Internet era to adapt to the development of Web 3.0.

3.1 The Dispersed Data Restrain Data Circulation

Web 3.0 promotes enhancing the autonomy of the individual based on decentralized
technologies. In the past, data were collected, processed, and earned by the Internet
platforms, but now any data subject can achieve the benefits brought by the value of data.
Thus, valuable data will be widely distributed to discrete data subjects. According to the
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“economies of scale”, the decentralization in theWeb 3.0 era leads to data fragmentation
and distribution, the full release of data value requires more data subjects to participate in
the circulation. However, data mining is a professional and difficult work with technical
requirements. When valuable data return to small enterprises or even individuals, it may
be difficult to use due to the costs and ability problems, which lead to isolated data
islands and affect the data value mining.

3.2 Massive Data Require to Balance Security and Efficiency

With the advent of the Internet of Everything, data scale will increase by thousands of
times [9]. Although technology integration provide new possibilities for improving data
security protection and computation ability, mapping the real world in the virtual world
produces more important and sensitive data. Therefore, the attack led to severe damage.
Asmentioned previously, the life cycle of data circulation involvesmultiple periods, such
as collection, storage, processing, and transmission. And risks are concurrent at multiple
periods, which increases the difficulty of risk control. In addition, with the increase of
data interaction subjects, there will be increasing pressure on security attacks, such
as DDOS attacks, and reconstruction attacks launched by illegal subjects in federated
learning [10], which endanger data security. However, the traditional data protection
schemes often apply to a single system or reduce data availability. In Web 3.0, it is
necessary to consider the whole life cycle of data circulation synchronously to provide
effective protection for data processing. While the new scheme should also consider the
different scales of the data subject, the operation ability, and the security input capacity.

3.3 Data Value Require the Data Control

Data circulation needs multi-subject cooperation. Whereas in the context of the inter-
national boundary of data is not clear, the legal framework and rules of data in various
countries have not been unified, there are barriers set up for the cooperation of data
circulation, which also increases the risk of losing control after data flows out of the
territory. What’s more, because of the character of portability and reuse, data may face
the risk of losing control once it flows out. After the emergence of various privacy pro-
tection technologies, although the plaintext sharing of original data can be avoided, it
still involves the provision and use of data. Ensuring controllable and traceable data
circulation is essential to a secure and efficient data circulation system in Web 3.0 to
solve the data disorderly circulation problem.

4 Intelligent and Intrinsic Security Data Circulation System Design

The development of Web 3.0 has brought revolutionary changes in productivity and
generative relations, and in the data circulation accordingly. To promote the rational
allocation of data resources and return data value to the public, we exploit to design
an intelligent and intrinsic security data circulation system based on the infrastructural
enablers for Web 3.0, which help any data subject realize an efficient, low-cost, trust and
secure data circulation to share data value.
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4.1 Participation Subject

Data circulation has the characteristic of multi-subjectivity, which includes data
providers, data users, data supervisors, and data evaluators. Since multi-party coop-
eration is a major feature of the Web 3.0 ecosystem, the role of data subjects should be
given full play to promote data circulation, which should consider balancing the interests
of various data subjects.

4.1.1 Data Provider

In the Web 3.0 ecosystem, besides the government, enterprises, and organizations, indi-
viduals also can be data providers. the data provision usufruct considers not only the
enterprises but also the individuals and government. Public data from the government
play a role as the main force for data circulation. In this way, it can stimulate innovation
and upgrade data circulation.

4.1.2 Data User

According to data classification and user requirements, the provided data including
the original data, anonymized data, and processed data, could be provided in offline
mode or in real-time dynamic mode to ensure the timeliness of data. Therefore, the data
user chooses to process the data with the data provider by the technique like privacy
computation method to provide the data security of both data user and data provider in
some scenarios.

4.1.3 Data Evaluator

The data evaluator provides a comprehensive evaluation of the entire lifecycle of the data
circulation through multiple dimensions, such as data quality and data security to ensure
legality and risk controllability. Through evaluation, it can help the data subject to make
up the weak points and improve the capabilities, and then promote more efficient and
reliable data circulation.

4.1.4 Data Supervisor

The data supervisor aims to protect the interests of all data subjects, and regulate the
order of the data circulation market. By supervising the compliance of the data subject
and process behavior, the data supervisor controls the risk and coordinates all subjects
to jointly deal with risks to ensure the security and compliance of data circulation.

4.2 System Design

Based on the infrastructural enablers for Web 3.0, we design an intelligent and intrinsic
security data circulation system. According to the features analysis of data circulation
in Web 3.0, the proposed system is designed in a “production - analysis - decentralized
interaction – support application - revenue feedback” hierarchy to provide an efficient,
low-cost, secure, flexible, and scalable foundation for data circulation, which is shown
in Fig. 2.
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Fig. 2. The framework of the intelligent and intrinsic security data circulation system.

Table 2. Example of the garbled circuit gate table

κ0x1 κ1x1

κ0x2 Encκ0x1
(Encκ0x2

(κ0o )) Encκ1x1
(Encκ0x2

(κ0o ))

κ1x2 Encκ0x1
(Encκ1x2

(κ0o )) Encκ1x1
(Encκ1x2

(κ1o ))

4.2.1 Hierarchical Management

Based on the data classification result, we set different layer for data processing and
circulation. Date production layer process the data collected from various way and
chose the proper class based storage strategy. Then Multi-dimensional analysis method
are utilized to support data application and development for multiple scenarios in the
data application layer. In the data sharing layer, data subject can chose different way to
share data with other subject after proper desensitization or encryption processing.

4.2.2 Intelligent Circulation

Based on the decentralized underlying architecture ofWeb 3.0, data subjects could share
and transmit data with other subjects in the system. During this procedure, cryptography,
privacy-preserving computation, and distributed ledger technology are utilized to ensure
data transmission security. For instance, data subject Alice tries to share data with data
subject Bob by privacy-preserving computation based on the Garbled Circuits technique
[11].
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Fig. 3. Multi-subject data sharing model.

The input of Alice and Bob is x1 and x2. The processing flow is shown as follows:

1. Alice initiates a data sharing request and generates a multiparty computation
FA(x1, x2).

2. Transform FA to the secure garbled circuit EA, instead of sending data directly x1
and x2 are randomly permutated by 0 and 1.

3. Alice present garbled Boolean circuit gate of EA, such as shown in Table 2, the
wire key of Alice and Bob input and output defined by κ0

x1, κ
1
x1, κ

0
x2 , κ

1
x2 , κ

0
o , κ1

o , and
Encκ(.) is symmetric key encryption by using key κ .

4. TransmitGarbled circuitEA and encoded input x1 and the key toBob byOT technique
thought circulation system.

5. Bob achieve the key according to input x2 and decryption to obtain the correct garbled
gates, which is used to decrypt the next layer of garbled gates.

6. Continue until complete the integrate circuit.
7. Bob share the output y = EA(x1, x2) with Alice.

Through the combination of multiple methods, the system provides an intelligent
path for data circulation to meet the personalized need of data subjects. As in Fig. 3, the
data interaction model can be extended when there have multiple data subjects.

4.2.3 Application Support

According to the requirements of the various data application scenarios, data scale, and
importance of the computing data, the schemes and computing methods are selected
to build the efficient and secure data circulation path. Specially, TEE can be utilized
when the data value is high and the scale is large. Therefore, the data circulation path
in the proposed system can be customized by data subject to support scenarios such as
financial risk control and allied medical care.

4.2.4 Identity Management

With more subjects participating in circulation, effective and secure identity manage-
ment is needed, especially, when facing cross-platform data circulation. Based on the
decentralized technology inWeb 3.0, the proposed system provide a newmechanism for
identity management by combining digital signature, zero-knowledge proof, and trace
technologies. As shown in Fig. 4, data subjects participate in the circulation system
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Fig. 4. Identity management data circulation

Fig. 5. Security scheme generation model

through registration, and identity management can be refined by a module based on
distributed platform and privacy calculation.

In addition, based on real-time identity management tamper-proof storage is carried
out in the distributed network for the data processing behavior of the data subject, which
provides a credible basis for traceability and authority control to realize the verification,
traceability, interpretation, and supervision of the entire data process.

4.2.5 Security Protection

Since the risks such as adversary deception and data eavesdropping in privacy enhance-
ment algorithms, multidimensional security protection is considered in the proposed
system. By integrated with artificial intelligence, data leakage prevention, and other new
technologies, it provides a dynamic closed-loop intelligent data security capability of
the life cycle for data circulation, including monitoring and pre-warning, asset sorting,
security protection, compliance management, risk control, partner management, etc.
However, overmuch security methods adopted in circulation increase the ability to resist
the risk, also reduce the efficiency, and raise the cost. Therefore, the proposed system
provides an intelligent way to protect the data in circulation based on the compliance
requirements and various scenarios needs. As shown in Fig. 5, data subject U1 hold the
security need {s1, . . . , sn}, then adjust the security need according to data scale, impor-
tance, and cost. Based on the priori knowledge and sample database, system provide
the security technique {f1, . . . , ft} and weight {a1, . . . , at} from sc. U1 can acquire the
secure scheme by S = a1f 1 + · · · + atf t .
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4.2.6 Evaluation and Supervision

Toprovidemore perspective on data circulation to improve the ability and promote devel-
opment, the system introduces verifiable and measurable data circulation evaluation for
various scenarios including data quality and data security. Then to handle the contin-
uous increase of data security threats, the system transforms the traditional peripheral
supervision mode to embedded supervision, and the supervision ability is an endoge-
nous part of the data circulation system. The data circulation parameters recorded in the
decentralized network are used to supervise malicious behaviors such as fraud and theft
in the computing process, which makes the entire data circulation traceable.

5 Conclusion

With the implementation of the Web 3.0 ecosystem, there will be an increasing demand
for data circulation and security. In our work, by analyzing the characteristics of data
circulation and based on the key categories of infrastructural enablers for Web 3.0, an
intelligent and intrinsic security data circulation system is proposed to cope with the
new challenges in the Web 3.0 data ecosystem and help to realize the vision of security
symbiosis and value sharing. The proposed system enhances the trust in data interaction
and attracts more subjects to participate in the new mode of data circulation from six
aspects, including hierarchical management, intelligent circulation, application support,
identity management, security protection, and evaluation and supervision. Next, the
proposed system can be adjusted and applied in a wider range of scenarios to promote
the realization of the Web 3.0.
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